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Abstract

There has been worldwide interest in corporate governance because of the high profile
corporate collapses of the early 2000s. The use of control frameworks has been
mandated in the United States of America through the Sarbanes Oxley Act 6f 2002.
One of the popular frameworks adopted is the Control Objectives for Information and
Related Technologies (CoBIT).

Organisations have shown an increasing interest in using COBIT both as an IT
governance framework and also for IT audit because of its focus on the alignment of
business and IT goals and processes. . The COBIT framework is massive, so there is a
need for research to determine the most important IT processes in public sector
organisations in order to reduce the number of audit areas included in an abbreviated
CoBIT IT audit instrument while retaining relevance. There is a large body of published
work available for CoBIT, however, much of this has originated within the domain of
the practitioner and is aimed at a similar readership, with little, if any, academic
research that has considered the effectiveness of the framework. Prior research has been
conducted in the national and international arenas, but it is unclear if this can be

extended to the Tasmanian public sector.

This research used a survey methodology to obtain ratings from selected Tasmanian
public sector organisations for each of the high level IT control objectives in the COBIT
framework. These ratings were compiled to form a ranked list of the most important I'T
processes for the Tasmanian public sector. Audit measures were selected for the key IT
processes, then validated by a senior public sector IT audit professional and the
instrument subsequently trialled on a range of Tasmanian public sector organisations.

An evaluation of the IT audit process using COBIT was also undertaken.

The instrument developed contained seven IT control objectives and was successfully
trialled in nine public sector organisations of all possible levels. The results obtained
indicated that Tasmanian public sector organisations perceived ensuring éecurity of their
systems to be the most important IT process. Of the seven it control objectives audited,

five were also considered important in national and international studies.

The results obtained suggests that use of the COBIT-derived instrument for public sector

IT audit provided a insight into the IT governance and control within these
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organisations as well as indicating the degree to which the goals and governance of the
organisation and the organisation were aligned, neither of which was available with the
use of the previous instrument. The use of COBIT for IT audit in this case was
considered to be effective and provides some validation in one public sector context of

the extensive use of COBIT by practitioners.
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Chapter 1 - Introduction

1.1 Introduction

This chapter introduces and supports the research documented in this thesis, providing a
background to the research problem before outlining the research objectives. It also
looks at the significance of the research, and the contribution it makes. The chapter

concludes with a brief outline of the structure of the thesis.

1.2 Background

This section looks at the background to the research. It gives an overview of the issues
surrounding information technology governance, the Control Objectives for Information
and Related Technologies (CobiT) framework and the general field of information

technology audit.

1.2.1 Governance

Corporate governance has been a recent focus, because of the high profile corporate
collapses of the early 2000s, inciuding giants such as Enron and WorldCom in the
United States of America, and HIH Insurance and OneTel in Australia. As part of that
focus on corporate effectiveness, the governance of information technology (IT) within

corporations has been subject to scrutiny.

1.2.1.1 The United States Response

Responses by governments to the collapse of such corporate giants varied. In the
United States of America legislation was enacted in the form of the Sarbanes Oxley Act
which prescribed the use of a corporate governance framework that must be followed by
all corporations listed with the New York Stock Exchange. Many of the larger
companies operating within Australia either offshore subsidiaries of American
companies, or have American subsidiaries, and as such are indirectly exposed to the

requirements of the Sarbanes Oxley Act.

The use of a governance framework is mandatory under the requirements of the
Sarbanes Oxley Act; however, the legislation does not specify exactly which framework

should be used. This is a decision made within each organisation. The framework
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developed by the Committee of Sponsoring Organisations of the Treadway Commission
(COSO0) is often used to meet the requirements of the Sarbanes Oxley Act, but this

framework does not specifically cover the use of IT.

1.2.1.2 The Australian Response

In Australia there is no requirement to use a framework to guide either corporate or
information technology governance. The Australian government approached the
collapse of HIH by instituting a Royal Commission, a high level enquiry headed l;y a
leading judicial figure, to exarine the circumstances surrounding the collapse. Justice
Neville Owen delivered his report in April 2003, and was damming in his criticism of
the information technology and systems employed by HIH and their deceptive approach
to governance. The Australian Securities and Investments Commission has instituted
legal action against many of the leading figures involved in the management of both

HIH and OneTel, the other large company to collapse in Australia.

Despite the number of investors who lost significant amounts of money, there was no
tightening of the regulatory requirements sumounding corporate or information
technology governance. A voluntary best practice standard (ASSOIS - 2005 Corporate
Governance of Information and Communication Technology) has released by Standards
Australia, and the Australian Stock Exchange Corporate Governance Council released
its Principles of Good Corporate Governance and Best Practice Recommendations in

March 2003, which are also only intended as a guide.

Within the public sector there are few restrictions on governance. Public sector
organisations are largely funded by the taxpayer (or ratepayer in the case of local
government) and answerable to the government of the day. Governance structures vary
widely across the sector and are subject to change according to the wishes of the
political masters. Stewardship of public monies is audited by the relevant public audit
authority, some of which are also starting to audit go;)vemance, and more particularly the

governance of information technology.



Chapter 1 Introduction

1.2.2 CoBIT:

There are numerous IT management frameworks avajiable. Some, such as the
Information Technology Infrastructure Library (ITIL) have a long history; however
their focus i1s on the promotion of best practice rather than IT control. Control
Objectives for Information and Related Technologies (COBIT), is widely used
throughout the world for the examination of IT control and audit. CoOBIT is derived
from many reputable sources, including the Committee of Sponsoring Organisations of
the Treadway Commission (COSQO), ITIL and Capability Maturity Model Integration
(CMMLD). '

The framework is massive, consisting of thirty four high level control objectives
grouped into 4 domains. Each high level control objectives is associated with between
three and thirty detailed control objectives, produéing a comprehensive framework of

some three hundred and eighteen detailed control objectives.

The COBIT framework is increasingly being used to meet the requirements of the
Sarbanes Oxley Act, particularly, as noted above, since it has been panly_based on and
mapped to the COSO framework. It is also being used in many other countries,
including Australia. An increasing interest in the alignmént of business and IT goals
and processes has also contributed to the uptake of the COBIT framework. CoOBIT is
increasingly being used to bring about better IT governance in organisations. IT

auditors have also started to use COBIT to guide the IT audit procedure.

There is a large body of literature based around COBIT, as the framework ts of particular
interest to practitioners, who have been the source of much of this work. It must be
noted that many publications about CobiT emanate from the Information Systems Audit
and Control Association (ISACA) or the Information Technology Governance Institute
(ITGI) the organisations that developed and distribute CobiT, or people closely linked
to these organisations. However, there is lack of scholarly research into the framework

to evaluate its effectiveness for IT governance or IT audit.

The CoBIT framework is large. The Australian National Audit Office, which has IT

specialists integrated into its audit teams (ANAO, 2000), does not use the framework in
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its entirety for its IT audit program, preferring to use a customised program derived in

| part from COBIT.

1.3 Information Technology Audit

Whilst there are no regulatory réquirements for IT governance measures to be in place
in Australia as there are in some other nations, a growing number of private companies
voluntarily undertake audits of their IT governance practices. These audits are
conducted by the larger accounting firms, as well as IT consultancies. Within the
Australian public sector the Australian National Audit Office (ANAO) and the
Tasmanian Audit Office (TAO) were the first 1o use audit programs derived, at least in
part, from the CoOBIT framework for undertaking IT audits (C. Buell, personal

communication, 22 September, 2005).

The Tasmanian Audit Office (TAO) is the independent agency responsible for
upholding public integrity within the state of Tasmania. Its primary function is to audit
the financial statements of public sector organisations within the State. The TAO has
expanded its audit scope to include IT audit and it currently employs one senior EDP
auditor and an EDP audit cadet. Currently IT audits use a program devised by a private
consultant and although interest has been expressed in using the CbBIT framework,
budgetary restraints of both time and money ensure that this is not feasible due to

COBIT’s size.

This section has reviewed the areas of corporate governance, the CobiT framework and
the field of information technology audit. The research documented in this thesis is

grounded in these areas. The research objective is outlined in the next section.

1.4 Research Objective

Because of the size of the framework and the limited time available to perform IT audits,
there is a need for research to determine the most important IT processes from the
CoBIT framework in order to give guidance as to which areas IT audits should cover.
The only prior research into the IT processes considered to be the most important comes

from an international survey, which may not prove to be appropriate in the Tasmanian
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public sector. Moreover, it was not specifically developed for the public sector, but for

a range of industries.

1.5 Research Signiﬁéance

The widespread use of the COBIT framework and the lack of rigorous research into its
effectiveness should ensure that this research will be viewed as significant in a number
of contexts. Given the use of COBIT internationally for both audit and governance this
research should be of interest to practitioners in these fields. The lack of scholarly
publications around the framework should ensure the interest of those engaged in

research.

1.5.1 Researchers

There has been found to be a predominance of practitioner-based literature surrounding
the CobiT frﬁmework (Ridley et al, 2004). Much of this emanates from ISACA and
ITGI, as the custodians of COBIT, as well as people closely related to the development
of the framework. In their conclusions Ridley er al indicate from the very few
academically focused papers, they located only two focused on the CoBIT framework,
and they call for “rigorous research in the area” (p2l) identifying it as having

“considerable potential for future work” (p21).

This research will enable a comparison of the COBIT control objectives perceived to be
the most important to be made against the international study of Guldentops et al (2002),
and the national study by Liu & Ridley (2005). These studies both used the same
ranking of control objectives compiled by an expert panel, rather than asking the
organisations who subsequently assessed their maturity against control objectives on the
list. An additional comparison with the control objectives identified by the self
assessment project of the European Organisation of Supreme Audit Institutions
(EUROSAI) IT Working Group will also be made. Making a comparison of control
objectives identified by world experts, or national public sector audit organisations from
Europe, to those identified by public sector managers in Tasmania will demonstrate the

common concerns and potentially highlight any issues specific to the local industry.
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1.5.2 Practitioners

As indicated in 1.5.1 above, much of the literature surrounding CoBIT is of a
practitioner-based nature and emanates from the source of the COBIT framework or
people closely related to it. Ridley et al found that most of these publications detailed
CoBIT implementations. The comparatively large volume of practitioner-based COBIT
iiteraturc suggests that practitioners are vitally interested in the framework. For the IT
audit professional this research will give a unique insight into the IT processes

considered to be important within the Tasmanian public sector.

1.6 Thesis Structure

1.6.1 Chapter 1 - Introduction

This chapter provides an overview of the research, providing a brief background and
looking at issues directly relating to the research including objectives, significance and.

the research question, before giving an overview of the structure of the dissertation.

1.6.2 Chapter 2 - Literature Review

Chapter 2 reviews relevant literature giving a background on corporate governance,
specifically Information Technology (IT) governance, the COBIT framework, including
the existing body of literature about the framework, and the field of IT audit.

1.6.3 Chapter 3 - Methodology

Chapter 3 examines matters relating to the methodology by which this research was
undertaken. It looks at the ethical considerations, the research aims, philosophical
considerations, the research methods, the issues of reliability and validity as well as

methods of analysis for data collected.

1.6.4 Chapter 4 - Results and Analysis

Chapter 4 explores the results of the research. The results from both phases of the study

are presented, interpreted and discussed.

1.6.5 Chapter 5 - Conclusions

Chapter 5 presents and discusses the conclusions drawn from the research.
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1.6.6 Appendices

The appendices contain material that adds richness to the content of the text of this

dissertation, while not necessarily being directly important to the content.
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Chapter 2 - Literature Review

2.1 Introduction

This chapter examines the existing body of literature with regard to the concepts that
underpin the research project. The research draws on literature from both corporate and
information technology governance, the COBIT framework and the growing field of

information technology audit and so it is these areas that this review will cover.

2.2 Governance

With the increased focus on Corporate Governance, the use of information technology
(IT) within organisations has cdme under closer scrutiny. IT is now considered to be
pervasive in the current business environment {(van Grembergen et al, 2004). It has
been suggested (Epstein & Rejc, 2005) that IT decisions have been made on the basis of
compelling arguments or keeping up with the competition rather than sound fiscal
grounds and that the costs associated with technology and conversion to a new system

are higher than projected while the benefits are lower and harder to achieve.

2.2.1 Corporate Governance and IT Governance

Corporate governance can be viewed as dealing with “the ways in which suppliers of
finance assure themselves of getting a return on investment” (Schliefer & Vishny, 1997,
p 737). Businesses are now so dependent on information technology that IT governance
must be considered in tandem with corporate governance (van Grembergen et al, 2004).
Information Technology is able to influence the strategic opportunities available to the
business and provide critical input to the enterprise’s strategic plan. Through such a
mechanism, IT governance allows the entity to fully leverage its information thus acting

as a driver for enterprise governance.

The interdependence between enterprise or corporate-govemance and IT governance
ensures that neither should be considered in itself to be a pure discipline (van
Grembergen et al 2004). Several authors (Guldentops, 2003; ITGI, 2003; Peterson,
2003) have noted the requirement for IT governance to be included in the overall

corporate governance structure of an entity.
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Investors are willing to pay a premium for the shares of .well governed companies
(KPMG Belgium, 2005). While a definitive figure cannot be placed on such a premium
it is an acknowledged fact that good governance does make a difference to corporate

value.

2.2.2 What is Information Technology Governance?

“IT governance is a hot topic, though no one seems to be sure exactly what it is or how

to explain it” (Broadbent, 2003, pl).

If corporate governance is the way in which investors are assured of a return on
investment, then IT governance can be viewed in a similar manner. It can be viewed as
the mechanisms and processes the board, executive and IT management ensure that IT
strategy is formulated and implemented to ensure that both the business and IT
functions are aligned. (ITGI, 2001;van Grembergen, 2002; Standards Australia, 2005).

The Tasmanian Audit Office (TAO) recognises the importance of linking both
enterprise and IT governance in its decision to implement IT audits as a part of its

routine procedures.

2.2.3 IT Governance

There has been a global focus on corporate governance, because the high profile
corporate collapses of the early part of this decade. The collapse of Enron and
WorldCom in the United States led to the introduction of the Sarbanes Oxley Act in that
country, while in Australia both HIH and OneTel collapsed and Harris Scarfe required a
radical restructuring of its ownership and massive changes to its way of conducting
business. The statutory reaction in Australia was not as severe as that in the US where
the Sarbanes Oxley Act was drafted and enacted to require oversight of corporate
governance. The Australian approach was a series of best practice guidelines, which are

not mandatory.

In Australia the Corporations Act underwent revision and a series of corporate
governance standards were developed, (AS 8000 to AS 8004) dealing with corporate
governance in 2003 and AS8015 dealing with corporate governance of Information and

Communication Technology (ICT) in 2005. Further standards are being drafted to
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encompass ICT projects and ICT operations. Additionally the Australian Stock
Exchange formed the ASX Corporate Governance Council in 2002 with that body
subsequently releasing its Principles of Good Corporate Governance and Best Practice
Recommendations in March 2003. In his final report from the Royal Commissicn into
the HIH collapse Justice Neville Owen found failures in governance and oversight
structures at every level of the organisation along with failures in information
management systems, which effectively resulted in decision makers being denied
information. Justice Owen found that HIH was plagued with both management and IT
problems; this was in spite of the company declaring in its annual reports that it had a

corporate governance model (Owen, 2003).

Problems with corporate governance practices existed long before the corporate
collapses of the early 2000s; the corporate excesses of the 1980s and resulting corporate
collapses are probably the most recent. Peter Drucker (1989, p26) predicted the rise of
corporate governance saying “... the governance of business ... is likely to become an

issue throughout the developed world.”

The annual spending for the Australian IT industry was estimated to be $80 billion in
2002, worldwide at the same time the figure was estimated to be $3 trillion (Lateline,
2002). With Boards of Management becoming increasingly aware of their fiduciary
duties as highlighted by the corporate collapses mentioned previously, large capital
expenditures can no longer be delegated to the IT department with the vague hopes that

it will be utilised wisely and the company will benefit.

Some of the more important aspects of IT governance are the alignment of the goals of
both the information technology and business functions (IT strategic alignment), the
addition of value to a business through the use of IT (IT value delivery), the
management of the risk associated with the IT function (risk management) and the
measurement of performance against either industry benchmarks or projected targets

(performance measurement). These aspects are now briefly examined in turn.

2.2.3.1 IT Strategic Alignment

One of the important aspects of IT governance is that of the alignment of the goals of

both Information Technology and the business. IT strategic alignment is a complex and

-10-
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multifaceted process that can be considered to be the means by which IT value is
delivered (van Grembergen et al, 2004). One study (Burn & Szeto, 2000) indicated that
only 50% of business managers and 60% of IT managers considered such alignment to
be either successful or highly successful in their organisation. While total alignment
may never be achieved it can be considered a worthy ambition as there exists a real

concern about the value of IT investments (ITGI, 2003; Broadbent & Weill, 1998).

'Aligning the goals of both IT and the business can lead to improved value delivery in

the IT function as outlined in the following section.

2.2.3.2 IT Value Delivery

The addition of value to a business through the use of IT can be considered to be
directly related to the alignment of IT and business goals and the way in which IT meets
the expectations of the business (ITG1, 2003). The value derived from IT investments
will be perceived differently by differing levels of the organisation, from users through

to the various levels of management (Broadbent & Weill, 1998).

When creating business value, the organisation’s appetite for risk must be considered.

A brief outline of risk management is outlined in the next section.

2.2.3.3 Risk Management

In contrast to value delivery, where the focus is on creation of business value, risk
management can be considered to be focused on the preservation of business value (van
Grembergen et al, 2004). Risk management is driven by establishing accountability
within the organisation (ITGI 2003). Essential to the management of risk is a sound
understanding of the organisation’s appetite for risk and its exposure to it. This then
determines management’s options in the management of risk by such means as

mitigation, transfer and acceptance strategies (ITGI 2003).

When assessing organisational performance, the performance of the IT function can
affect the overall business performance due to the large investment in IT infrastructure
and operating costs in many organisations. The following section considers

performance measurement.

-11-
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2.2.3.4 Performance Measurement

Performance measurement is considered to be essential in the modern organisation.
One such measurement system is through the use of Balanced Scorecards through
which relationships and knowledge based assets are assessed, rather than the traditional
accounting measures. Guldentops (2003) considers that IT should have its own
scorecard and notes that a linkage between scorecards for both IT and the business as a
whole is a strong method of alignment. An alternate method is that of assessing an
organisation’s “maturity” against a set of standards such as those in the Capability
Maturity Model Integration (CMMI) or COBIT frameworks, both of which will be

considered in sections 3 and 4 respectively.

The next section examines the statutory requirements for IT governance.

2.3 Statutory Requirements

Statutory requirements for IT governance vary between nations, according to the
general approach to corporate governance. In Australia, the approach is more according
to the spirit of legislation, whereas in the United States of America the letter of the law

is applied.

2.3.1 Australia

There are no statutory requirements within Australia with regards to IT governance at
the time of writing. Australian Standard AS 8015 Corporate Governance of Information
and Communication Technology was released at the end of January 2005. However,
the standard does not contain any mandatory elements and remains simply a pointer to
best practice in the field. In terms of private organisations this means there is no
rcquifement to follow any form of IT governance practices. As noted earlier, investors
are willing to pay a premium for shares in well governed companies (KPMG Belgium,
2005) and this, along with a vague hope that companies will exercise good corporate

citizenship, carries the field of IT governance forward in the private sector in Australia.

2.3.2 United States of America

Probably the most notable statutory requirements for IT governance are those in place in

the United States of America. IT governance is covered by the Sarbanes Oxley Act

-12-
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which regulates corporate governance as a whole in that country. The act requires the
use of a framework within which corporate governance is administered. The framework
used is not specified and while many organisations have opted for the framework from
the Committee of Sponsoring Organisations of the Treadway Commission (COSQ), this
framework does not provide guidelines for the governance of information technology
and thus other frameworks are also being adopted. One such framework is the Control
Objectives for Inforrpation and Related Technologies (COBIT) focuses on the alignment

of both IT and business strategy and function.

2.3.3 IT Frameworks

The most commonly mentioned frameworks in the practitioner literature are the Control
Objectives for Information and Related Technologies (CoOBIT), the Information
Technology Infrastructure Library (ITIL), the integrated Capability Maturity Model
(CMMi), Six Sigma and the International Standards Organisation (ISO) Standards
number 17799 and 9000 (Spafford, 2003; Anthes, 2004; Violino, 2005). The different
frameworks have evolved to meet specific needs. ITIL was developed to implement
best practice in IT service management. CMMi was originally designed as an aid to
improving processes in software development. Six Sigma also focuses on process
improvement, but from a statistical point of view. ISO 17799 is a detailed security
standard establishing best practices, while ISO 9000 is one of three standards published
by ISO guiding quality management systems. COBIT will be considered in detail in
Section 2.4.

2.3.4 Summary

While IT governance is currently topical, it seems that it has many different meanings,
with differences particularly obvious between academic, practitioner and statutory
sources. It places the responsibility for the governance of IT squarely at the feet of the
board, rather than in the hands of the IT department, as has been the case in the past in
many organisations. It covers the drivers of strategic alignment and performance
measurement and the outcomes of value delivery and risk mitigation. While this

discussion of IT governance has focused predominantly on private companies, it could

-13-
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be argued that it applies equally to public sector organisations as there is a move within

some sectors to have greater accountability.

As indicated in Sections 2.3.2 and 2.3.2 above, COBIT is one of the frameworks within

which organisations are aligning their IT and business governance.

2.4 COBIT

2.4.1 Introduction

The Control Objectives for Information and Related Technologies (COBIT) framework
'wa.s developed in response to a perceived need for a framework for the internal control
of IT governance. It was built upon best practice and has been maintained and upgraded
to reflect the changes in such practices. The current version (version 3) is about to be
superseded by a new version. COBIT documentation has been published in a number of
. forms to meet the needs of different members of an organisation. A broad overview is
available in the form of the Executive Summary, while the more detailed Framework,
Control Objectives, Implementation Tool Set offer an in depth guide to the IT
practitioner suited to their level of need. The Management Guidelines are specifically
designed for the executive management of the organisation offering a means to monitor
organisational achievement against goals. All these documents are available for
download from the Internet at no charge. Additionally, a set of Audit Guidelines is
available. However, these are restricted to audit practitioner download only. Much of
the literature published about COBIT can be traced back to the two organisations that are
the custodians and distributors of the framework, the Information Systems Control and
Audit Association (ISACA) or the Information Technology Governance Institute (ITGI);

or to the people closely associated with these organisations.

2.4.2 The Framework

The conceptual framework of CobiT is complex. At the bottom of the framework are
activities and tasks that can be grouped into processes which in turn are grouped to form
domains. The official CobiT documentation represents it as depicted in Figure 2.1. The

domains within the conceptual framework are given labels with which management
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would be familiar: planning and organisation, acquisition and implementation, delivery

and support and monitoring.

. Activities/. |
‘ ‘-Tasks'" ! o

Figure 2.1 COBIT Conceptual framework (source ITGl, 2000a, p16)

The conceptual framework can be considered from three perspectives as depicted in
Figure 2.2. From the information criteria perspective the important aspects are those of
quality, fiduciary requirements (those of confidence or trust) and security. The
information technology resource perspective emphasises people, application systems,
technology, facilities and data. The third perspective is that of information technology

processes encompasses the activities, processes and domains approach.

W information Crtieria <
=arE

Figure 2.2: The COBIT cube {source: ITGl, 2000, p 16)
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The conceptual framework outlines the broader perspectives of COBIT. IT processes are

encapsulated by the control objectives.
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2.4.3 The Control Objectives
2.4.3.1 High Level Control Objectives

The COBIT Framework (ITGI, 2000a} document details the thirty four high level control
objectives within the four domains. The control objectives are defined in such a way as
to be non-specific to the technical platform, but also recognising that some specialised

technology environments will require different control objectives.

Each control objective is labelled as to its domain and assigned a number within that
- domain as well as a descriptive title (eg the first control objective in the Planning and
Organisation domain is referred to as PO1 Define a Strategic Information Technology
Plan). Control objectives are also related to the set of information criteria outlined in
the Framework section above, with the relationship being classed as either primary or
secondary. In addition, the control objectives are related to the IT resources (People,
Applications, Technology, Facilities and Data) specified in the COBIT cube. Figure 2.3

illustrates these relationships.

-16 -
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Figure 2.3: Relationship between control objectives and the three perspectives of the
COBIT cube {Source ITGI, 2000a, p 20)

Each objective is documented according to template illustrated in Figure 2.4.
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Figure 2.4:Template for presentation of high level control objectives (sourée: ITGI, 2000b
p 21)
Using the first control objective (PO1 Define a Strategic Information Technology Plan)

from the Planning and Organisation domain as an example, Figure 2.5 gives an

illustration of such documentation.

Cantrol over the IT process of
defining a strategic IT plan
that satisfies the business requirement

10 strike an optimum balance of inflormation technology opportunties
and |T business requirements as well as ensunng its further accomphshment

is enabled by

a strategic planning process undertaken al regular intervals giving rise
16 long-term plans, the long-term plans should periodically be
translated into operalional plans setting clear and concrete shod-lerm
goals
and takes into consideration -

« enterprise business stralegy

= definition of how I T supports the business objeclives

= inventory of technological solutions and current infrastruciure

+ monitoning the 1echnology markets

« timely feasibility studies and reality checks

« existing systems assegssments

« entetprise pasilion on nsk, time-ta-market, qualily

- need for senior management buy-in_ support and critical review

Figure 2.5: Example of COBIT control objective documentation (adapted from ITGl, 2000b)

Additionally each high level control objective is associated with at least three more

detailed control objectives.
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2.4.3.2 Detailed Control Objectives

While the section above details the thirty four high level control objectives, there exists
a further, more detailed set of control objectives associated with each of the IT
processes. Each high level control objective is related to between three and thirty
detailed control objectives, producing a total of three hundred and eighteen detailed

objectives.

The detailed control objectives are drawn from forty one primary sources of both
legislated and non legisiated international standards and regulations (see Appendix A).
The individual control objectives are statements of desired results or purposes to be
achieved through their implementation within an IT activity thus providing both policy
and best practice for IT control (ITGI, 2000b).

An illustration of a single detailed control objective from the high level control
objective PO1 - define a strategic Information Technology Plan is illustrated in Figure

2.6. This is only one of eight detailed control objectives for this high level objective.

Detailed Control Objectives

1 Define a Strategic Information Technology Plan

1.1 IT as Pan of the Oryanisation’s Long- and Shan-Ranye Plan
Control Qbjective

Semar management 1s responsible for develoging and snplementing lonqg- and short-range plans that
fulfil the argamsation’s mrssian and goals  In this respect, senior management should ensure that IT
issues as well ag opportunities are adequately assessed and reflected in the organtsation’s lgng- and
shon-range plans T long- and short-1ange plans should be developed 10 help ensure that the use
of IT 15 aligne d with the mission and business strategies of the orgamsaton,

Figure 2.6: Detailed Control Objective (adapted from ITGI, 2000b)

It can be seen from the above discussion that the CobiT framework is both long and
complex. In order to make the framework more accessible and understandable to

managers, a set of management guidelines are provided.

2.4.4 The Management Guidelines

Within COBIT there exists a series of measures by which management can measure the

performance of their organisation against the COBIT control objectives. Some of these
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measures are not integral to this research project and as such will not be covered in great
detail in this review. Specifically the measures that are not considered in this overview
are: Critical Success Factors (CSF), Key Goal Indicators (KGI) and Key Performance
Indicators (KPI).

2.4.4.1 Maturity Models

The maturity models are a means of scoring the organisation’s performance on a Likert-
type scale with six potential values ranginé from 0 (non-existent) to 5 (optimised).
Specific maturity models are available for each individual high level control objective
for the framework. These are derived from a generic model which is discussed in more

detail in Section 3.7.3.

In addition to the internal or self assessment tools provided by the Management

Guidelines, CobiT also produces a set of audit guidelines.

2.4.5 The Audit Guidelines

The final product in tﬁe CoBIT suite is a set of audit guidelines. These guidelines are
not as freely available as the remainder of the COBIT documentation as they are
restricted to audit professionals only. These guidelines provide the IT audit professional
with a framework within which to conduct audits. The guidelines outline the audit of

the IT process are depicted in Figure 2.7.

These guidelines are supplemented by a set of standards, procedures and additional
guidelines as well as a code of efhics and IS control professionals standards, the latter
forming the basts for the classification of such audit practitioners as a profession.
ISACA also run a certification program for audit professionals awarding those
successfully fulfilling the requirements a designation of Certified Information Systems

Auditor or CISA.
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Obtaining 3n undersianding of business requirements related risks, and relevant
control measures
Evaluating the appropriateness of stated controls.
Assessing compliance by tesling whether the stated controls are
working as prescribed, consistently and continuously.
Substantiating the risk of control objectives nol being met by

using analytical techniques and/or consulting allernative sources.

Figure 2.7: Auditing the IT process, adapted from ITGI, 2000

Having examined the various components of the COBIT framework and outlining some
of the alternative frameworks, the existing body of research that surrounds the COBIT

framework is discussed in the next section.

2.4.6 Prior Research on CoBIT

Much of the vast quantity of literature available about the COBIT framework has been.
produced by practitioners, for practitioners (Ridley et al, 2004). While this in itself is
not necessarily a problem it indicates a potential gap in the academic literature, but
Ridley et al (2004) suggest that such a widely adopted framework should be the subject
of more rigorous research and state there is “considerable potential for future work”
(p21). Liu & Ridley (2005) assert that the widespread international adoption of COBIT
in both the public and private sectors is illustrative of its acceptance and credibility.
Sallé (2004) goes even further suggesting that COBIT is becoming a de facto standard

for IT governance.

One intemaﬁonal study particularly of note in this research (Guldentops, et al, 2002)
examined the high level control objectives perceived by a panel of senior IT experts as
being most important, and then had organisations assess their performance against these
in the form of maturity scales. The high level control objectives identified by the expert
panel are detailed in Table 2.1 below. The same list of control objectives was used by
Liu & Ridley (2005) to examine the self-assessed maturity of Australian public sector
organisations. While the list has been examined in the broader Australian context, it
was drawn up for research published in 2002, given the pace of change in the IT sector,

such a list may well no longer be relevant.
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Table 2.1: CoBIT control objectives identified by Guldentops et al (2002)

CoBIT Control Objective

PO1 Define a Strategic Information Technology Plan

PO3 Determine Technological Direction

PO5 Manage the IT Investment

PO10 Mange Projects

Al1 identify Automated Solutions

Al2 Acquire and Maintain Application Software

Al5 Install and Accredit Systems

Al6 Manage Changes

DS1 Define and Manage Service Levels

DS4 Ensure Continuous Service

DS5 Ensure Systems Security

DS10 Manage Problems and Incidents

M1 Monitor the Processes l

2.4.7 Summary

While not being the only IT framework available, COBIT is certainly one of the most
comprehensive and widely used frameworks available to examine the IT governance of
an organisation. It has the added advantage of having a formal set of IT audit guidelines
and a certification course for auditors using the framework in the conduct of such audits.
Despite its use in many countries throughout the world, including Australia, there is a

lack of published scholarly research around the effectiveness of the CoBIT framework.

The broader field of information technology audit, with a specific focus on public sector

organisations will now be examined.

2.5 Information Technology Audit

2.5.1 Introduction

The corporate governance of Australian corporate entities is regulated by the

Corporations Act (2001). Auditing of financial statements is one way in which
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corporate governance is assessed. In the public sector financial audit is also used to
introduce accountability for public money. Given that there is a large capital investment
in IT infrastructure and an even larger operating expenditure associated with
information and communications technologies (ICT) in the Australian public sector (see

Section 2.5.2), the public also need assurance that this investment is sound.

The upcoming sections examine the audit of IT governance in the Australian public
sector both at a national level through the Australian National Audit Office and at a
state level through the Tasmanian Audit Office. The use of the COBIT framework in a

. self assessment project for European audit institutions will also be examined.

2.5.2 ANAO

The Australian National Audit Office is the independent audit authority of the
Australian Federal Government. It provides audit services to the Federal Parliament
and to Commonwealth public sector agencies and statutory bodies. The ANAO claim
some 300 government bodies as clients including agencies that deliver core services and
are dependent on the Federal Government for funding through the annual budget, and
also commercially oriented entities (ANAO, 2000). The ANAO allow approximately
400 hours per audit performed. This figure encompasses time spent auditing both
financial statements as well as Information Technology systems controls (C Buell,

personal communication, 17/03/2005).

The Australian Government spent an estimated 3.11 billion dollars on ICT operating
expenditure and an additional 1.10 billion dollars on ICT capital expenditure in 2002 —
2003. This was an increase of approximately 52% on the 1999 — 2000 figures (ANAO,
2005). With such massive expenditure it is essential that the public is assured that the
expenditure is both prudent and beneficial. In the year ending 30 June 2005 the ANAO
performed COBIT type audits on five entities: the Australian Taxation Office; Centrelink;
Department of Health and Ageing; Department of Veterans’ Affairs; and the Health
Insurance Commission (ANAQO, 2005), with a focus on financial management

information systems, specifically SAP.

The ANAO’s IT systems controls audit framework, shown in Figure 2.8, is derived in

part from the COBIT maturity model. The ANAO recognise that implementing COBIT
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in full raises issues of relevance, time and cost, and prefer to audit only those controls
critical to the business of the organisation being audited (ANAO, 2002). It is not clear

exactly how the ANAO derived their framework.

Ahgnme Theompet 1

e
g Mianegng ITem:mmnl_fa: iors

P L A 7

Figure 2.8: ANAO's CoBIT-based audit framework (Source ANAQ, 2004)

The General Controls Review audit program document for Operating the IT
Environment is one example of the way in which the ANAQO have based their audit
program around CobiT. This document lists ten unique control objectives (not based on
CoBIT) which have an associate 35 controls or control activities and 167 individual
program steps. The ANAO control objectives are related within the program matrix to

68 of the COBIT detailed control objectives.

The ANAO framework uses six potential levels of maturity, based on those from the
CoBIT framework. The ANAO specify a minimum baseline category at which it is
considered that suitable IT governance practices are in place, although there are certain
exceptions to the case (ANAO, 2004). It is important to note that as the only systems
assessed are those related to financial statement audits undertaken by the ANAO
(ANAO, 2004), potentially only a small proportion of the information systems within

the agencies are being assessed.
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2.5.3 Tasmanian Audit Office

The Tasmanian Audit Office (TAQO) is the independent authority charged with
upholding public integrity within Tasmania (TAO, 2004). Audits performed by the
TAO embrace three major areas, Financial Audit, Regularity Audit and Performance
Audit. The IT Audit section falls under the management of Financial Audit Services.
The TAO typically allows approximately between twcnty and sixty hours per audit, for
all aspects of audit. Usually the majority of the allotted time is required to perform the

financial audit requirements (C Buell, personal communication, 17/03/2005).

The IT audit section is headed by the most senior external IT auditor in the Tasmanian
public sector who holds bachelors degrees in Commerce and Information Systems (with
honours) as well as professional qualifications in accounting (CPA) and information
systems audit (CISA). She has five years experience in the role. IT audits are currently
undertaken according to an audit program devised by an external consultant. This
program focuses entirely on the IT function without considering the way in which it
integrates with the overall business of the organisation being audited. In addition to
conducting IT audits, the senior IT auditor is also expected to undertake financial audit

work.

Given the time constraints within which the TAO is forced to operate, it is impossible to
implement an audit framework the size of COBIT, particularly in its entirety. The TAO
is very keen to employ an abbreviated version of CobiT, particularly with the section of
its clientele that is categorised as either key or large clients. Such a designation for
clients is made according to the size of their “financials” (or budget) and their political
importance. Thus it is possible for an agency that operates on a small budget but is

considered to be politically important to be considered a key client by the TAO.

CoBIT’s monitoring domain is considered by the Tasmanian Audit Office (TAO) to be
one of the most important (C. Buell, personal communication, 21/9/2005) and figures
prominently in the results of the European Organisation of Supreme Audit Institutions
(EUROSAL 2005).
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2.5.4 EUROSAI Self Assessment Project

The European Organisation of Supreme Audit Institutions is the peak body comprising
45 “External Control Institutions” from the European continent. It is a regional group
of the International Organisation of Supreme Audit Institutions (INTOSAI) which
groups the Supreme Audit Institutions (SAIs) of 183 countries and acts as an advisory
body to the United Nations (EUROSALI, undated).

EUROSALI has an associated IT Wori(jng Group. This group has undertaken a project to
design a self-assessment tool for SAIs based on the COBIT framework. Individual self
assessments are carried out as workshops to determine the 10 to 15 key business
processes in achieving the goals of the SAI, the importance of IT support for such
processes, the quality of the present IT support and the maturity level of the IT
processes seen by the IT department to be the most important. Workshops are
undertaken with an independent moderator and vary in length from one to one and a
half days (EUROSAI IT Working Group, undated a). Up to February 14, 2005, 12 self
assessments were performed and the framework has been updated to a new version to

integrate these pilot assessments (EUROSAI IT working group, 2005).

The questionnaire structure used to elicit the perceived importance in the EUROSAI

project was the basis for the rating system used in the questionnaire in this research.

2.5.5 Summary

Information Technology Audit is a field still in its infancy through much of the
developed world. The COBIT framework is potentially of great benefit since it has a
focus on aligning the business and IT goals and processes of an organisation.
Additionally it can provide an entire framework for use or a base from which to derive
an abbreviated framework if constraints prevént the application of COBIT in its entirety.
The focus within COBIT on the alignment of is also seen as desirable by many

practitioners.

2.6 Summary

This chapter has examined the available literature in relation to Information Technology

Governance, COBIT and other IT frameworks and Information Technology Audit to
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provide a background from which to develop the research project. The next chapter will

address methodological considerations.

2.7 The Research Question

Which of the high level control objectives from the COBIT framework do Tasmanian
public sector organisations perceive to be the most important? How feasible is it to use

CoBIT to conduct IT audits in Tasmanian public sector organisations?
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Chapter 3 - Methodology

3.1 Introduction

This chapter deals with the following issues as they relate to the research project:
philosophical stance, ethics, research aims, research methods and, reliability and

validity.

3.2 Ethics

Prior to the commencement of the research it was necessary to obtain approval from the
Human Research Ethics Committee (Tasmania). The letter of approval from the
Human Research Ethics Committee (Tasmania) is located in Appendix B. Appendices
C and D are the Information Sheets for Phases One and Two respectively and Appendix

E contains the informed consent pro forma.

3.3 Research Aims

There are two major aims of this study.

3.3.1 Aim 1

Determine the control objectives from the COBIT framework that are perceived by
selected Tasmanian Audit Office clients to be the most important. This was done in
part to reduce the overall number of areas to be audited. The COBIT framework is 50
largé that it is impractical to conduct a single audit that covers all the areas it prescribes.
This aim also builds on work done in an international study by Guldentops et al, 2002
by examining the control objectives considered to be important in the context of the

Tasmanian public sector.

3.3.2 Aim 2

The second aim was, through using the list of IT processes collectively regarded by the
TAO clients to be the most important, to derive an abbreviated instrument from the
CoBIT framework. This instrument was subsequently to be trialled and evaluated on

key and large clients of the TAO. Maturity ratings will be assigned from a generic
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maturity model sourced from the COBIT framework. These maturity levels were then

compared with those obtained by Guldentops et al (2002) and Liu & Ridley (2005).

3.4 Research Philosophy

There are two elements to a research philosophy, ontology and epistemology.

3.4.1 Ontology

The Oxford English Dictionary online defines ontology as the “science or study of
being.” It is concerned with the way in which the researcher assumes the physical and
social world operates (Avison & Fitzgerald, 1995; p 420). The two most common
ontological stances used in Information Systems research are those of objectivism and

subjectivism.

3.4.1.1 Objectivism

Objective research ontology assumes that the empirical world (or reality) is independent
of the researcher (Orlikowski & Baroudi, 1991). The objective researcher assumes there
is only one reality, and that can be measured and described in an accurate manner. In
undertaking research under this stance the researcher places themselves outside of the

phenomenon being studied and claims to have no impact on that which is being studied.

3.4.1.2 Subjectivism

Subjectivism assumes that the world exists only through human experience (Orlikowski
& Baroudi, 1991). A subjective researcher interprets meaning in the interactions
between people. This stance acknowledges that there are many versions of reaﬂity that
are dependent on both people and context. The subjective researcher acknowledges that
their very presence in the field of research changes the reality being experienced and as

such will affect the outcome of the research itself,

Given that audit is a sub-field of accounting, a discipline that has its roots in the
“mathematical science of values” (Office, 1887, p 103) and as such does not lend itself
well to examination under a subjective stance, it was considered appropriate to conduct

this research under an objective ontology.
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Ontology and epistemology are closely linked. The selection of an objective ontology

then influences the selection of an epistemology.

3.4.2 Epistemology

Epistemology is defined in the online version of the Oxford English Dictionary as “the
theory or science of the method or grounds of knowledge.” It is concerned with the
nature of the relationship between the researcher and the world (Guba, 1990; p 18) or
the way in which the researcher knows things (Hirschheim, 1992; Trochim '1999).
There are three major epistemological stances adopted within Information Systems
research: positivism, interpretivism (Orlikowski & Baroudi, 1991) and critical social

science (Ridley & Keen 1998).

Epistemologically, positivism is founded in the empirical examination of theories,
usually requiring such theories to be either verified or falsified. Primarily, positivist
researchers use a deductive approach and seek to discover causal relationships that can.

be generalised (Orlikowski & Baroudi, 1991).

3.4.2.1 Audit and accounting

Chua (1986, p 606) indicates that research in “mainstream accounting” adopts a belief
in physical realism in which an objective reality exists independent of the researcher
and that reality has a limited or distinct nature that is essentially knowable. Realism,
according to Chua, is linked to the relationship between subject and object, in that the
object (world) is presumed independent of the subject (researcher) an.d that knowledge

is achieved when the researcher correctly reflects and “discovers™ the objective reality.

Accounting and auditing research utilises a view in which there is a world of
observation that is separate from the world of theory, and that the world of observation
~can be used to attest to the scientific validity of the world of theory, a view closely
aligned with positivism (Chua, 1986). There is a perception within the accounting
profession that numbers (quantitative measures) are more precise and “scientific” than
qualitative evidence and even among those who are aware that numbers may be
imprecise, the public debate is organised around the numbers, as it is perceived to be the

“proper arena for discussion” (Chua, 1986, p 617/18). While interpretivism remains
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unpopular as an epistemology in accounting, critical studies are becoming more popular
(Lodh & Gaffikin, 1997).

The choice of a positivist epistemology for this research project can only be supported
by the dominant use of positivist epistemology in the literature body for accounting,

particularly that of auditing.

3.4.3 Research Philosophy Used

The research philosophy of a study is the underlying belief system adopted by the

researcher in the course of the particular study at hand.

This study utilised an objective ontology, a positivist epistemology and quantitative
methods. This stance was adopted for a number of reasons. The majority of literature
and research currently available within the IT governance/audit field is practitioner
based, positivist in nature and utilises quantitative methods; in order to be well accepted
and relevant to those in the field, it is desirable use a similar philosophy. The
Tasmanian Audit Office (TAQO) has expressed an interest in utilising the framework
derived in the first phase of the study as a basis for IT audits in the public sector in
Tasmania; for reasons elaborated above fhe TAO practices under a predominantly
objective, positivist philosophy. The development and use of an instrument under the

same philosophy adds to the credibility of the findings.

The underlying research philosophy then largely dictates the research methods

employed.

3.5 Research Methods

This section will outline the methods applied by the researcher in the context of this
study. Cooper & Schindler (2003) indicated there are two major methods of gathering
primary data; the first is observation, the second communication. This study will utilise
both methods; communication (via survey) in Phase One and observation (via audit) in

Phase Two.
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3.5.1 Phase 1

This phase of the study consisted of the development and administration of a survey

instrument to the target participants.

3.5.1.1 Survey

Surveys are used to gather information from individuals using a formally designed list
of questions, commonly called a questionnaire. Ticehurst and Veal (2000) indicate it to
be arguably the most commonly used technique in management research and it is ideal
to provide quantified information. The use of a questionnaire provides transparency in
how the data has been collected and analysed; it provides thé potential for others to re-
analyse the same data, extend the research or provide an alternative interpretation.
Additionally surveys are useful in collating a diverse range of complex information.
Questionnaires are commonly applied to only a proportion (sainple) of the population to
be studied. The findings from a properly derived sample can be subsequently
generalised to the whoie population. This research surveyed the total population of 30
organisations and achieved a response rate of over 83%. Consequently, the findings are

considered to be representative of the entire population (Baruch, 1999).

3.5.1.2 Survey Scope

This survey encompassed fhc current key and large clients of the Tasmanian Audit
Office (TAO). The TAO assigns client status through a consideration of the size of the
organisation’s budget (its “financials”) and its perceived political importance. The
inclusion of political importance means that organisations that are physically small in

terms of numbers and required funding, may still be considered to be important.

3.5.1.3 Survey Instrument

Brief details about organisational type, participant’s role title and a ranking of
familiarity with both organisational and IT goals on a five point Likert-type scale were
sought. The main section of the survey instrument asked participants to rate the 34 high
level control objectives from the COBIT framework according to their importance to
their agency on a Likert-type scale. Permission to use the text of the COBIT Control

Objectives is located in Appendix F. This scale was derived from the European
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Organisation of Supreme Audit Institutions (EUROSAI) IT working group’s Self
Assessment project which uses a five point Likert-type scale with a sixth point offset to
the left of the main scale for indication that the respondent was not sure. The main scale
boxes were labelled from 1 to 5 and the sixth box labelled “N,” a key indicating the
exact rating for each box was located at the top of each page. The questionnaire was
distributed with a reference guide that contained the full text of each of the 34 high level
control objectives. A copy of the questionnaire is located in Appendix G and the

reference guide in Appendix H.

3.5.1.4 Pilot testing

A pilot test of the questionnaire was administered to managers in 5 organisations within
the Tasmanian public sector that were not designated by the TAO as either key or large.
These organisations were contacted through the TAQO, who forwarded the
questionnaires and reply paid envelopes (for return of the questibnnajres) on behalf of
the researcher. The questionnaires were directed to IT managers or senior business
managers with the primary responsibility for IT. The use of organisations outside of the
target population preserved that small population to be surveyed for the main survey.
Pilot surveys are an important aid in testing various aspects of the questionnaire
including wording, sequencing, layout and analysis techniques, as well as estimating

completion times (Ticehurst & Veal, 2000)

3.5.1.5 Questionnaire distribution

The Human Research Ethics Committee (Tasmania) requires that a third party may not
supply a list of potential subjects for research; rather the researcher may request the
third party to distribute questionnaires on their behalf. These organisations were
contacted through the TAO, who forwarded the questionnaires and reply paid envelopes
(for return of the questionnaires) on behalf of the researcher. The questionnaires were
again directed to IT managers or senior business managers with the primary

responsibility for IT.

3.5.1.6 Follow up

Questionnaires, due to their nature, often do not return particularly good response rates.

It was anticipated that the co-operation of the TAO would improve the response rate in
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this case. The TAO also followed up with the organisations on behalf of the researcher

to encourage non-respondents to participate.

3.5.1.7 Hypothesis Testing

In quantitative research it is usual to form hypotheses to postulate the relationships
between -varia_bles and subsequently test the validity of such relationships. Hypothesis
formation is generally grounded in the existing literature or on the basis of informal
observation. In this case there was not a significant body of research to draw on for
hypothesis formation. The audit phase of the study may be considered to be a series of
case studies in the effective application of the derived instrument, in which case the
development of hypotheses is not appropriate. Given the exploratory nature of Phase
One, the case-study nature of Phase Two and the dearth of existing academic literature

in which to ground hypothesis formation, hypothesis testing was not done.

3.5.2 Phase 2

The second phase of the study involved the derivation, from the ranked listing of control
objectives, obtained from the first phase of the study, of an abbreviated instrument from
the CoBIT framework and subsequent trial of the instrument with key and large clients
of the TAO.

3.5.2.1 Audit

Auditing is a process whereby the practitioner seeks evidences to confirm claims made
by an organisation. In the auditing of financial statements such claims are about the
financial status of the company. In IT audit using the COBIT framework,  the
organisation makes claims about the way in which both high level and detailed control
objectives are met. The auditor finds such evidence through the examination of

documents, and interviews with key personnel amongst other processes.

3.5.2.2 Maturity Levels

Maturity levels are assessed in much the same way as an audit, in that evidences are
sought to assess the level of compliance with the individual high level control objective.
The exact method is outlined in the COBIT Management Guidelines (ITGI, 2000c).

Levels are assessed from O (non existent) to 5 (optimised). A more detailed discussion
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of maturity levels can be found in Section 2.4.4.1. The process used to assign maturity
levels in the audit phase of this research varied from the self assessment usually

associated with the CoBIT model and is outlined in Section 3.7.3.

3.5.2.3 Scope

The high level control objectives from the COBIT framework are composed of a series
of detailed control objectives, with each high level control objective having links with
between three to thirty detailed control objectives (ITGI, 2000). The number and nature
of the control objectives perceived by the participating agencies as the most important
then dictated the size of the abbreviated instrument and consequently the time to
complete an audit using such an instrument. It was not possible to audit all agencies

that were involved in the first phase of the study as time was a constraining factor.

3.6 Reliability and Validity

Reliability and validity are two of the most important aspects underpinning any research.
In terms of this research there are two aspects of validity to be considered, that of the
overall validity of the research, and the validity of the survey. More importance: is
placed on the issues of reliability and validity in the first phase of the study as the use of
the control objectives in the second phase of the study is, in itself, an aid to ensuring

reliability.

3.6.1 Reliability

Reliability is generally concerned with repeatability of results (Ticehurst & Veal, 2000).
In order to be considered to be reliable it is necessary to obtain similar results if the
study were to be repeated at a different point in time, or with a different sample group.
Conducting a pilot survey (see Section 3.5.1.4 above) will aid in the assessment of
reliability in the case of this study. The results of the pilot study were considered to

reinforce the reliability of the survey instrument (Neuman, 2000).

3.6.2 Validity

Validity is mainly concerned with the accuracy of the means of measurement, and
whether the researcher is actually measuring that which they intended to measure
(Winter, 2000). |
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Data gathering by survey poses a unique set of threats to validity. It is possible that
respondents may have answered in a way in which they felt they should, rather than
indicating the situation as it really was. For example, an IT rr;anager may have drawn
his ratings of the control objectives from his agency’s written policies and procedures
rather than indicating the actual focus and emphasis placed by his department.
Ticehurst and Veal (2000) indicate that there is evidence that even facfual survey data
must be treated with caution. They indicate that the best forms of protection against
potential threats to questionnaire validity are careful attention to both the research

process and questionnaire design and the conduct of a pilot survey.

3.6.2.1 Validity of the study

Threats to validity fall into two main categories, internal and external.

Internal validity

Internal validity is concerned with the possibility that changes in the dependent variable
can be attributed solely to manipulation of the independent variable and not a different
variable. Studies with high internal validity meet this requirement. Studies with low

internal validity do not meet such a requirement (Ticehurst & Veal, 2000).

There are several threats to in the internal validity of a research project; these include
history, maturation, testing, instrumentation, selection, and experimental mortality.
History, maturation and mortality were not a threat in this instance as the duration of the
study was less than one month; additionally the involvement of the TAO also helped
limit the effects of experimental mortality. Testing was not seen as a threat to internal
validity as the pilot survey was administered to a different set of organisations than
those who participated in the main study. The use of a single researcher in the second
phase of the study addressed some instrumentation threats, which are generally due to
inconsistency or unreliability in measuring instruments or observation procedures. The
potential of selection issues to affect internal validity was covered by selecting the

entire population of key and large clients of the TAO to participate in the study.
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External validity

The degree to which the results of a study can be generalised to other settings and
situations is its external validity. Usually, in quantitative studies, the researcher is
seeking to be able to generalise their findings to other groups, other geographical
locations or at a later point in time (Ticehurst & Veal, 2000). However, in this study the
researcher is examining a discrete population, the key and large client base of the TAO,

and generalisability is not being sought.

Threats to external validity include the reactive effects of: testing, selection and
experiment setting. The reactive effects of testing are due to repeated exposure of
subjects to the content of the testing instrument. There was no repeated exposure to the
questionnaire, thus this was not considered to be an issue. The effects of selection are
concerned with the ability to generalise results drawn from a sample to an entire
population. In this study the entire population was surveyed, thus eliminating the effect
of selection on external -validity. It is difficult to control the reactive effects of
experiment setting. It was possible that participants in the survey responded in a way in
which they thought the researcher wanted them to, an action that would be hard to
replicate in the second phase of the study where documents and other audit evidence

either existed or did not.

While the questions of philosophy and research methods are important, the way in
which the data are to be analysed is equally important since incorrect analysis can affect

the research findings.

3.7 Analysis of Data
3.7.1 Phase 1

Data collected in Phase One of the study included a series of ratings on a Likert-type
scale and so was quantitative in nature. Before statistical testing began it was essential

to consider the issue of non-response bias.
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3.7.1.1 The issue of non-response bias

Non response bias is introduced to a survey when the responses of participants differ in
a consistent manner from those of non participants. This study had the assistance of the
TAQ and as such enjoyed a good response rate. It was considered that with a response
rate of 83% and only 8%, or two, of those being late responses it was not necessary to

consider non-response bias (Bergk et al, 2005).

3.7.1.2 Determination of a ranked list

The questionnaire was divided into two sections. The first section contained the
demographic data. This was .entered into a.Microsoft Excel spreadsheet. The
organisational type and position title information was summarised into percentages,
while the familiarity with business and IT goals information was processed to produce a
mean figure for both questions. The second section required the participants to rate the
importance of the 34 high level control objectives from the COBIT framework to their
organtsation on a Likert-type scale. The codes of the high level control objectives (eg
DSS5) were entered into a Microsoft Excel spreadsheet and the ratings were entered as
responses were received.” The ratings were summed to give a total for each high level
contro] objective; the data were then sorted in descending order on the basis of these
totals. Any control objectives with the same totals were subjected to a second sort on

control objective code into simple alphabetical order.

The totals were then subjected to statistical testing to determine points at which
significant differences existed. The results of the t-tests performed are found in
Appendix I. The repetitive use of a statistical test can lead to the introduction of an
increased level of error (University of New England School of Psychology, 2000). To

minimise the effect of this, a Bonferroni adjustment should be used.

3.7.2 Phase 2

Phase Two of this project was the development, trial and subsequent evaluation of the
abbreviated COBIT instrument in audits among key and large clients of the TAO. The
CoBIT Audit Guidelines contain a comprehensive listing of the audit measures required
to fully audit the IT control of an organisation. To conduct a comprehensive audit of all

the high level control objectives on the abbreviated list derived in Phase One using all
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the measures would take many days of interviews and investigations, so it was
necessary to select only those considered to be the most essential and applicable. The
abbreviated list contained three tiers of control objectives, with the first tier containing
only DS5 Ensure Systems Security. Given that one control objective was insufficient
for the audit program and seventeen was too many, two tiers of control objectives were

used, numbering seven high level control objectives in all.

3.7.2.1 Justification of Choice of Audit Measures

The listing of possible audit measures for the trial instrument, comprising seven control

objectives, was at least 180 individual measures. The list of possible audit measures for
| each control objective was drawn from three sources. The first source was the General
Controls Review (ANAO, 2004), a document from the ANAO listing all the audit
measures to be investigated while auditing operations in the IT environment (the audit
program). The second source document was a TAO document provided by the Senior
EDP auditor. The third source was the COBIT Audit Guidelines (ITGI, 2000}, which

were used when there were insufficient measures obtained from the first two sources.

The use of the three sources provided a comprehensive listing of audit measures for
most high level control objectives. Given that the aim of the Phase Two was to trial the
abbreviated instrument in as many organisations as possible, while still providing
meaningful results, it was decided to limit the number of audit measures to a number
that could be reasonably examined in an interview of approximately two hours duration.
The three sources provided more audit measures than could be audited in such an
interview, and so it was necessary to eliminate some measures in order to obtain a
suitably sized listing. This was done in two ways: by looking for points of similarity
that would indicate a measure should be included in the final listing, and secondly by
applying exclusion criteria. The means of inclusion and exclusion are described in

Sections 3.7.2.1.1t0 3.7.2.1.2 below.

3.7.2.1.1 Inclusions by agreement between sources
The list for each control objective was examined for points of agreement between items

appearing in the listings of both the ANAQO and the TAO, where there were measures

available from both sources. Agreement between the two audit offices was considered
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- to be confirmation of the importance of a measure and on this basis the measures were
. included. An example of inclusion by agreement was the inclusion of the use, granting,
modification, removal, control and review of remote access in the measures relating to

DS5 Ensure Systems security, which appeared in both sources.

The inclusion of measures on the basis of agreement between audit offices did not
include sufficient measures in the final listings to enable a realistic audit opinion to be
formed. A meaningful audit opinion requires more than a cursory investigation of a
limited number of audit measures, thus additional measures were required to be added
to the final framework. Considering each high level control objective in tum, the
measures remaining on the comprehensive listing were examined and subjected to
scrutiny against five criteria: the designation of mandatory or in scope for measures
from the ANAO document, the need to look outside the organisation, reference to
organisation type which would not be found within the population, the potential that it
covered an area which would not be found, and the nature of the measure (i.e. its

specificity).

3.7.2.1.2 Exclusion by designation of originating organisation
Some measures listed within the ANAO document were designated by that office as

either mandatory or in scope. Measures with this designation were included in the
comprehensive listing but subjected to the remaining criteria for exclusion from the
final listing. It was considered that if the ANAO considered measures to be either
optional (i.e. not mandatory) or out of scope, they were not relevant in the context of
this research. An example of exclusion on such grounds is the control activity 8.2 of the
ANAQO document specified as “Management has implemented procedures to ensure that
all data is classified and ownership has been assigned,” which was derived from CoBIT
detailed control objective DS5.8 Data Classification. All five points in this control
activity were omitted from the comprehensive listing as ANAO designate the overall

category to be either neither mandatory or in scope.

3.7.2.1.3 Exclusion through necessity to look outside the organisation
Measures which required the researcher to look outside of the organisation were

excluded simply on the basis of the time required to examine external data. For

example, one of the audit measures from the ANAO in reference to PO8 Ensure
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Compliance with External Requirements was: “Data being transmitted across
international borders does not violate export laws.” In order to adequately audit on such
a measure, the researcher would have to ascertain if data were transmitted across
international borders and then determine the pertinent laws in both Australia (as the
source country) and the destination country. This could potentially be a time
consuming process if the language of the destination country were anything other than

English. Furthermore the task would depend upon specific circumstances.

3.7.2.1.4 Exclusion through non-applicability
The use of documents from the ANAO and the COBIT Audit Guidelines saw the

inclusion in the comprehensive listings of measures relating specifically to either
Commonwealth or private organisations. Since neither type of organisation would be
encountered in the audits, such measures were specifically excluded from the
abbreviated list. For example, the ANAO measures include “Identify who is
responsible for PSM (Protective Security Manual) compliance.” The PSM is unique to:
Commonwealth organisations and thus to include such a measure in audits of |

Tasmanian public sector organisations is unnecessary.

3.7.2.1.5 Exclusion through potential inappropriateness
Some measures from the ANAO document indicated they may not be relevant in all

situations by stating specific action should be done “... where appropriate.” Since it is
likely that these measures will not be relevant across all organisations to be audited,
they were omitted from the final listing for the sake of brevity and the time taken to
complete an audit. For example, in the comprehensive listing for DS5 Ensure Systems
Security is the measure “Where appropriate perform security configuration review i.e.
RACF, Win, Unix.” The wording of this measure implies that it will not be necessary

in all situations, and thus it was decided to omit such a measure from the final listing.

3.7.2.1.6 Exclusion through non-specificity
Some measures on the comprehensive listing were broad in nature. This may indicate

some relevance across a number of detailed control objectives; however, broad non-
. specific measures that were unable to be related to detailed control objectives were
omitted as including such measures may lead to an incomplete or inaccurate audit

opinion being formed. An example of a measure excluded on this basis is the measure
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“Consideration has been given to optimising current and future IT investments” from
the comprehensive list for PO1 Define a Strategic Information Technology Plan which

could not be related specifically to any of the 8 detailed control objectives.

3.7.2.1.7 Validation of selected measures
In order to validate the researcher’s selected measures the selected audit measures were

then forwarded to a senior public sector external IT auditor for their comment and input.
In line with the feedback, minor revisions were made. The full listing of audit measures

included in the trial instrument can be found in Appendix J.

3.7.2.2 Audit

In undertaking the audit procedure the researcher conducted highly structured
interviews, assessing performance against a series of processes and requirements, as

~ well as examining documentation such as policies and written procedures.

The organisations were approached by the TAO to participate in the audit phase as the:
ethical considerations prevented the researcher from obtaining a list of potential
participants from that agency and approaching organisations directly. The TAO
selected these organisations within two constraints (1) to examine the more complex IT
infrastructures and (2) to complete as many audits as possible in a limitéd time frame.
As some of the organisations from Phase One did not have complex IT infrastructures,
the Senior EDP Auditor considered audit to be unnecessary. Other organisations were
located in regional or rural centres which would have required considerable time spent

in travelling.

3.7.2.3 Documentation

In Australia, an auditing standard (AUS 208 Documentation) issued by the Australian
Accounting Research Foundation (AARF) requires the auditor in the audit process to
- document matters that are “important in providing evidence to support the audit
-opinion” (AUS 208.02, AARF, 2002). This documentation is known as the audit
workiﬂg papers. Working papers are defined in by the Australian Accounting Research
Foundation in Auditing and Assurance Standard AUS208 as any material “prepared by

and for, or obtained and retained by the auditor in connection with the performance of

A3
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the audit.” It is specifically noted that the papers “may be in the form of data stored on

paper, film, electronic media or other media.”

In order to facilitate the collection of information in the audit interviews a working
paper template was drawn up for each control objective listing the audit measures
selected in the process outlined in Section 3.7.2.1. A copy of the template is located in

Appendix J.

3.7.3 Processing

The handwritten notes from the audit working papers were summarised by taking the
key concepts and directly relevant evidences and presenting them in tabular form
(Appendix K). The data were then assessed against the Generic Maturity Model
(Figure 3.1) from the CoBIT Management Guidelines (ITGI, 2000), secking key aspects
of each level (see discussion below) in the evidences obtained through the audit

procedure.

Each audit measure was assigned a “maturity level” to indicate the level to which the
measure was met. This “maturity level” was not directly related to the compliance with
- the individual audit measures. It was used purely as a tool to enable a quantitative
comparison of audit outcomes for individual measures between different organisations.
An additional benefit to the assigning of “maturity levels” was that it facilitated a

comparison with previous studies.

Any audit measure that the organisation indicated as not relevant to their circumstances
or not met was assigned level O (Non-Existent). Measures addressed indirectly, such as
policy that was incorporated in an ad hoc manner in other organisational documentation,
or issues dealt with on a case by case basis was assigned level 1 (Initial). Measures
which were dealt with under informal or undocumented policies were assigned level 2
(Repeatable) while measures that were addressed by documented policies and
formalised training were assigned level 3 (Defined). In the course of the audit
interviews many managers indicated that a particular measure was met by their
organisation with a simple yes or no response, which in some cases was entirely
appropriate. For example, a password policy either specifies restrictions on length or it

does not.
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Generic Maturity Model

0 Non-Existent. Camplete lack of any recognisable processes. The organisztion has not even recognised that there is an
issue to be addressed.

1'Initial There is evidence that the orpanisation has recognised that the issnes exist and need to be addressed. There zre
however no sandardised processes but mstead there are 3d hoc zpproaches that tend to be applied on an indrndual or
case by case basis. The overall approach 1o management is disarganised ’

2 Repeatable Processes have developed to the stage where similar procedures are foflowed by different people mndertaking
the same task There 15 no formal rammg or comnmmeation of stendard procedures and respongbihity 1 left to the
individual There is a high degree of reliance on the knowledge of mdividuals and therefore emmors are likely.

3 Defined. Procedures have been standandised and documented, and commumnicated through raining, It is however lefi to
the mdividual o follow these processes, and it 15 unlikely that déviations will be detscted. The procedures themselves are
oot sophisticated but are the formalisation of extsting practices.  ~

4 Managed. I is possible to monitor and measure compliance with procedures and to take action where processes appear
not to be working effectively. Processes are under constant improvement and provide pood practice. Amtomation and mols
are used in 2 kmited or fragmented way.

S Optimised. Processes have been refined w 2 level of best practice, based an the results of contimuous improvement and
maturity modelling with other orgamisations. IT 15 used in an integrated way to automate the workflow, providmg toolks to
improve quality and effectiveness, making the entesprise quick to adapt.

Figure 3.1: Generic Maturity Model. Sourced from CoBIT Management Guidelines
(ISACA, 2000)

It is entirely appropriate that an auditor use the work of specialists or experts in the
formation of an audit opinion. It is covered in auditing standards such as AUS 806
(paragraphs 21 and 22) and AUS 808 (paragraphs 23 to 26). While AUS 808 indicates
that the expert should be objective and independent (AUS 808.26) the subjective nature
of the “experts’; used in these audits is acknowledged and a degree of scepticism is
indicated by the assigning maturity level 3 (Defined) rather than a higher level which
may be more appropriate. If a clarification was sought the maturity level was assigned

on the basis of the clarification supplied.

Measures assigned as level 4 (Managed) were those that had formal documentation
and/or training, subject to continuous monitoring and improvement, and may have
involved a limited amount of automation. Examples of this are the use of a VESDA
system to monitor a server room for smoke, or the use of automated alerts on systems
logs. Level 5 (Optimised) was assigned in few cases; the Generic Maturity Model
indicates that it should be assigned in cases where the organisation has adopted industry
best practice. Level 5 (Optimised) was assigned in measures within DS12 Manage
Facilities where certain audit measures were either met 0;' not met, for example the
building being locked outside of business hours (or in the case of one organisation,

continuously manned). Outside of this level 5 (Optimised) was assigned if the
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organisation met the requirements of level 4 (Managed) for a particular audit measure

and also included elements of automated workflow.

3.8 Evaluation of Use of Instrument

The use of the instrument will be evaluated in a number of ways.

3.8.1 Duration of audit interview

The duration of the audit interview will be a key evaluation point for the derived audit
instrument. If too many audit measures are included the interview will be lengthy and
may result in audits not being fully completed. It was anticipated in this study that the
audit interviews would be approximately two to three hours in duration. This allows
enough time to gather vital information, without intruding excessively on the time of the

participating IT manager.

3.8.2 Independent evaluation

Subjeéting the derived audit instrument to independent validation by the most senior
external public sector IT auditor will also assist in evaluation of the instrument. The
audit professional who validates the instrument is also the one who organised the audit
interviews. The TAO would not allow a researcher with in invalid or faulty audit

instrument access to their clients.

3.8.3 Linkage of IT process to business goals

The audit instrument currently used for IT audit in the Tasmanian public sector is based
around low level IT processes. The instrument was not derived to be able to examine
linkages between key IT processes and the business goals of the organisation. A
properly derived instrument from the COBIT framework will allow such linkages, where

they exist, to be examined.

3.8.4 Relevance of instrument

The instrument derived through the method outlined in this chapter will be highly

relevant to the organisations being aundited as they will have had the opportunity to
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participate in rating the control objectives. These ratings will then determine the
composition of the derived instrument, making it current and relevant.

3.8.5 Benchmarking

As part of the process in which the instrument is derived, audit measures from other
public sector audit organisations are considered for inclusion. This is a form of

benchmarking with best practice options able to be included.

3.9 Summary

This chapter has covered issues of ethics, research aims, research philosophy, research

methods, reliability, validity and analysis as they apply to the research project.
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Chapter 4 - Results-and Analysis

4.1 Introduction

This chapter examines the results for both phases of the study. Within each phase of the
study the results are presented, interpreted and analysed in sequence. The aggregated
structure has been designed to make it easer for the reader to follow the study through

both phases to its logical conclusion.

4.2 Phase 1 Survey of Tasmanian Audit Office Clients

4.2.1 Response Rate

From the original thirty questionnaires originally mailed out by the TAQ, twenty three
were returned by mail. Two reépondents requested electronic copies of the
Aquestionnajrc, which were returned by e-mail. This gives a response rate of 83.3%.
. The response rate for top managers or representatives of organisations is usually 36%,
and for mid- level managers about 60% (Baruch, 1999). Baruch (1999) also suggests
response rates more than one standard deviation (13% in the first instance and 20% in
the second) from these levels should be explained. The high response rate in this case
may be attributable to the facilitating role of the TAO, the documents for the survey
were distributed by the TAO and the advance notice of the distribution was done by
TAQO staff members. Therefore the study was seen by participants as credible and

relevant.

4.2.2 Representativeness of the Data

Generally with survey research a questionnaire is distributed among a proportion of a
population (a sample). To be able to claim the results of such a survey are
representative of the entire population it is sometimes necessary to test for any potential
difference between respondents and non-respondents. This presents a problem for the
researcher as there are no data available from non-respondents. In such a case it is usual
to divide the responses received into two categories, early and late respondents.
Representativeness is then tested on multiple perspectives using a statistical test such as

the Chi-square. Response rates over 70% are considered to be “very good” (Babbie,
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1990). Since this survey was distributed to the entire population of TAO clients
designated as either key or large, and the response rate was over 80%, it was considered
unnecessary to test the responses for whether they were representative of the whole

population.

4.2.2.1 Organisational type

The results for the type of organisation in which the respondents worked are presented
in Table 4.1. Only one respondent selected “Other” for their organisational type and
specified GBE. This was interpreted as “Government Business Enterprise” and
incorporated in the “Government Owned Business/Public Trading Enterprise” category. .
No respondents reported working for a Government Agency. From a total of 25
respondents, 44%, or 11 respondents, reported they worked for a Government Owned
Business or Public Trading Enterprise, 24%, or 6 respondents, worked for a
Government Department, 20%, or 5 respondents, for a Local Government Body and

only 12%, or 3 respondents worked for a Statutory Body.

Table 4.1: Type of organisation in which respondents are employed

Organisational Type ’ . Freq | %

Government Department 6 |24%
Government Owned Company/Public Trading Enterprise 11 (44%
Statutory Body 3 [ 12%
Local Government Body 5 |20%

It should be noted that although no respondents specified their organisations to be
government agencies, this term has a specific meaning that is enshrined in legislation.
All government departments and certain other organisations laid out in the relevant

legislation are considered to be agencies.

4.2.2.2 Respondent’s Position

The results for the position title for the respondents are presented in Table 4.2. Three
respondents specified “Other” for their position type, two of which were Finance
Managers and one Director Corporate Support. These positions were included in the

table while the positions of CEQ and IT/IS Director were omitted as no respondents
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claimed such titles. From the 25 responses received, 76%, or 19 respondents, specified
IT/IS Manager, 8%, or 2 respondents each specified Chief Information Officer (CIO)
and Finance Manager, while 4%, or one respondent each specified Business Manager

and Director Corporate Support.

Table 4.2: Position titles of respondents

Respondent's Position Freq | %

CIO 2 8%
IT/IS Manager 19 | 76%
Business Manager 1 4%
Finance Manager 2 8%
Director Corporate Support 1 4%

4.2.2.3 Familiarity with IT Processes

The results for the ratings of familiarity with IT processés are presented in Table 4.3.
Of the 25 responses received, 76%, or 19 respohdcnts, claimed to be “Very familiar”
with the IT processes of their organisation, 16%, or 4 respondents, claimed to be
“Familiar” with IT processes while 8%, or 2 respondents, claimed to be “Very
Unfamiliar” with the IT processes of their respective organisations. The claim by two
respondents to being very unfamiliar with the IT processes of their organisations was
unexpected, particularly as both respondents in question occupied positions of IT/IS
Manager. Any attempt to justify such a response would be mere speculation. However

it is possible that both respondents were new to both their position and organisation.

Table 4.3: Familiarity with IT processes

IT Processes Freg| %

Very unfamiliar 2 8%
Familiar 4 |16%
Very familiar 19 | 76%
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4.2.2.4 Familiarity with Business Objectives

The results for the respondents’ rating of their familiarity with the business objectives of
their organisations are presented in Table 4.4. From the 25 responses, 52%, or 13
respondents, rated themselves as very familiar with the business objectives, 36%, or 9
respondents, claimed to be familiar, 8%, or 2 respondents, considered themselves to be
very unfamiliar and 4%, or a single respondent, rated themself as neither familiar nor
unfamiliar with the business objectives of their organisation. Again these ratings were
surprising in that two respondents claimed to be very unfamiliar with their
organisations’ business objectives. Interestingly it was the same two respondents who
claimed unfamiliarity with the IT processes of the organisations, lending credence to the

possibility that they were new to both their role and their organisation.

Table 4 4: Familiarity with business objectives

Business Objectivess | F reé | %
Very unfamiliar 2 8%
Neither familiar nor unfamiliar 1 4%
Familiar 9 |36% |
Very familiar 13 |52%

4.2.2.5 Summary of Demographic Data

The demographic data derived from the first section of the questionnaire comprised
organisational type, respondent’s position, familiarity with IT processes and familiarity
with the business goals of the organisation. This provides a context for the data
obtained from the second section of the questionnaire, the rating of the high level CoBIT

" control objectives.

4.2.3 Control Objective Rating Results

The second section of the questionnaire asked participants to rate the importance of the
34 high level control objectives from the COBIT framework to their organisation on a
Likert-type scale. The ratings were collated as responses were received, producing a

ranked list that is presented in Table 4.5.
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Beginning at the highest ranked control objective, the means were analysed using the
paired sample Student’s t-test to find significant differences in the means. While it
would be usual to implement a Bonferroni adjustment to counter the effects of repeated
be too rigorous so a sensitivity level (o) of 0.05 was used. The first significant
difference in the list was found between list items 1 (DS5) and 2 (DS4), (@ df 24, t

0.0154, p<0.05). This was not a feasible point at which to form the abbreviated list as a
single item cannot be considered to be a list. Given that one of the stated aims of this

statistical testing, when testing was performed with o
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research was to develop and trial an abbreviated instrument for IT audit, a single item is
particularly inappropriate as a single aspect is not an adequate test of IT control within
an organisation. Any further t-tests performed against the rating for item 1 (DS5) would
also be significant, thus testing recommenced against item 2 (DS4). The next point of
significance was between items 2 (DS4) and 8 (POS) (@ df 24, t = 2.009, p < 0.05),
indicating a second tier from item 2 (DS4) to item 7 (PO8). Testing again
recommenced against list item 8 (POS) arriving at a further significant difference (@ df
24, t =2 p < 0.05) at list item 18 (Al4), indicating that list item 17 (PO4) was the last
member of the third tier. The fourth tier was determined by t-tests against list item 18
(Al4), with the last item (@ df 24, t = 4.239, p < 0.05) of the tier being list item 32
(DS6). The bottom two list items were determined to be statistically different (@ df 24,
t = 1.984, p < 0.05) thus they formed the fifth (M4) and sixth (M3) tiers.

As there were several points at which an abbreviated list could be formed, it was
decided to consult previous studies to determine an appropriate list size. The
international study by Guldentops et al (2002) used a list of 15 control objectives, while
the study by Liu & Ridley (2005) used the same list. The EUROSAI IT working group
recommended forming a list of 10 to 15 control objectives (EUROSALI, undated). These
sources suggested the creation of an abbreviated list using the first three tiers of contro]

objectives giving a size of 17 control objectives.

4.2.4 Comparison with previous studies

The seventeen control objectives included in the abbreviated list was ideal for a
comparison with the list of 15 control objectives used by both Guldentops et al (2002)
and Liu & Ridley (2005) as well as the control objectives identified by the EUROSAI
project identified as being either “most important” (8 control objectives) or “also

important” (8 control objectives). These lists are presented in Table 4.6 below.
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Table 4.6: Comparison of control objectives identified as being important (source
Guldentops et af 2002, Liu & Ridley, 2005, EUROSAI, 2005)

Guldentops ‘
Current Study & - EUROSAI

S TROL 7

........ ~ é.lé .}ﬁ-.v'm iﬁvw‘&ﬁ-ﬁ’:

-'_‘(;.;_;;_:..-.-.;_;AH_.,;.;_—.'-_H-_----«_«;-_-' PO3
By 2l L PO3 Ml

PO4 M1 PO2

PO6 PO10 PO10

POS All All

DS8 DS1 Al4

DS9 DS7
l DS12

4.2.4.1 Explanation of Table

There are eight control objectives common to all three sources of data comprising:
PO1 Define a Strategic Information Technology Plan,
POY Assess Risks,
AI2 Acquire and Maintain Application Software,
AlI6 Manage Changes, DS4 Ensure Continuous Service,
DS5 Ensure Systems Sécurity,
DS 10 Manage Problems and Incidents; and
DS11 Manage Data.

These are in the top eight positions in Table 4.6 and are bounded with a solid line. The

two control objectives common to both the current research and to the list used by
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'Guldentops et al (2002) and Liu & Ridley (2005) were POS Manage the IT Investment
and AIS Install and Accredit Systems. These control objectives are shown in Table 4.6
bounded by a dashed line. An additional control objective (AI3 Acquire and Maintain
Technology Infrastructure) was common to both the current research and EUROSAI
(2005) lists. This is shown in Table 4.6 as bounded by a dotted line.

4.2.4.2 Discussion

To have 11 of 17 control objectives common to at least one other list indicates that the
perception of the most important IT controls is not dependent on local conditions. The
control objectives uniquely identified by the current research were PO4 Define the
Information Technology Organisation and Relationships, PO6 Communicate
Management Aims and Direction, PO8 Ensure Compliance with External Requirements,
DS8 Assist and Advise Customers, DS9 Manage the Configuration and DS12 Manage
Facilities. Since the list of 17 control objectives compiled in this study is longer than
both other lists, Guldentops et al (2002) / Liu & Ridley (2003) listed fifteen control
objectives while the combined EUROSALI (2005) lists contained 16 control objectives, it
was inevitable that unique control objectives would be identified. However, the
uniquely identified control objectives originate from only two COBIT domains,
indicatirig that IT professionals within the Tasmanian public sector are actively
concerned with the planning and organising as well as the delivery and support domains.
There was no focus on mdnitoring identified in the Tasmanian data, while both other
sources identified one control objective from the monitoring domain, M1 Monitor the
Processes, was not positioned within the ébbreviated list of 17 IT control processes, nor

indeed near the top of the next tier.

4.2.5 Associated detailed control objectives

The seventeen high level control objectives in the final instrument had a list of 180
associated detailed control objectives. To adequately audit such a list would make the
audit highly labour intensive in both fieldwork and documentation. For the sake of
brevity it was decided to audit only the top two tiers of high level control objectives, a
total of seven in all. Furthermore, it was seen as appropriate to trial the audit of IT

control processes that were common to the most important identified by Guldentops et
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al (2002), Liu & Ridley (2005) and EUROSAI (2005). Audit measures were selected
for these seven high-level control objectives as described in 3.7.2.1.1 to 3.7.2.1.6.

4.2.5.1 Validation of selected measures

In order to validate the researcher’s selected measures the selected audit measures were
then forwarded to the senior professional external IT auditor in the Tasmanian public
sector for their comment and input. In line with her suggestions, minor revisions were
made. The full listing of audit measures included in the trial instrument can be found at

Appendix K.

Once the audit measures were finalised, the trial audits were organised and conducted as °

outlined in Section 4.3.

4.3 Phase 2 Audit of Selected Public Sector
Organisations

A total of nine organisations accepted the invitation to be a part of the audit phase of the
research. Of these, four were agencies as defined in the State Service Act 2000, two
were government business enterprises, two were statutory bodies and one was a local
government body. Only one of these organisations had not participated in Phase One of
the study. That particular organisation did, however, participate in the pilot study and
was included in Phase Two on the recommendation of the Senior EDP auditor from the
TAQ, as it had an IT infrastructure of an appropriate size. It should be noted that four
organisations that participated in the audit phase are designated as government agencies
according to 'legislation. In tables throughout section 4.3 these organisations will be
marked with an asterisk (*). Each category of organisational type that participated in
the survey, also participated in the audit phase.

The audits took the form of an interview with a senior manager or person in charge of
information technology within each organisation. These interviews, conducted onsite at
the premises of the organisations, ranged in duration from approximately 40 minutes for
the smallest organisation, to 100 minutes for the organisation with the most complex IT
_ infrastructure. In the course of the interview the participating manager provided

evidence of the way in which the organisation addressed the individual audit measures.
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The working papers were subjected to the analysis outlined in Section 3.7.3 and the

collated results can be seen for each control objective in Sections 4.3.1 to 4.3.7.

4.3.1 DS5 Ensure Systems Security

The most highly ranked control objective, DS5 Ensure Systems Security, is concerned
with the business goal of “safeguarding information against unauthorised use, disclosure
or modification, d:amage or loss” (ITGI, 2000, p70) and is enabled by “logical access
|c0ntrols which ensure that access to the systems, data and programmes is restricted to

authorised users” (ITGI, 2000, p70).

4.3.1.1 Assigned Maturity Ratings for DS5 Ensure Systems Security

Table 4.7 displays the maturity levels assigned to each audit measure on the basis of
compliance with the control objective DS5 Ensure Systems Security for each
participating organisation, the corresponding means for individual measures and

organisations as well as a mean for the overall control objective.

Table 4.7: Maturities assigned for DS5 Ensure Systems Security

Organisation (* denotes agency status)
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Maturity ratings assigned to measures within this control objective varied from a low of
0 (non-existent) to 4 (managed). No organisations were assessed as attaining 5

(optimised) for any of the audit measures. The minimum and maximum means for both
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organisations and audit measures along with their respective organisation and measure
numbers (bracketed) are shown in Table 4.8. The overall mean assigned maturity level
for DS5 Ensure Systems Security was 3.21 across all audit measures and organisations.
Tables showing the frequencies of maturity ratings for organisations and for individual

audit measures are located in Appendix L.

Table 4.8: Minimum and Maximum Means for DS5 Ensure Systems Security

Lowest mean | Highest mean
Organisation 2.08(3) 3.92(2)
Measure 1.78 (11) 4.00 (12)

4.3.1.2 lhterpretation of Hesuh‘é for DS5 Ensure Systems Security

These results were surprising given that DS5 Ensure Systems Security was
overwhelmingly rated as the most important to the organisations participating in the
Phase One of this study. For organisational means to range between a level designated
as repeatable (level 2) and defined (level 3) was unexpected for a range of processes
considered to be so important. It must be noted that while individual aspects of the
control objective were assessed as being managed (level 4) but the overall means were

lower than was anticipated.

The highest mean maturity rating for an audit measure across all the organisations was’
for measure 12, which relates to the existence and communication of policies around the
use of Internet, e-mail and file sharing. The lowest mean maturity rating for an audit
measure across all the organisations was for measure 11, which relates to the revision of

audit trails of access and activity on a daily or weekly basis.

The low means for some individual audit measures may indicate that there is an overall
deficiency in the way that some aspects of this control objective were being addressed
within these organisations. Six organisations were assigned maturity levels or either
non-cxiétenf (0) or initial (1) for the way in which they addressed the audit measure (11)
of daily or weekly reviews of audit trails of access or activity. This audit measure
would seem to be critical to the underlying principles of this control objective, as

outlined in the introductory remarks for this control objective (see 4.3.1 above).
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4.3.1.3 Further Discussion

The Tasmanian Government, through the Information Security Charter 2003, requires
all public sector organisations designated as “Agencies” (see Section 4.2.2.1) by
legislation to have in place an Information Security policy. This requirement is
relatively recent, and many agencies are still in the process of implementing it. A 2004
internal government document, “Information Security Project — Implementation by
agencies progress report,” indicated that not all agencies had security policies in place at
the time of publication (August 2004). However, all organisations audited that were
required by the Charter to have an information security policy in place, were found to
have done so by the time of the audits. Of the other organisations, two had security
policies in place, one had various elements of a security policy incorporated in other
policy documents, one is currently developing a security policy and one did not have a

security policy and had no plans to develop such a policy.

The organtsations designated as agencies (those required by the Charter to have security
policies) had higher organisational mean maturities (ranging from 3.50 to 3.92) than all
the other organisations (ranging from (2.08 to 3.33) for DS5 Ensure Systems Security.
These means are significantly different (p = 0.00097, at o = 0.05). This may indicate
that the process of developing a security policy encouraged the organisation to examine
~ procedures and processes that affect the security of information. The organisations that
had security policies in place, although not having a formal requirement under the
charter, also had higher organisational mean maturities than those that did not have one,
regardless of whether the organisation was currently developing such a policy. These
results appear to support the argument that the development of a security policy was

beneficial for individual organisations’ systems security.

The approaches to the audit measure (12) assessing the need to formally indicate the
user’s acceptance of policies around Internet and e-mail usage, varied from formal sign
off to no requirement to indicate acceptance, although this did not affect the maturity
level assigned since all organisations had such policies and communicated them. It was
ind-icated by several participants that formal sign off on such policies is not used, on
legal advice. Many organisations close to government, predominantly the agencies, are

balancing the demands of one department for such formal acceptance to be used, with
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the advice of another that acceptance, either in the form of a signature on a policy or a
button on a screen that appears while the system is loading (a splash screen), is not

enforceable within the legal system.

DS5 Ensure Systems Security was found to have the highest self assessed maturity
levels of all the most high level control objective on the lists of Guldentops ef al (2002)
and Liu & Ridley (2005), it was also included in the “most important™ list frbm the
EUROSALI Self Assessment project. This is indicative of the importance attributed to

DS5 Ensure Systems Security from state through to international levels.

4.3.2 DS4 Ensure Continuous Service

The Control Objective XS4, Ensure Continuous S¢rvicc, is concerned with the business
goal of “making sure IT services are available as required and ensuring a minimum
business impact in the event of a major disruption” (ITGI, 2000, p68). DS4 Ensure
Continuous Service is enabled by “having an operational and tested IT continuity plan
which is in line with the overall business continuity plan and its related business

requirements” (ITGI, 2000, p68).

' 4.3.2.1 Assigned Maturity Ratings for DS4 Ensure Continuous Service

Table 4.9 displays the maturity levels assigned to each audit measure on the basis of
compliance with the control objective DS4 Ensure Continuous Service for each
participating organisation, the corresponding means for individual measures and

organisations as well as a mean for the overall control objective.

Table 4.9: Maturities assigned for DS4 Ensure Continuous Service

Organisation {* denotes agency status)

Measure ¥ 2% 3 4 5% 6 7 8 9 Mean
1 3 3 3 4 4 4 4 4 0 322

2 4 4 5 4 4 4 4 4 3 4.00

3 4 4 3 3 3 4 4 3 3 3.44

4 3 3 4 4 2 4 4 3 2 3.22

5 4 4 3 4 4 4 4 4 4 3.89

6 4 4 4 4 4 4 4 4 4 4.00

7 3 3 3 3 3 3 3 3 3 3.00
Mean | 3.57 |3.57 1357|371 (343386386357 |271| 354
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Maturity ratings assigned to measures within DS4 Ensure Continuous Service ranged
from O (non-existent) to 5 (optimised) with the majority either 3 (defined), or more
commonly, 4 (managed). Tables showing the frequencies of maturity ratings for both
organisations and for individual audit measures are located in Appendix L. The
minimum and maximum means for both organisations and audit measures along with
their respective organisation and measure numbers (bracketed) are shown in Table 4.10.
The overall mean assigned maturity rating was 3.54 across all organisations and‘all

andit measures.

Table 4.10: Minimum and Maximum Means for DS4 Ensure Continuous Service

L . Lowest mean ‘Highest mean
Orga__misation 2.71(9) 3.86(6&7)

Measure 3.00 (7) 4.00(2 & 6)

4.3.2.2 Discussion of Results for DS4 Ensure Continuous Service

The lowest mean assigned maturity ratings for the individual audit measures was 3.00,
for the audit measure (7) relating to the matching of media at offsite locations to
appropriate media management systems. The highest mean assigned maturity rating
assigned was 4.00, for the audit measure (2) relating to publication policy with
particular regard to publishing to the Internet and also for that relating to fypes of
backups, their performance according to a schedule and the storage of backups in

appropriate locations (measure 6).

Within the thirteen detailed control objectives associated with DS4 Ensure Continuous
Service are six that specifically refer to a continuity plan within their titles. Therefore,
DS4 Ensure Continuous Service places an emphasis on such a plan existing. Only one
organisation had no business continuity plan and no disaster recovery plan. Since there
were no plans in place, a maturity level of 0 (non-existent) was assigned. However, it
was indicated that there was an imminent meeting at which formation of these plans
was to be considered. Should the outcome of that meeting be the formation of such
plans, the assigned maturity level wouid rise. One organisation considered its long and
short range plans to be business continuity and disaster recovery plans,. a situation that

might be considered to be less than ideal.
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Many organisations indicated that the organisation’s Internet publication policy was not
the responsibility of the Information Technology department. However most managers
were able to indicate that the relevant policies were in place and the organisation had

strict controls over such publication.

DS4 Ensure Continuous Service was also found on the lists of Guldentops et al (2002),
Liu & Ridley (2005) and the EUROSAI project (2005). This indicates that the
provision of continuous support is considered to be' an important factor at a state,

national and internaticnal level.

4.3.3 PO1 Define a Strategic Information Technology Plan

The Control Objective POl Define a Strategic Information Technology Plan is
concerned with the business goal of “striking an optimum balance of information
technology opportunities and IT business requirements as well as ensuring its further
accomplishment” (ITGI, 2000, p24). PO1 Define a Strategic Information Technology
Plan is enabled by “a strategic planning process undertaken at regular intervals giving
rise to long-term plans; the long-term plans should periodically be translated into

operational plans setting-‘clear and concrete short-term goals” (ITGI, 2000, p24).

4.3.3.1 Assigned Maturity Ratings for PO1 Define a Strategic Information
Technology Plan

Table 4.11 displays the maturity levels assigned to each audit measure on the basis of
compliance with the control objective PO1 Define a Strategic Information Technology
Plan for each participating organisation, the corresponding means for individual

measures and organisations as well as a mean for the overall control objective.
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Table 4.11: Maturities assigned for PO1 Define a Strategic Information Technology Plan

Organisation (* denotes agency status)

Measure 1* 2* 3 4 5%+ 6 7* 8 9 Mean
1 3 3 3 3 3 3 3 3 0 2.67
2 1 3 2 3 3 2 2 2 2 222
3 3 2 3 3 3 3 3 3 2 2.78
4 3 2 3 3 3 3 3 3 1 2.67
5 3 2 3 4 3 3 3 3 3 3.00
6 3 3 3 3 3 3 2 3 3 2.89
7 3 3 2 3 3 3 3 3 3 2.89
8 3 3 3 3 3 3 3 3 3 3.00

Mean |2.75{2.63]2.75(3.13|3.00(2.88|2.75|2.88(2.13] 2.76

The maturity ratings assigned to the audit measures within PO1 Define a Strategic
Information Technology Plan ranged from 0 (non-existent) to 4 (managed) assigned to a
single organisation for one audit measure, with the vast majority (58 occurrences or
79.45%) of ratings being 3 (defined). There were no ratings of 5 (optimised) assigned
within this control objective. Tables showing the frequencies of maturity ratings for
both organisations and audit measures are located in Appendix L and the data are

displayed graphically in Figures 4.1 and 4.2.
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Figure 4.1: Frequency of Assigned Maturity Ratings by Audit Measure for PO1 Define a
. Strategic Information Technology Plan
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Figure 4.2 Frequency of Assigned Maturity Ratings by Organisation for PO1 Define a
Strategic Information Technology Plan

The mean assigned maturity level across all audit measures and all organisations was
2.76. The minimum and maximum mean assigned maturity levels with their
corresponding organisations and audit measure numbers.(bracketed) are shown in Table
4.12.

Table 4.12: Minimum and Maximum Mean Assigned Maturity Levels for POl Define a
Strategic Information Technology Plan

_ | Lowest mean | Highest mean
Organisation 2.13 (9) 3.13(4)
Measure : 2.22 (2) 3005&8)

4.3.3.2 Discussion of Results for PO1 Define a Strategic Information
Technology Plan

The lowest mean maturity level for audit measures calculated across all organisations
was 2.22 for the inclusion of relevant IT initiatives in the IT long and short range plans
(measure 2). The highest mean maturity level was 3.00 for measures 5, consistency of
the IT long and short range plans with the long and short range plans of the
organisation, and 8, the existence of tasks to implement.the IT long and short range
plans. The greatest fluctuation among assigned maturity ratings in individual audit

measures was in measure 1, relating to the existence of minutes from an IT planning or
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steering committee. This can be directly attributed to the fact that one organisation did
not have an IT planning or steering committee and was consequently assigned a rating

of 0 (noh-existent).

The greatest fluctuation of assigned maturity levels within an organisation was again in
organisation 9 with a range from a single occurrence of level 0 (non-existent) for
measure 1 to four occurrences of 3. This can be seen in Figure 4.2, where there are four
bars on the chart relating to Organisation 9. The most consistent organisation in terms
of assigned maturity ratings for PO1 Define a Strategic Information Technology Plan,
was Organisation 5, which was assigned 3 (defined) for all measures, this can be seen
by the single bar relating to Organisation 5 on the chart at Figure 4.2. Across all
organisations and all audit measures, the mean assigned maturity rating was 2.76, which
is lower than the overall means for both DS5 Ensure Systems Security and DS4 Ensure
Continuous Support. This may indicate a focus on the more practical objectives to the

detriment of management based objectives such as planning.

As mentioned in Section 4.3.3.2 one organisation did not have an IT planning or
steering committee. This organisation was consistently assigned lower maturity ratings
with the lowest mean assigned maturify for both DS4 Ensure Continuous Support and
PO1 Define a Strategic Information Technology Plan, while having the second lowest
mean assigned maturity level for DS5 Ensure Systems Security. This result may be duq
to the organisational type, as the organisation in question being a local government

body, the only one to be audited in this study.

Information obtained during the audit indicated that linkage of both long and short
range IT plans to the long and short range plans of the business was approached in
different ways across the organisations. In one organisation the IT plans were an
integral part of the business plans. A second organisation used an overarching
departmental initiative to dictate the broad direction of the IT plans, which was

perceived by the manager who participated in the audit as being helpful.

PO1 Define a Strategic Information Technology Plan was also included in the lists of
Guldentops et al (2002), Liu & Ridley (2005) and the EUROSAI project (2005), where

it was nominated in the “most important” category.
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4.3.4 DS11 Manage Data

The Control Objective D11 Manage Data is concerned with the business goal of
“ensuring that data remains complete, accurate and valid during its input, update and
storage” (ITGI, 2000, p82). It is enabled by “an effective combination of application
and general controls over the IT operations™ (ITGI, 2000, p82).

4.3.4.1 Assigned Maturity Ratings

Table 4.13 displays the maturity levels assigned to each audit measure on the basis of
compliance with the control objective DS11 Manage Data for each participating
organisation, the corresponding means for individual measures and organisations’ as

well as a mean for the overall control objective.

Table 4.13: Maturities assigned for DS11 Manage Data

Organisation (* denotes agency status) _

Measure 1* 2* 3 4 5%+ 6 T 8§ 9  Mean
1 41 1 3 3 0 3 3 1 3 233
2 4 4 3 3 0 3 3 3 1 2.67
3 1 1 1 3 3 1 1 3 3 1.89
4 1 1 1 3 0 3 3 3 0 1.67
5 1 1 3 3 0 3 3 3 0 1.89
6 1 3 3 4 3 3 3 3 3 2.89
7 4 3 0 0 1 0 2 2 0 1.33
8 1 1 1 1 1 2 1 1 0 1.00

9 3 0 3 4 0 4 3 3 0 2.22
10 4 4 4 4 4 4 4 4 4 4.00
11 3 3 3 3 3 3 3 3 3 3.00
12 3 3 3 3 3 1 0 0 3 2.1
13 4 4 3 3 3 3 3 3 0 2.89
14 4 4 3 4. 4 3 3 3 3 3.44
15 3 0 1 3 0 3 0 3 3 1.78
16 1 3 3 3 1 2 4 3 3 2.56
17 3 0 1 4 0 3 0 3 3 1.89
18 1 4 3 3 0 3 1 3 3 2.33

Mean |256[222(233|3.00} 144261 (222|261 194 233

The maturity ratings assigned for the control objective DS11 Manage Data ranged from
0 (non-existent) to 4 (managed). No organisation was assigned a maturity rating of 5

(optimised) assigned within DS11 Manage Data. The minimum and maximum mean
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assigned maturity levels are presented with their associated Organisation and Audit

Measure numbers (bracketed) in Table 4.14.

Table 4.14: Minimum and Maximum Mean Assigned Maturity Levels for DS11 Manage

Data
_ Lowest mean Highest mean
Organisation 1.44 (5) 3.00 (4)
Measure 1.00 (8) 4.00(10)

4.3.4.2 Interpretation of Results

The mean assigned maturity ratings within the individual audit measures range from
1.00 for Audit Measure 8, mitigating procedures to address the risk of misaddressing
messages, particularly by fax and e-mail, to 4.00 for Measure 10, the training provided
to operations staff with regard to backup, archiving and restore procedures. This is the
largest variation seen in the top 4 control objectives of the trial instrument and indicates
a wide variation in the way in which the management of data is approached within the.

organisations participating in the audit trial.

For individual organisations the mean assigned maturity ratings ranged from 1.44 to .
3.00 (see also Table 4.13). The mean assigned maturity rating for two organisations
was less than 2 (repeatable). Eight of the nine organisations had assigned maturity
ratings ranging between Q (non-existent) and 4 (managed). The remaining organisation
. had assigned maturity ratings ranging between 1 (initial) and 4 (managed). The overall
mean assigned matuﬁty rating for DS11 Manage Data was 2.38, which was the equal

lowest of all the control objectives in the audit along with AI6 Manage Changes.

Many of the audit measures for the Manage Data control objective were considered by
IT managers to be not applicable in their organisations. The wide variation among
assigned maturity ratings within DS11 Manage Data may indicate an inconsistent
approach to the management of data within individual organisations. This conclusion is
supported by the indication from the managers that many of the audit measures were

addressed on a case by case basis by individual systems administrators or business units.

The integrity, confidentiality and non-repudiation of sensitive messages transmitted

over public networks such as the Internet was managed poorly by many organisations as
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evidenced by the assignment of maturity ratings of either O (non-existent) or 1 (initial)
in over half the organisations audited. One manager believed sending sensitive
messages was not done within their organisation, while another provided advice not to
do it. The risk of misaddressing messages by letter, fax or e-mail was indicated by many
as almost impossible to mitigate. Most organisations addressed the problem for e-mail
by use of a global address book and the government directory where possible, but in

most cases the responsibility was left to individual users.

DS11 Manage Data is not found in the lists of Guldentops et al (2002) and Liu & Ridley
(2005). It is listed among the “also considered to be important” control objectives from
the EUROSAI self assessment project (2005). With the equal lowest mean assigned
maturity level across both organisations and audit measures, there is a great deal of
scope for the improvement in the way that the requirements of DS11 Manage Data are

addressed within the Tasmanian public sector.

4.3.5 DS12 Manage Facilities

The Control Objective DS12 Manage Facilities is concerned with the business goal of
“providing a suitable physical surrounding which protects the IT equipment and people
against man-made and natural hazards” (ITGI, 2000, p84). It is enabled by “fhe
installation of suitable environmental and physical controls which are regularly

reviewed for their proper functioning” (ITGI, 2000, p84).

4.3.5.1 Assigned Maturity Ratings for DS12 Manage Facilities

Table 4.15 displays the maturity levels assigned to each audit measure on the basis of
compliance with the control objective DS12 Manage Facilities for each participating
organisation, the corresponding means for individual measures and organisations as

well as a mean for the overall control objective.
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Table 4.15: Maturities assigned for DS12 Manage Facilities

Organisation(* denotes agency status)

Measure 1* 2% 3 4 5% 6 7* 8 9  Mean
1 5 5 5 5 5 5 5 5 5 5.00
2 5 5 5 5 5 5 5 5 5 5.00
3 5 3 1 5 5 5 5 5 5 4.33
4 4 4 4 4 4 4 4 4 4 4.00
5 5 5 4 4 5 1 1 4 4 3.67
6 4 4 3 3 3 3 3 3 3 3.22
7 5 5 3 3 3 4 4 4 3 3.78
8 4 3 3 3 3 3 3 3 3 311
9 4 2 2 0 0 0 0 0 0 0.89
10 3 3 0 3 3 1 0 3 1 1.89
11 3 3 3 4 3 0 4 3 1 2.67
12 3 4 4 4 4 3 4 4 4 3.78
13 4 4 4 3 4 3 3 3 3 3.44
14 3 4 3 4 3 4 4 4 4 3.67
15 4 3 2 2 3 3 4 3 3 3.00
16 4 4 4 4 4 4 4 4 4 4.00
17 3 3 3 3 3 3 3 3 3 3.00
18 4 5 3 3 3 3 3 3 3 333
19 4 0 4 301 3 3 3 3 2.67

20 4 1 3 3 4 3 4 3 4 322
Mean | 4.00|3.50(3.15|340(340|3.00|3.30|345(3.25| 3.38

The assigned maturity ratings for DS12 Manage Facilities range from 0 (non-existent)
to 5 (optimised). The consistent assigning of a single maturity level for five audit

measures can be seen in Figure 4.3.
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Figure 4.3: Frequency of Assigned Maturity Ratings by Audit Measure for DS12 Manage
Facilities

The range of maturity levels assigned across the audit measures within each
organisation can be seen graphically in Figure 4.4. The presence of bars for all six
possible maturity levels for two organisations indicates a potentially inconsistent

approach to the management of facilities.

Frequency

1 2 3 4 5 6 7 8 9

Organisation Number

Figure 4.4: Frequency of Assigned Maturity Levels by Organisation for DS12 Manage
Facilities
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The mean assigned maturity level across the whole control objective DS12 Manage
Facilities was 3.38. Table 4.16 displays the minimum and maximum mean assigned

maturity levels for both organisations and audit measures.

Tabfe 4.16: Minimum and Maximum Mean Assigned Maturity Levels for DS12 Manage

Facilities
Lowest mean Highest mean
Organisation 3.00 (6) 4.00(1)
‘Measure - 0.89 (9} 50001 &2)

4.3.5.2 Discussion of Results for DS12 Manage Facilities

There was less variation in the méan assigned maturity ratings across the organisations
with the lowest being 3 and the highest 4. Only one organisation was not assigned
maturity level 0 (non-existent), with the remaining organisations all being assigned
maturity ratings from 0 (non-existent) to 5 (optimised) for audit measures within DS12
Manage Facilities. It is important to note that of the eight organisations assigned a level

0 (non existent), only two were assigned such a rating for more than one audit measure.

Most organisations had well developed policies and procedures around the management
of their physical premises. All facilities were locked over night, with the exception of
one, which was manned at all times. In most cases access to the IT dcpaﬁmcnt was
through both reception and secﬁrity where it was necessary to sign in to the
organisation’s premises, with the security aspect being provided either by security
personnel or through the use of programmable devices such as such as proxy cards or
small plastic coated capsule like devices, commonly called dongles. The programmable
devices are used in most cases to access the premises after hours. In all but one case the
reception logs were not examined by the IT department to review departmental visitors.
Only one organisation required visitors to the computer facilities to sign in, but in all
cases access to the server room was restricted to those who were accompanied by an
authorised member of staff or those who had been issued with appropriate access
privileges. All the server rooms were located on floors above ground level and flooring
varied widely. One organisation had both raised flooring and anti-static matting, four

organisations had server rooms with no special considerations made, and others had
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rubber matting on ordinary flooring. One IT manager indicated that they considered
Uninterruptible Power Supply (UPS) to be unnecessary and used it only on critical
machines, justifying this stance by declaring that modern machines cope far better with

loss of power than previously.

DS12 Manage Facilities was one of the six control objectives unique to the Tasmanian
listing of 17 control objectives. Using the mean assigned maturity level as a metric, the
processes around DS12 Manage Facilities were at a consistently higher standard, since
the mean assigned maturity level across both organisations and audit measures was the

highest for this control objective.

4.3.6 Al6 Manage Changes

The Control Objective Al6 Manage Changes is concerned with the business goal of
“minimising the likelihood of disruption, unauthorised alterations and errors” (ITGI,
2000, p58). It is enabled by “a management system which provides for the analysis,
implementation and follow-up of all changes requested and made to the existing IT
infrastructure” (ITGI, 2000, p70).

4.3.6.1 Assigned Maturity Ratings

Table 4.17 displays the méturity levels assigned to each audit measure on the basis of
compliance with the control objective Al6 Manage Changes for each participating
organisation, the corresponding means for individual measures and organisations as

well as a mean for the overall control objective.

Table 4.17: Maturities assigned for Al6 Manage Changes

Organisation (* denotes agency status)
Measure 1* 2% 3 4 5% 6 7% 8 9 Mean |
1 3 3 1 3 3 4 4 3 2 2.89
2 3 3 1 3 3 4 4 3 2 2.89
3 1 4 0 2 0 2 1 2 0 1.33
4 3 410 3 1 3 4 3 1 2.44
5 4 0 0 3 3 3 4 3 3 2.56
6 3 0 0 3 1 3 1 3 3 1.89
Mean 12831233033 |283|1.83|3.17|3.00(283|183| 233

Assigned maturity levels for AI6 Manage Changes varied from O (non-existent) to 4

(managed). No organisation was assigned a maturity rating of 5 (optimised) for any of
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the audit measures in this control objective. The most commonly assigned maturity
level was 3 (defined) with 24 occurrences (54%). Tables showing the frequencies of
assigned maturity ratings for organisations and for individual audit measures are located

in Appendix L.

The overall mean assigned maturity level for AI6 Manage Changes was 2.33, which
was the equal lowest mean assigned maturity level for all control objectives with DS11
Manage Data. The minimum and maximum mean assigned maturity levels for both
organisations and audit measures along with the respective organisation and measure

numbers (bracketed) are shown in Table 4.18.

Table 4.18: Maximum and Minimum Mean Assigned Maturity Levels for Al6 Manage

Changes
| Lowest mean | Highest mean
Organisation 0.33(3) 3.17(6)

‘Measure .| 133(3) 2.89 (1)

4.3.6.2 Discussion of Results for Al6 Manage Changes

Within individual andit measures the mean assigned maturity levels varied from 1.33
for measure 3, the adequacy of IT libraries and existence of base line code levels, to
2.89 for measures 1 and 2, both based around the documentation of change. There were
no audit measures for which organisations were assigned ratings of a consistent level
indicating a much more inconsistent approach across all the organisations to the

processes around the management of change.

There was much more variation of mean assigned maturity ratings across the individual
organisations. These ranged from a low of 0.33 to a high of 3.17. Three organisations
were assigned maturity ratings across all audit measures that varied by only one level
indicating a consistent approach to these processes. One of these organisations failed to
gain a maturity rating higher than 1 (initial) for any audit measure, indicating an

immature organisational approach to the management of change.

One manager considered that most of the change management audit measures were not

applicable to their organisation as no coding takes place within the organisation, as
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many of the audit measures examined for AI6 Manage Changes were based around
making changes to program code. The éame manager had previously indicated that the
organisation was looking to appoint a programmer. When such an appointment is made
and internal development and change processes begin it is essential that the organisation
re-consider its position in respect of such audit measures. Several organisations
indicated that code was kept by individual vendors or contractors and thus could not
comment on the adequacy of such code libraries. Most managers considered users to be

aware of and understand the need for formal change control procedures at some level.

Al6 Manage Changes was one of the eight control objectives found on the lists of
Guldentops et al {2002) and Liu & Ridley (2005) while the EUROSAI project (2005)
included it in the listing of control objectives considered to be the “most important.” In
this research it was shown to be managed in an inconsistent and under-developed

manner within the Tasmanian public sector.

4.3.7 PO8 Compliance with External Requirements

The Control Objective PO8 Compliance with External Requirements is concerned with
the business goal of “meeting legal, regulatory and contractual obligations” (ITGI, 2000,
p38). It is enabled by “identifying and analysing external requirements for their IT
impact, and taking appropriate measures to comply with them” (ITGI, 2000, p38).

4.3.7.1 Assigned Maturity Ratings

Table 4.19 displays the maturity levels assigned to cach audit measure on the basis of
compliance with the control objective PO8 Compliance with External Requirements for
each participating organisation, the corresponding means for individual measures and

organisations as well as a mean for the overall control objective.
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Table 4.19: Maturities assigned for PO8 Compliance with External Requirements

Organisation (* denotes agency status)

Measure 1% 2% 3 4 5* 6 T* 8 9 Mean
1 2 3 3 3 3 4 4 3 0 {278

2 4 4 4 4 4 4 4 4 4 |4.00

3 3 3 2 3 3 3 3 3 3 |2.89

4 4 3 0 3 3 4 3 0 3 |256

5 3 0 0 3 1 0 3 0 3 |14

6 3 0 0 0 0 4 3 0 0 |11
Mean 317 | 217 | 150 | 267 | 233 | 3.17 | 3.33 | 1.67 | 2.17 | 2.46

Assigned maturity ratings for PO8 Compliance with External Requirements varied from
0 (non-existent) to 4 (managed). No organisation was assigned a maturity rating of 5
(optimised) for any of the audit measures. The most commonly assigned maturity

rating was 3 (defined) with 18 occurrences (50%).

4.3.7.2 Preliminary Discussion of Results for PO8 Compliance with
External Requirements

Across individual audit measures the mean assigned maturity levels ranged from 1.11
for measure 6, compliance of EDI processes with policies, procedures and contracts, to
4.00 for measure 2, reviews of safety and health and any necessary corrective actions.
Organisational approaches to occupational health and safety saw a maturity rating of 4
(managed) assigned across all organisations indicating a consistent approach to this
external requirement.  Audit measure 3, compliance with documented privacy and
security policies and procedures, was also approached in a consistent manner across all
organisations with a variation of only one level in maturity, as all organisations were

assigned either level 2 (repeatable) or level 3 (defined).

4.3.7.3 Elimination of audit measures

With 10 responses (from a possible 18) of not applicable and thus assigned a maturity
level of O (non existent) audit measures five and six were considered by many of the
managers to be irrelevant. Four organisations considered the question of insurance to
be irrelevant, with one manager indicating the government chooses to be self-insured in
most cases. Only four organisations indicated that organisational polictes and insurance
contracts were aligned with a fifth indicating that not much insurance was held in

respect of IT. Six of the nine organisations did not have Electronic Document
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Interchange (EDI) processes. One organisation had implemented a system to retrieve
data from remote worksites and distribute this among various clients and contractors.
This system was the nearest to an EDI described to the researcher. In view of the fact
that the majority of organisations did not have insurance contracts in place or specific

EDI processes there are grounds for eliminating these audit measures from the results.

4.3.7.4 Revised Assigned Maturity Ratings

The revised mean matuf‘ity levels, after removing audit measures 5 and 6, for PO8
Ensure Compliance with External Requirements are presented in Table 4.20. This table
varies from Table 4.19 in that the mean assigned maturity ratings for individual
organisations are consistently higher due to the elimination of maturity ratings of 0 in
ten out of eighteen instances. The mean assigned maturity level for the entire control

objective is also higher for the same reason.

Table 4.20: Revised Maturities for PO8 Ensure Compliance with External Requirements

Organisation (* denotes agency status)
Measure 1* 2% 3 4 5 6 7* 8 9  Mean
1 | 2 3 3 3 3 4 4 3 0 2.78
2 4 4 4 4 4 4 | 400
3 3 2 3 3 3 3 3 | 289
4 0 3 3 4 0 3 2,56
Mean | 3.25 (325|225 |3.25| 325375350 2502501 3.06

4.3.7.5 Interpretation of Revised Results for PO8 Ensure Compliance with
External Requirements

The assigned maturity ratings have not changed in their range, still varying from a low
of 0 (non-existent) to a high of 4 (managed) with no rating of 5 (optimised) being
assigned. The elimination of audit measures 5, insurance contracts, and 6, EDI
processes, did not affect the mean assigned maturity levels of the remaining four audit

measures.

The mean assigned maturity level for PO8 Ensure Compliance with External
Requirements has been revised upward to 3.06. The maximum and minimum means for
both audit measures and organisations along with the respective organisation and audit

measufe numbers (bracketed) are shown in Table 4.21,
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Table 4.21: Maximum and Minimum Mean Assigned Maturity Levels for PO8 Ensure
Compliance with External Requirements

Lowest mean | Highest mean
Organisation 2.25(3) 3.75 (6)
Measure 2.56 (4) 4.00(2)

The frequency of assigned maturity levels against organisations is displayed graphically

in Figure 4.5 and against audit measures in Figure 4.6.

Frequency

1 2 3 4 5 6 7 8 9
Organisation Number

Figure 4.5: Freguency of Assigned Maturity Levels for PO8 Ensure Compliance with
External Requirements

PO8 Ensure Compliance with External Requirements was one of the control objectives
identified as being unique to the Tasmanian listing. After eliminating the audit
measures that were considered to be not applicable in many organisations the mean

assigned maturity level rose to above 3 (defined).
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Figure 4.6: Frequency of Assigned Maturity Levels by Audit Measure for PO8 Ensure
Compliance with External Requirements

4.3.8 Summary of Audit Results

The data discussed in Sections 4.3.1 to 4.3.7 above can be summarised and presented as
in Table 4.22. This presents the control objectives in order of their mean assigned
maturity level and shows the average mean maturity level for each organisation against

each control objective.

The presentation of the number of observations indicates the number of audit measures
for each control objective multiplied by a factor of 9. Clearly then DSI12 has the
greatest number of audit measures (20) while PO8 Ensure Compliance with External
Requirements contains the least (4). 7

Table 4.22: Summary of Mean Assigned Maturity Level Data for All Control Objectives on
the Audit Instrument

Organisation Number )

Measure 1: 2 3 4 5 -6 7 8 9 Average  Std Dev N

DS4 Average | 3.57 | 357 | 357 [ 371 | 343 [ 386 | 386 | 357 | 271 3.54 0.74 63
DS12 Average | 400 | 3.50 | 3.15 | 340 | 340 [ 3.00 | 330 | 345 | 3.25 3.38 1.25 180
DS5 Average 350 | 392 f 208 | 308 | 350 [ 3.7 | 3.50 | 333 | 2.83 3.21 1.25 108
PO8 Average | 3.25 | 3.25 § 225 [ 325 | 325 | 375 [ 350 | 2.50 | 2.50 3.06 1.09 36
POl Average | 275 | 263 | 275 | 313 | 300 [ 288 | 275 | 2.88 | 2.13 276 0.5 72
AI6 Average 2831 233 ] 033 ] 283 | 1.83 [ 317 | 300 | 283 | 1.83 2.33 1.33 54
D811 Average | 2.56 | 222 | 233 | 3.00 | 144 | 261 | 222 | 261 [ 1.94 2.33 1.34 162

-77-



Chapter 4 __ Results and Analysis

4.3.9 Comparison with previous studies

In Chapter 3 it was stated that the results of this research would be compared with that
of previous studies by both Guldentops ef al (2002) and by Liu & Ridley (2005) and the
self assessment project facilitated by the European Organisation of Supreme Audit
Institutions (EUROSAI). The methodologies employed by the studies involved
organisations assessing their own maturity against the CoBIT maturity models for each
of fifteen high level control objectives from the framework. The EUROSALI project
used a rating system much the same as employed in the first phase of this study to
determine the most important control objectives before self assessing maturity against
ten to fifteen of the top rated objectives, depending on lthe ratings assigned by the
individual organisations. Of the seven control objectives considered in the audit phase
of this research, five were included in the both previous studies and the EUROSAI

project. This comparison is provided while acknowledging certain limitations.

Unfortunately mean maturity levels were not available for the EUROSALI project and
thus no comparison can be made at this level. The maturity level means of the common
control objectives from each of the three studies are displayed in Table 4.23.
Unweighted averages only are indicated for the international study data, as full statistics
were not available. The international results relate to the public sector. The means are
also graphically displayed in Figure 4.7.

Table 4.23: Maturity level means for common control objectives (source of Australian and
International Data, Liu, 2003)

| Mean and Standard Deviation for Maturity Level -
Control ' Tasmania Australia International

lijectivc Mean | StdDev | Mean | Std Dev |  Mean
- DS5 | 321 1.25 3.40 0.96 2.66
D§4 3.54 0.74 3.24 1.06 2.32
POl 2.76 0.59 291 1.26 2.17

- DS11 2.33 1.34 3.06 1.02 2.48
Al6 2.33 1.33 3.18 1.05 240
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The control objectives in the table are listed in the order in which they appear on the
ranked list from Phase One of this study. It can be seen that this does not entirely
correspond with the mean assigned maturity level as the mean for DS4 Ensure

Continuous Service is larger than that of DS5 Ensure Systems Security.

The standard deviations from this research are also interesting. Standard deviations are
a measure of “spread” of data. The standard deviations for this research were lower
than those from Liu (2003) for DS4 Ensure Continuous Service, and PO1 Define a
Strategic Information Technology Plan, and higher that those from Liu (2003) for DS5
Ensure Systems Security; DS11 Manage Data and AI6 Manage Changes. The last two
control objectives (DS11 Manage Data and AI6 Manage Changes) had the lowest mean
assigned maturity levels. When comparing the two studies it is important to remember
that this study obtained 25 responses, whereas Liu (2003) obtained 102 responses due to
a larger scope. The smaller number of responses will impact on the any statistical

analysis performed.

Comparison Between Tasmanian, Australian and
International Maturity Levels

Tasmania
B Australia
International

Mean Maturity Level

DS5 DS4 PO1 DS11 Al6
COBIT Control Objective

Figure 4.7: Comparison between Tasmanian, Australian and International Maturity Levels
{source data, current research, and Liu (2003)
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DS5 Ensure Systems Security was rated as the most important control objective. The
difference between the rating for DSS5 Ensure Systems Security and DS4 Ensure
Continuous Service was statistically significant (Section 4.2.3). The Tasmanian means
were assessed as being lower for four out of the five control objectives (DS5, POI,
DS11, AlI6) and lower than the international means for only two of the control
objectives (DS11 and AI6).

When considering the mean assigned maturity levels the Tasmanian public sector can be
considered to be performing best in DS4 Ensure Continuous Service, followed by DS5
Ensure Systems Security, POl Deﬁne a Strategic Information Technology Plan, and
both DS11 Manage Data and Al6 Manage Changes with equal mean assigned matuﬁty
levels. For any system a continuity plan is essential in order to provide a reliable
service to the user. These plans are usually well developed and practiced, this may
account for the departure of the data from the expected. In contrast, security has only
recently become a focus within the Tasmanian public sector, and then, only within
specific sections of that sector. The organisations that were not required to have a
security plan and policy in place outnumbered the agencies an could therefore adversely

affect the mean assigned maturity level in this case.

4.3.9.1 Limitations

The maturity models used in the previoﬁs studies (Guldentops et al, 2002; Liu & Ridley,
2005) and in the EUROSALI project were spéciﬁc to the individual control objectives
being assessed. This gave specific guidance to the person undertaking the assessment
as to what should be considered in each control objective. This study used a generic
maturity model to assign maturity ratings to each of the audit measures. This generic
model, while being the foundation of the specific maturity models used by the others,
did not give as much specific guidance in terms of considerations to be made thus

requiring a degree of interpretation by the researcher when assigning the maturity levels.

The assessment of maturity in the studies by Guldentops et al (2002) and Liu & Ridley
(2005) was by individuals employed within the organisations being assessed. In this
rescarch the rescarcher assessed maturity using evidences obtained in the audit phase.

Given the assessment was made by an independent third party it could be seen to be
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more objective thus i)otentially lowering the assigned maturities. Moreover, the
EUROSALI project the individuals participating in the assessments were, at least in part,
trained auditors (EUROSAL undated). It is anticipated that a greater degree of
objectivity would be exercised by these professionals than by managers of organisations
such as those who participated in the other studies. As noted above in Section 4.3.8,
mean maturity ratings were not available for the EUROSALI project thus a comparison

on this basis is not possible.

4.3.10 Evaluation of the Instrument

The instrument can be evaluated by using the criteria outlined in Section 3.8,

4.3.10.1 Duration of Audit Interviews

The longest audit interview was approximately 100 minutes. This is less than the
projected maximum of 150 to 180 minutes. The ability to complete the audit interview
within the specified time frame is considered to be one element in the validation of the

derived audit instrument.

4.3.10.2 Independent Evaluation of Audit Instrument

The abbreviated instrument used for the conduct of IT audits was evaluated by the most
senior external public sector IT auditor in Tasmania. There were very few suggested
changes, all of which were implemented. The willingness of the auditor to organise the

audit interviews was seen as further validation of the instrument.

4.3.10.3 Linkage of IT Process and Business Goals

Using the abbreviated instrument resulted in a direct linkage of the IT processes audited
and the business goals of the organisations. This was evidenced by the requirement to
produce organisational policy documents as well as through anecdotal evidence from

the managers being interviewed.

4.3.10.4 Base of the Instrument

The instrument contained the seven most highly ranked control objectives from Phase

One of the study. These rankings were obtained by summing the ratings for each
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control objective. This ensured that the audit covered areas that were relevant and

important to the organisations.

4.3.10.5 Benchmarking

The instrument includes measures obtained from two external sources, as well as from
the COBIT Audit Guidelines. These sources were the TAO and the ANAO, both of
which have active I'T audit programs. The measures obtained from the ANAQ program
are considered to be validation of the audit instrument since they are mapped back to the

individual detailed control objectives.

4.3.10.6 Summary

It can be seen that the derived audit instrument has been validated in many ways, both

through practice and reference to external documents and practitioners.

-82-



Chapter 5 Conclusions

Chapter 5 - Conclusion

5.1 Introduction

Chapter One outlined the basic motivation for the study and its aims and objectives.
Chapter Two provided a background to the study by locking at the existing body of
knowledge surrounding both corporate and IT governance, IT frameworks, with a focus
on CobiT and the field of IT governance, with particular reference to both the
Tasmanian and Australian public sectors. Chapter Three examined the methodology,
under which the research was conducted, while Chapter Four presented and discussed

the findings.

5.2 Research Objectives

This research set out to satisfy two objectives. The first was to identify the control
objectives from the COBIT framework that were perceived by IT managers within
Tasmanian public sector organisations as being important to their organisation at the
time of the survey. From the most important processes an abbreviated audit instrument
was to be developed and validated by a senior public sector IT audit professional. The
second objective was to trial the abbreviated audit instrument on selected Tasmanian

public sector organisations and subsequently evaluate its effectiveness.

The study addressed all the research objectives. The excellent response rate of 83% for
the survey to determine the most important contro] objectives ensured that the results
were representative of the whole population. The control objectives identified as being
most important were drawn from three of the four broad domains in the CoBIT
framework (Planning and Organisation, Acquisition and Implementation, Delivery and
~Support and Monitoring, with the Monitoring domain seen as irrelevant. The control
objective seen to be most important, DS5 Ensure Systems Security, was the same as that
identified by prior national and international studies. The abbreviated instrument finally
derived contained five control objectives identified by both the previous studies, and
only two control objectives unique to the Tasmanian public sector. The control
objectives common to both the previous studies and the final instrument used for audit

in this study were:
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DS5 Ensure Systems Security

DS4 Ensure Continuous Support

PO1 Define a Strategic Information Technology Plan
DS11 Manage Data

Al6 Manage Changes

The control objectives unique to the final audit instrument in this study were DS12

Manage Facilities and PO8 Ensure Compliance with External Requirements.

The audit i_nstrurnent was evaluated by the most senior public sector IT external auditor
in Tasmania. The quality and appropriateness of the instrument developed is evidenced
by the very few amendments that were suggested before implementation and the
authority given by the Tasmanian Audit Office to the researcher to undertake the audits.
Furthermore the outcomes of this research will be used by the Tasmanian Audit Office

to inform future IT audits in the Tasmanian public sector.

The trial audits showed that the instrument contained very few audit measures that were
not relevant to the Tasmanian public sector. This is most likely because the selection

process was appropriate. The validation of the TAO will also have assisted in this area.
It also indicated that there was a wide variation in the approaches to IT governance

within the sector. This can largely be attributed to the organisational size and type.

5.3 Research Significance

It is considered that the outcomes of this research will be of interest to both practitioners

and academics.

5.3.1 Practitioners

Practitioner based COBIT literature can be considered from two perspectives, that of IT
audit practitioners, and of IT professionals. Much of the existing literature published in
the practitioner domain with respect to the COBIT framework and aimed at the IT
professional is focused around implementation. It provides a sound methodology for

identifying the most important control objectives in other public sector groupings.
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For the IT audit practitioner the methodology used for deriving, validating and testing
an abbreviated instrument will be of interest. Given that until recently only two public
sector audit organisations within Australia had implemented COBIT based IT audit
frameworks, it has the potential to be used by other public sector audit organisations to
implement the COBIT framework. It also has the potential to be the basis for application

to IT audits performed within an organisation by specialist IT audit practitioners.

For the Tasmanian Audit Office it provides a viable alternative to the existing audit
program and a methodology to reassess the instrument at a future point, when it may no
longer be as relevant because of environmental changes. It shows the most important IT
processes and evaluates performance through seeking evidences. It also reveals which
processes are done well as well as those not done well. Additionally it enables

benchmarking between the processes with other public sector entities.

5.3.2 Academics

This research is of interest for researchers as it extends existing work providing a
comparison with studies conducted both within Australia and in the international arena.
It is of great value in this context as there are very few academic studies in the area.

There are many reports of implementations but very few evaluvations.
5.4 The Research Questions
The research questions identified were:

1. Which of the high level control objectives from the COBIT framework do

Tasmanian public sector organisations perceive to be the most important?

2. How feasible is it to use an instrument derived from COBIT to conduct IT audits

in the Tasmanian public sector?

These questions have been answered through the course of this document and are

reviewed here.

The control objectives from the COBIT framework identified as being most important to

Tasmanian public sector organisations are:
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PO1 Define a Strategic Information Technology Plan
P04 Define the Information Technology Organisation and Relationships
PO35 Manage the Information Technology Investment
PO6 Communicate Management Aims and Directions
PO8 Ensure Compliance with External Requirements
PO9 Assess Risks

AI2 Acquire and Maintain Application Technology
AI3 Acquire and Maintain Téchnology Infrastructure
AIS5 Install and Accredit Systems

Al6 Manage Changes

DS4 Ensure Continuous Support

DS5 Ensure Systems Security

DS8 Assist and Advise Customers

D89 Manage the Configuration

DS 10 Manage Problems and Incidents

DS11 Manage Data

DS 12 Manage Facilities

These 17 control objectives can be grouped in three tiers. Of these 17, eight were
common to at both of the following sources, an international study by Guldentops et al
(2002), a listing that was subsequently utilised by Liu & Ridley (2005) within Australia,
or the EUROSALI self assessment project presentation (drawing results from Europe) as

at February 2005. These eight control objectives were:

PO1 Define a Strategic Information Technology Plan
PO9 Assess Risks

AI2 Acquire and Maintain Application Technology
Al6 Manage Changes '
DS4 Ensure Continuous Support

DS5 Ensure Systems Security

DS10 Manage Problems and Incidents

DS11 Manage Data
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The following control objectives were common to both the current research and at least

one of the above mentioned sources:

POS5 Manage the Information Technology Investment
AIS5 Install and Accredit Systems
AI3 Acquire and Maintain Technology Infrastructure

"I'he control objectives unjque to the current study were drawn entirely from the
domains of Planning and Organisation as well as Delivery and Support, indicating a
focus within the Tasmanian public sector on these particular areas. It is important to
note that objectives from the Monitoring domain were not perceived to be important
with the highest rated control objective from that domain appearing at position 25 on
the overall rankings; the next highest rated Monitoring control objective appeared at

position 29, while the remaining two appeared in positions 33 and 34.

The use of the COBIT-derived instrument was also considered to be effective. A
number of factors can be seen as evidence of this effectiveness. The audit instrument
was benchmarked against the audit instrument of the Australian National Audit Office
(ANAO). The audit instrument required only minor changes when it was validated by
the most senior external IT auditor in the Tasmanian public sector. The audit
instrument was tested through the conduct of nine audits on organisations ranging in
size from government departments to local government bodies. The managers involved
in these audits were positive about the instrument, with one even noting that the
questions covered areas not previously covered in external audits. The ability of the
researcher to conduct nine audits within three days indicates the size of the instrument is
appropriate. The audit report that was prepared from the audit working papers was far
more comprehensive than those prepared previously, with the Senior EDP Auditor from
the TAO requesting copies of these reports to form part of the background information

for formal IT audits conducted by that office.
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Information Sheet

Title

An investigation of the application of the Conirol Objectives for Information and Related
Technologies (COBIT) framework in the Tasmanian public sector.

COBIT is an Information Technology {IT) control framework designed to assist organisations in
the management of IT. '

Chief Investigator

Dr Gail Ridley, School of Information Systems, University of Tasmania.

Primary Researcher

Lynne Gerke, Honours student, School of Information Systems, University of Tasmania.
Purpose of this study

The first objective of this study is to determine the importance of each of the 34 high level
control objectives from the COBIT framework to large Tasmanian public sector organisations. A
survey will be used to achieve this purpose, in which the public sector organisations will be
asked to rank the control objectives. A second objective is to investigate the feasibility of
undertaking an audit of those objectives perceived by the majority of organisations to be the
most important.

Benefits of this study

The results of this study will indicate whether it is feasible for the Tasmanian Audit Office (TAO)
to use COBIT to streamline IT audits in the Tasmanian government, which will benefit both the
TAQ and the organisations.

The findings will be of interest to both academics and practitioners. The results will enable a
comparison with an international study, allowing an understanding of whether the control
objectives can be universally ranked, or whether there are differences along geographical and
business sector lines.

As a consequence of the involvement of the Tasmanian Audit Office in this study, it is likely that
the results will be of interest to public sector audit authorities both within Australia and
internationally.

Study procedures

Your organisation has been selected to take part in this study based on its size, and relationship
with the Tasmanian Audit Office. The questionnaire and related documentation have been
forwarded by the TAQ, and the researchers have not been provided with any private contact
details by the TAO. Participation in this study is entirely voluntary. [f your organisation is willing
to participate, please complete the enclosed questionnaire, which is expected to take
approximately 10 minutes to complete by your internal IT auditor, or equivalent officer. For your
convenience, a reply paid, self addressed envelope is provided for the return of the
questionnaire. As the first phase of the study does not require you to identify you or your
organisation, the identity of the survey respondents will not be known from the responses

The second phase of the study is an audit of the control objectives perceived to be the most
important across all the responding organisations. The number of organisations to be
approached for the second phase of the study, and the identity of the organisations to be
selected, will not be known until after the results of the first phase are known, as the decision
will depend upon how many control objectives are considered to be the most important and the
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nature of those selected. For example, if only a few of the control objectives are highly ranked,
and those control objectives will require only a brief time to investigate, then it is likely that all
the organisations invalved in the first phase will be approached for the second phase. If your
organisation is selected to participate in the second phase of the study, you will be approached
a second time, seeking your involvement. Although your organisation will be known from the
second phase of the study, neither you or your organisation will be identifiable from any
publications arising from either phase of the study, as the results will be aggregated.

Confidentiality

Any information you provide will be treated in the strictest confidence. The only people who will
have access to the questionnaires will be the Chief Investigator and the Primary Researcher.
The electronic form of the data will be stored on a secured computer server within the School of
Information Systems. These files will be password protected to prevent unauthorised access.
The completed questionnaires will be secured in locked storage accessible only be the Chief
Investigator and the Primary Researcher. The data relating to the first phase of the study will be
kept for five years, after which it will be destroyed under appropriate supervision.

Note that working papers from the second audit phase of the study will be shared with the
Tasmanian Audit Office, as the primary researcher will be acting as an agent of the TAO.

Contact Persons
The contact persons for questions relating to this study are:

Dr Gail Ridley 03 6336 6275 Gail.Ridley@utas.edu.au University of Tasmania
Lynne Gerke 0409 238 499 'bgerke @utas.edu.au University of Tasmania
Christina Buell 03 6226 0100 C.Buell@audit.tas.gov.au Tasmanian Audit Office

Approval

This research has received ethical approval from the Human Research Ethics Committee
(Tasmania) Network. If you have any concerns of an ethical nature about this research you can
contact the Executive Officer of the Human Research Ethics Committee (Tasmania) Network,
Amanda McAully (Ph 03 6226 2763).

~

Results of this investigation

The overall results of the study will be compiled as part of the Honours Dissertation to be
finalised in November 2005. Access to the findings of the study can be obtained by making a
request to Lynne Gerke, using the contact details provided above.

Signature of Chief Investigator Signature of Primary Researcher/Student

Dr Gail Ridley Lynne Gerke
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o

Information Sheet
An investigation of the application of the Control Objectives for Information and Related
Technologies (COBIT) framework in the Tasmanian public sector.

CosIT is an Information Technology (IT) control framework designed to assist organisations in
the management of IT.

Chief Investigator

Dr Gail Ridley, School of Information Systems, University of Tasmania.

Primary Researcher

Lynne Gerke, Honours student, School of Information Systems, University of Tasmania.

The objective of this phase of the study is to investigate the feasibility of undertaking an audit of
control objectives, from the CoBIT framework, that were perceived by the majority of
organisations in Phase 1 of the study to be the most important. The study is being undertaken
as part of the requirements for an honours degree in Information Systems.

The results of this phase of the study will indicate whether it is feasible for the Tasmanian Audit
Office (TAQ} to derive from COBIT a framework for IT audits in the Tasmanian government,
which will benefit both the TAQ and the organisations.

The research findings will be of interest to both academics and practitioners. The results will
enable a comparison with an international study, allowing an understanding of whether the
control objectives can be universally ranked, or whether there are differences along
geographical and business sector lines. As a consequence of the involvement of the
Tasmanian Audit Office in this study, it is likely that the results will be of interest to public sector
audit authorities both within Australia and internationally.

Your organisation has been selected to take part in this study based on its size and relaticnship
with the Tasmanian Audit Office. This phase of the study is an IT audit of the control objectives
from the CoBIT framework perceived to be the most important across all the responding
organisations. It is planned that the audit will be conducted within your organisaticnal offices,
with the assistance of an IT employee of your organisation. A paper based record of the audit
results will be made.

Your organisation participated in the first phase of this study, in which the most important
control objectives were identified. The number of organisations to be approached for Phase 2
of the study, the duration of the IT audit and the identity of the organisations to be selected,
were dependent on the results of Phase 1, as they were determined by how many control
objectives were considered to be the most important and the nature of those selected. However,
as the questionnaires from Phase 1 were returned anonymously, your organisation’s individual
ranking of the control objectives is not known. Although your organisation will be known from
undertaking Phase 2 of the study, neither you nor your organisation will be identifiable from any
publications produced by the researchers arising from either phase of the study, as the results
will be aggregated. No payment will be made for your involvement in the study.

No personal risks to the participants are anticipated as a result of involvement in the study.
Some of the information obtained during the study may be viewed as sensitive to the
organisation if disclosed. However, procedures taken to ensure confidentiality and protection of
information, as described below, have been designed to reduce the risk of any adverse
consequences.

Any information you provide will be treated in the strictest confidence. The only people who will
have access to the working papers from the audit will be the Chief Investigator, the Primary
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Researcher, and the Tasmanian Audit Office. Working papers from this audit phase of the
study will be shared with the Tasmanian Audit Office, as this study has support from the TAO.
The electronic form of the data will be stored on a secured computer server within the School of
Information Systems. These files will be password protected to prevent unauthorised access.
The data will be kept by the University of Tasmania for five years, after which it will be destroyed
under appropriate supervision. The Tasmanian Audit Office will keep documentation relating to
audit for seven years before destruction under appropriate supervision.

Contact Persons
The contact persons for questions relating to this study are;

Dr Gail Ridley 03 6336 6275 Gail.Ridley@utas.edu.au University of Tasmania
Lynne Gerke 0409 238 499 |bgerke@utas.edu.au University of Tasmania
Christina Buell 03 6226 0100 C.Buell@audit.tas.gov.au Tasmanian Audit Office

This research has received ethical approval from the Human Research Ethics Committee
{Tasmania) Network. If you have any concerns of an ethical nature about this research you can
contact the Executive Officer of the Human Research Ethics Committee (Tasmania) Network,
Amanda McAully {Ph 03 6226 2763).

The overall results of the study will be compiled as part of the Honours Dissertation to be
finalised in November 2005. Access to the findings of the study can be obtained by making a
request to Lynne Gerke, using the contact details provided above.

Note that although your participation is entirely voluntary, and you may withdraw from the study
at any time without effect or explanation, you will be asked to sign a separate consent form if
you agree to participate. You should retain this information Sheet.

Signature of Chief Investigator Signature of Primary Researcher/Student

Dr Gail Ridley Lynne Gerke
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A

CONSENT FORM

An investigation of the application of the Control Objectives for
Information and Related Technologies (COBIT) framework in the
Tasmanian public sector (Phase 2).

| have read and understood the ‘Information Sheet’ for this study.
2. The nature and possible effects of the study have been explained to me.

3. | understand that this phase of the study involves the following procedures:
an audit of several Information Technology control objectives within my
organisation

4. | understand that the following risks are involved: data collected during this
phase of the study may be considered to be sensitive for my organisation.
However, only the researchers and the Tasmanian Audit Office will have
access to the data that will be securely stored. Publications deriving from
the research will not identify individuals or your organisation, and will report
aggregated data.

5. | understand that all research data will be securely stored on the University
. of Tasmania premises for a period of 5 years. The data will be destroyed
at the end of 5 years. | understand that this phase of the study is an IT
audit by the researcher with the support of the Tasmanian Audit Office and
that working papers relating to this audit will be shared with the Tasmanian
Audit Office.
6. Any questions that | have asked have been answered to my satisfaction.
| agree that research data gathered for the study may be published

(provided that neither | nor my organization can be identified as a
participant).

8. | understand that my identity will be kept confidential and that any
information | supply to the researcher(s) will be used only for the purposes
of the research study.

9. | agree to participate in this investigation and understand that | may
withdraw at any time without any effect, and if | so wish, may request that
any personal data gathered be withdrawn from the research.

Name of participant

Signature of participant Date

Statement by investigator:
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10. | have explained this project and the implications of participation in it to
this volunteer and | believe that the consent is informed and that he/she
understands the implications of participation.

Name of investigator

Signature of investigator Date
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Anformation Systems
L Vi Conol

-E Association” -

3701 ALGONQUIN ROAD, SUTTE 1010 TELEPHONE:
847.253.1545
ROLLING MEADOWS, ILLINOIS 60008, USA FACSIMILE: -
847.253.1443
Web Site: www.isaca.org
26 July 2005
Lynne Gerke

University of Tasmania
GPO Box 252-87
Hobart Tas 7001
Australia

Dear Lynn:

Thank you for your email dated 26 July requesting permission to use the high level
Control Objectives from COBIT: Control Objectives for Information and related
Technology as the basis for a questionnaire to collect and analyze data for your
university honors dissertation. Permission is granted given the following requirements:

1. Permitted use is limited to the 34 high level Control Objectives from COBIT
solely for conducting research, collecting data and writing your honors
dissertation as referenced in your email, a copy of which is attached hereto.
Permission also includes that right to incorporate the Control Objectives in the
accompanying reference guide to your research solely as it relates to your
academic studies.

2. Permission does not extend to any non-academic or commercial purposes nor
does it include the right to grant others permission to photocopy or otherwise
reproduce, redistribute or sell this material.

3. The dissertation must include the following attribution: “Includes excerpts from
COBIT: Control Objectives for Information and Related Technology (3"

Edition). ©1996, 1998, 2000 IT Governance Institute (ITGI). All rights reserved.

COBIT is a registered trademark of the Information Systems Audit and Control
Association and the IT Governance Institute. Used by permission.”

4, This permission is for the English language only.
5. This permission does not include any rights to make commercial and/or

educational presentations incorporating this material beyond the uses stated
above.
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6. Should any of the above limitations be breached, this permission is
automatically be revoked as of the date of the breach.

We appreciate your support and interest of the IT Governance Institute and wish you
much success in the completion of your dissertation in information systems.

If you have any questions regarding permissidns, please call me at 847-253-1545, ext.
457 or contact me by e-mail jskiba@isaca.org.

Sincerely,
Joann Skiba
Director, IP & Business Product Development

cc: Dr. Gail Ridley, University of Tasmania
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COB|TSurvey

Use of the Control Objectives for Information
and Related Technologies (CoBIT) framework
for IT audits in the Tasmanian Public Sector

UTAS

School of Information Systems
University of Tasmania
Hobart TAS 7001
Phone (03) 6226 6200
Fax (03) 6226 6211
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The Control Objectives for Information and Related Technologies (COBIT)
framework forms the basis for Part 2 of this questionnaire. CoBIT is an
Information Technology (IT) control framework designed to assist organisations

in the management of IT.

This questionnaire collects information about you, the respondent, and your
organisation. The information from Part 1 will be used to examine whether
factors such as your position and length of service affect the way in which the
control objectives are rated. The information gathered from Part 2 will be used
to compile a set of the high level control objectives from the CoBIT framework
that are seen as the most relevant to public sector organisations within
Tasmania. This can then be used as the basis for a comparison with studies
done both globally and also in Europe. The information will also be used to
form an abbreviated instrument from the CoBIT framework that may
subsequently be used by the Tasmanian Audit Office as a basis for Information

Technology audits.

Includes excerpts from COBIT: Control Objectives for Information and Related
Technology (3" Edition). ©1996, 1998, 2000 IT Govemnance Institute (ITG). All
rights reserved. COBIT is a registered trademark of the Information Systems
Audit and Control Association and the IT Govemance Institute. Used by

permission.
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Part 1 Demographic Details

Q1. Which of the following best describes the function of your organisation in the public
sector? (Please tick one box)

O Government Department (Example Department of Education)

O Government Agency (Example Tasmanian Industrial Commission)

O Government Owned Company/Public Trading Enterprise (Example Hydro

Tasmania)

Q2. What is your position in your organisation? (Please fick one box)
O CEO

clo

IT/IS Director

IT/IS Manager

Business Manager

OO0 00 O

Other (Please specify)

The following scale should be used in completing questions 3 and 4 of Part A only.

Very untamiliar

Unfamiliar

Neither familiar nor untamiliar
Familiar

Very familiar

N bW =

Q3. How familiar are you with the IT processes in your organisation? (Please tick one
box)

1 2 3 4 5
O o O O g
Q4. How familiar are you with the business objectives of your organisation? (Please
tick one box)

1 2 3 4 5
a O O O a
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Part 2 Control over IT processes

With respect of their importance to your organisation, please rate the following 34
control objectives by ticking the appropriate box on the scale. The descriptions of the
scale are outlined below. The control objectives cover four domains, planning and
organisation, acquisition and implementation, delivery and support, and monitoring.

The scale:

N Not sure 3 Neither important nor unimportant
1 Very unimportant 4 Important

2 Unimportant 5 Very important

Planning and Organisation (PO)

PO1. Define a strategic IT plan with the business goal of striking an optimum balance
of information technology opportunities and IT business requirements as well as
ensuring its further accomplishment. (Please tick one box)

N 1 2 3 4 5
a O O O O O

PO2. Define the information architecture with the business goal of optimising the
organisation of the information systems. (Please tick one box)

N 1 2 3 4 5
O 0 O O O (]

PO3. Determine the technological direction with the business goal of taking
advantage of available and emerging technology to drive and enable business
strategy. (Please tick one box)

N 1 2 3 4 5
0 O O O O O

PO4.Define the IT organisation and relationships with the business goal of
delivering the right IT services. (Please tick one box)

N 1 2 3 4 5
O g g a O O

POS5. Manage the IT investment with the business goal of ensuring funding and

controlling disbursement of financial resources. {Please tick one box)

N 1 2 3 4 5
O O ] a O O
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The scale:

N Not sure ' 3 Neither important nor unimportant
1 Very unimpbrtant 4 Important

2 Unimportant 5 Very important

PO6. Communicate management aims and direction with the business goal of
ensuring user awareness and understanding of those aims. (Please tick one box)

N 1 2 3 4 5
O O O O O ()

PO7.Manage human resources with the business goal of maximising personnel
contributions to the IT processes. (Please tick one box)

N 1 2 3 4 5
0 O O O O O

PO8. Ensure compliance with external requirements with the business goal of
meeting legal, regulatory and contractual obligations. (Please tick one box)

N 1 2 3 4 5
a O O O O O

PO9. Assess risks with the business goal of supporting management decisions in
achieving IT objectives and responding to threats by reducing complexity,.
increasing objectivity and identifying important decision factors. (Please tick one
box)

N 1 2 3 4 5
Ll O 0 O O O

PO10. Manage projects with the business goal of setting priorities and delivering on

time and within budget. (Please tick one box)

N 1 2 3 4 5
O O a O O (W)

PO11. Manage quality with the business goal of meeting the IT customer
requirements. (Please tick one box)

N 1 2 3 4 5
0 O O 0 O O
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The scale:

N Not sure 3 Neither important nor unimportant
1 Very unimportant 4 Important

2 Unimportant 5 Very important

Acquisition and Implementation (Al)

Al1. Identify automated solutions with the business goal of ensuring the best
approach to satisfy the user requirements. (Please tick one box)

N 1 2 3 4 5
O O O O O O

Al2. Acquire and maintain application software with the business goal of providing
automated functions, which effectively support the business process. I(Piease lick

one box)
N 1 2 3 4 5
a o 0O g O a

Al3. Acquire and maintain technology infrastructure with the business goal of:

providing the appropriate platforms for supporting business applications. (Please

tick one box)
N 1 2 3 4 5
a .0 O O O O

Al4. Develop and maintain procedures with the business goal of ensuring the
proper use of the applications and the technological solutions put in place.

(Please tick one box)

N 1 2 3 4 5
O O O O O O

Al5. Install and accredit systems with the business goal of verifying and confirming
that the solution is fit for the intended purpose. (Please tick one box)

N 1 2 3 4 5
O O 0O O a O

Al6. Manage changes with the business goal of minimising the likelihood of disruption,

unauthorised alterations and errors. (Please tick one box)

N 1 2 3 4 5
[ O O a O O
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The scale:

N Not sure 3 'Neither important nor unimportant
1 Very unimportant 4 important

2 Unimportant ' 5 Very important

Delivery and Support (DS)

DS1.

DSs2.

DS3.

DS4.

DS5.

DSs.

Define and manage service levels with the business goal of establishing a
common understanding of the level of service required. (Please tick one box)

N 1 2 3 4 5
O O O O O O

Manage third-party services with the business goal of ensuring that roles and
responsibilities of third parties are clearly defined, adhered to and continue to
satisfy requirements. (Please tick one box)

N 1 2 3 4 5
o O O O O O

Manage performance and capacity with the business goal of ensuring that
adequate capacity is available and that best and optimal use is made of it to meet

required performance needs. (Please tick one box)

N 1 2 3 4 5
O O O O O O

Ensure continuous service with the business goal of making sure IT services
are available as required and ensuring a minimum business impact in the event of
a majdr disruption. (Please tick one box)

N i 2 3 4 5
O O O o O O

Ensure system security with the business goal of safeguarding information

against unauthorised use, disclosure or modification, damage or loss. (Please tick

one box)
N 1 2 3 4 5
O O O O O O

Identify and allocate costs with the business goal of ensuring a correct

awareness of the costs attributable to IT services. (Please tick one box)

N 1 2 3 4 5
a O O O a O
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The scale: _

N Not sure 3 Neither important nor unimportant
1 Very unimportant 4 Important

2 Unimportant 5 Very important

DS7. Educate and train users with the business goal of ensuring that users are
making effective use of technology and are aware of the risks and responsibilities
involved. (Please tick one box)

N 1 2 3 4 5
0 o B8 0 0O 0O

DS8. Assist and advise customers with the business goal of ensuring that any
problem experienced by the user is appropriately resolved. (Please tick one box)

N 1 2 3 4 5
a o d o .o O

DS9. Manage the configuration with the business goal of accounting for all IT.
components, prevent unauthorised alteration, verify physical existence and:

provide a basis for sound change management. (Please tick one box)

N 1 2 3 4 5
a a O O O O

DS10. Manage problems and incidents with the business goal of ensuring that
problems and incidents are resolved, and the cause investigated to prevent any

recurrence. (Please tick one box)

N 1 2 3 4 5
O O O a O (]

DS11. Manage data with the business goal of ensuring that data remains complete,
accurate and valid during its input, update and storage. (Please tick one box)

N 1 2 3 4 5
O O O O O (]

DS12. Manage facilities with the business goal of providing a suitable physical
surrounding which protects the IT equipment and people against manmade and
natural hazards. (Please tick one box)

N 1 2 3 4 5
O O 0O O O O
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The scale:

N Not sure 3 Neither important nor unimportant
1 Very unimportant 4 Important '

2 Unimportant 5 Very important

DS13. Manage operations with the business goal of ensuring that important IT
support functions are performed regularly and in an orderly fashion. (Please tick

one bog)

N 1 2 3 4 5

O O O O O O
Monitoring (M)

M1. Menitor the processes with the business goal of ensuring the achievement of
the performance objectives set for the IT processes. (Please tick one box)

N 1 2 3 4 5
(| O O O (] O

M2. Assess internal control adequacy with the business goal of ensuring the
achievement of the internal control objectives set for the IT processes. (Please

tick one box)
N 1 2 3 4 5
O a O O O O

M3. Obtain independent assurance with the business goal of increasing confidence
and trust among the organisation, customers and third-party providers. (Please

tick one box)
N 1 2 3 4 5
O O O o O O

M4. Provide for independent audit with the business goal of increasing confidence
tevels and benefit from best practice advice. (Please tick one box)

N 1 2 3 4 5
O O O a O O
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If you have any comments you would like to make about IT control in your
organisation, please write them on this page.
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Your contribution to this survey is greatly appreciated.

Please retumn your questionnaire in the reply paid envelope provided by
26/08/2005

If the envelope has been mislaid, please forward the questionnaire to:
Attention: Miss L Gerke
Private Bag 87
School of Information Systems
University of Tasmania
Hobart, TAS 7001
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Reference Guide
'accompanying
CoBIT Survey

Use of the Control Objectives for Information
and Related Technologies (CoBIT) framework
for IT audits in the Tasmanian Public Sector

UTAS

School of information Systems
University of Tasmania
Hobart TAS 7001 '
Phone (03) 6226 6200
Fax (03) 6226 6211
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The Control Objectives for Information and Related Technologies (CoBIT)
framework forms the basis for Part 2 of this questionnaire. CoOBIT is an
Information Technology (IT) control framework designed to assist organisations
in the management of IT. While the questionnaire uses abbreviated versions of
the individual control objectives, this Reference Guide lists the full text versions.
of the control objectives in order to provide additional clarity if it is required.

Includes excerpts from COBIT: Control Objectives for Information and Related
Technology (3" Edition). ©1996, 1998, 2000 IT Governance Institute (ITGI). All
rights reserved. COBIT is a registered trademark of the Information Systems
Audit and Controi Association and the IT Governance Institute. Used by

permission.
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PO1 Define a strategic Information Technology Plan

Control over the IT process of defining a strategic plan that satisfies the business
requirement of striking an optimum balance of information technology opportunities
and IT business requirements as well as ensuring its further accomplishment is
enabled by a strategic planning process undertaken at regular intervals givirig rise to
long-term plans; the long term plans should periodically be translated into operational
plans setting clear and concrete short-term goals and takes into consideration
enterprise business strategy

definition of how IT supports the business objectives

inventory of technological solutions and current infrastructure

c ¢ o O

monitoring the technology markets

timely feasibility studies and reality cﬁecks
existing systems assessments

enterprise position on risk, time-to-market, quality

¢ 0O © 0

need for senior management buy-in support and critical review

PO2 Define the Information Architecture

Control over the IT process of def'ining the information architecture that satisfies the
business requirement of optimising the organisation of the information systems is
enabled by creating and maintaining a business information model and ensuring
appropriate systems are defined to optimise the use of this information and takes into
consideration

o automated data repository and dictionary

o data syntax rules

o data ownership and criticality/security classification

o an information model representing the business

o enterprise information architectural standards
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PO3 Determine Technological Direction

Controi over the IT process of determining technological direction that satisfies the
~ business requirement to take advantage of available and emerging technology to
drive and make possible the business strategy is enabled by creation and
maintenance of a technological infrastructure plan that sets and manages clear and
realistic expectations of what technology can offer in terms of products, services and
delivery mechanisms and takes into consideration

capability of current infrastructure

monitoring technology developments via reliable sources

conducting proof-of-concepts -

risk, constraints and opportunities

acquisition plans

migration strategy and roadmaps

vendor relationships

independent technology reassessment

¢ © ¢ 0o O o O O o

hardware and software price-performance changes

PO4 Define the Information Technology Organisation and Relationships

Control over the IT process of defining the IT organisation and relationships that
satisfies the business requirement to deliver the right IT services is enabled by an
organisation suitable in numbers and skills with roles and responsibilities defined and
communicated, aligned with the business and that facilitates the strategy and provides
for effective direction and adequate control and takes into consideration

o board level responsibility for IT
management'’s direction and supervision of IT

O

IT’s alignment with the business

IT's involvement in key decision processes

organisational flexibility

clear roles and responsibilities

balance between supervision and empowerment

job descriptions '

staffing levels and key personnel

organisational positioning of security, quality and internal control functions

¢ 0o 0 0o © 0o © 0O o

segregation of duties.
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POS5 Manage the Information Technology Investment

Control over the IT process of managing the IT investment that satisfies the
business requirement to ensure funding and to control disbursement of financial
resources is enabled by a periodic investment and operational budget established and
approved by the business and takes into consideration

o funding alternatives
clear budget ownership
control of actual spending
cost justification and awareness of total cost of ownership
benefit justification and accountability for benefit fulfilment
alignment with enterprise business strategy

impact assessment

c 0 0 0o o O o

asset management

PO6 Communicate Management Aims and Direction

Control over the IT process of communicating management aims and direction that
satisfies the business requirement to ensure user awareness and understanding of
those aims is enabled by policies established and communicated to the user
community; furthermore, standards need to be established to translate the strategic
options into practical and usable user rules and takes into consideration

o clearly articulated mission

o technology directives linked to business aims

o code of conduct/ethics
quality commitment
security and internal control policies
security and internal control practices
lead-by-example
continuous communications programme

O 0 0O 0 o O

providing guidance and checking compliance
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PO7 Manage Human Resources

Control over the IT process of managing human resources that satisfies the
business requirement to acquire and maintain a motivated and competent workforce
and maximise personnel contributions to the T processes is enabled by sound, fair
and transparent personnel management practices to recruit, line, vet, compensate,
train, apprraise, promote and dismiss and talges into consideration

o recruitment and promotion
training and qualification requirements
awareness building
cross-training and job rotation
hiring, vetting and dismissal procedures
objective and measurable performance evaluation
responsiveness to technical and market changes

O 0O o o o0o.o0 O

properly balancing internal and external resources

succession plan for key positions

0

PO8 Ensure Compliance with External Requirements

Control over the IT process of ensuring compliance with external requirements that
satisfies the business requirement to meet legal, regulatory and contractual
obligations is enabled by identifying and analysing external requirements for their IT
impact, and taking appropriate measures to comply with them and takes into
consideration

o laws, regulations and contracts
monitoring legal and regulatory developments
regular monitoring for compliance
safety and ergonomics

privacy

O ¢ o0 ©o 0O

intellectual property
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PO9 Assess Risks

Control over the IT process of assessing risks that satisfies the business
requirement of supporting management decisions through achieving IT objectives and
responding to threats by reducing complexity, increasing objectivity and identifying
important decision factors is enabled by the organisation engaging itself in IT risk-
identification and impact analysis, involving multi-disciplinary functions and taking cost-
effective measures to mitigate risks and takes into consideration

o risk management ownerships and accountability

o different kinds of IT risks (technology, security, continuity, regulatory, etc)
defined and communicated risk tolerance profile _

o]

root cause analyses and risk brainstorming sessions
qualitative and/or qualitative risk measurement

risk assessment methodology

O 0 0 0O

risk action plan

0

timely reassessment

PO10 Manage Projects

Control over the IT process of managing projects that satisfies the business
requirement to set priorities and to deliver on time and within budget is enabled by
the organisation identifying and prioritising projects in line with the operational plan and
the adoption and application of sound project management techniques for each project
undertaken and takes into consideration

o business management sponsorship for projects
program management
project management capabilities
user involvement
task breakdown, milestone definition and phase approvals
allocation of responsibilities
rigorous tracking of milestones and deliverables
cost and manpower budgets, balancing internal and external resources
quality assurance plans and methods

program and project risk assessments

O 0o ¢ 0 0o 0 0O 0 0 ¢

transition from development to operations
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PO11 Manage Quality

Control over the IT process of managing quality that satisfies the business
requirement to meet the IT customer requirements is enabled by the planning,
implementing and maintaining of quality management standards and systems providing
for distinct development phases, clear deliverables and explicit responsibilities and
takes into consideration

o establishment of a quality cquure
quality plans
quality assurance responsibilities
quality control practices
system development life cycle methodology
programme and system testing and documentation
quality assurance reviews and reporting
training and involvement of end user and quality assurance personnel
development of a quality assurance knowledge base

o o 0 0 0o o O O o©

benchmarking against industry norms
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Al1 ldentify Automated Solutions

Control over the IT process of identitying automated solutions that satisfies the
business requirement of ensuring an effective and efficient approach to satisfy the
user requirements is enabled by an objective and clear identification and analysis of
the alternative opportunities measured against user requirements and takes into
consideration

knowledge of solutions available in the market

o]

acquisition and implementation methodologies

user involvement and buy in

alignment with enterprise and IT strategies

information requirements definition

feasibility studies {costs, benefits, alternatives, etc.)

functionality, operability, acceptability and sustainability requirements
compliance with information architecture

cost-effective security and control

¢ 0 0 0O 0O O o o o

supplier responsibilities

Al2 Acquire and Maintain Application Software

Control over the IT process of acquiring and maintaining application software that
satisfies the business requirement to provide automated functions which effectively
support the business process is enabled by the definition of specific statements of
functional and operational requirements, and phased implementation with clear
deliverables and takes into consideration

functional testing and acceptance

application controls and security requirements

documentation requirements

application software life cycle

enterprise information architecture

system development life cycle methodology

user-machine interface

o 0o 0o 0 O 0O O o0

package customisation
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Al3 Acquire and Maintain Technology Infrastructure

Control over the IT process of acquiring and maintaining technology infrastructure
that satisfies the business requirement to provide the appropriate platforms for
supporting business applications is enabled by judicious hardware and software
acquisition, standardising of software, assessment of hardware and software
performance, and consistent system administration and takes into consideration
o compliance with technology infrastructure directions and standards

technology assessment

installation, maintenance and change controls

upgrade, conversion and migration plans

use of internal and external infrastructures and/or resources

c O O 0 0

supplier responsibilities and relationships

0

change management
total cost of ownership

O

o system software security

Al4 Develop and Maintain Procedures

Control over the IT process of developing and maintaining procedures that satisfies
the business requirement to ensure the proper use of the applications and the
technologica! solutions to be put in place is enabled by a structured approach to the
development of user and operations procedure manuals, service requirements and
training materials and takes into consideration

o business process re-design

treating procedures as any other technology deliverable

timely development

user procedures and controls

operational procedures and controls

training materials

o o ©o o 0o

managing change
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Al5 Install and Accredit Systems

Control over the IT process of installing and accrediting systems that satisfies the
business requirement to verify and confirm that the solution is fit for the intended
purpose is enabled by the realisation of a well-formalised installation migration,
conversion and acceptance plan and takes into consideration
o training of user and IT operations personnel
o data conversion
a test environment reflecting the live environment
accreditation
post-implementation reviews and feedback
end user involvemnent in testing
continuous quality improvement plans
business continuity requiréments
capacity and throughput measurement

¢ 0 0 0o 0 o O ©

agreed upon acceptance criteria

Al6é Manage Chariges

Control over the IT process of. managing changes that satisfies the business
requirement to minimise the likelihood of disruption, unauthorised alterations and
errors is enabled by a managehent system which provides for the analysis,
implementation and follow-up of all changes requested and made to the existing IT
infrastructure and takes into consideration

o identification of changes
categorisation, prioritisation, and emergency procedures
impact assessment
change authorisation
release management
software distribution
user of automated tools

configuration management

¢ ¢ 0 0 0O O ¢ 0O

business process re-design

-138 -



Appendix H Reference Guide, Phase One

DS1 Define and Manage Service Levels

Control over the IT process of defining and managing service levels that satisfies
the business requirement to establish a common understanding of the level of
service required is enabled by the establishment of service-level agreements which
formalise the performance criteria against which the quantity and quality of service will
be measured and takes into consideration

o formal agreements
definition of responsibilities
response times and volumes
charging |
integrity guarantees
non-disclosure agreements

customer satisfaction criteria

¢ 0o © 0 0o o O

cost/benefit analysis of required service levels
monitoring and reporting

0]

DS2 Manage Third Party Services

Control over the IT process of managing third-party services that satisfies the
business requirement to ensure that roles and responsibilities of third parties are
clearly defined, adhered to and continue to satisfy requirements is enabled by control
measures aimed at the review and monitoring of existing agreements and procedures
for their effectiveness and compliance with organisation policy and takes into
consideration

0

third-party service agreements

contract management

non-disclosure agreements

legal and regulatory requirements

service delivery monitoring and reporting
enterprise and IT risk assessments

performance rewards and penatlties

internal and external organisational accountability

¢ 0 © o o o o0 o0

analysis of cost and service level variances
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DS3 Manage Performance and Capacity

Control over the IT process of managing performance and capacity that satisfies
the business requirement to ensure that adequate capacity is available and that best
and optimal use is made of it to meet required performance needs is enabled by data
collection, analysis and reporting on resource performance, application sizing and
workload demand and takes into consideration

o availability and performance requirements

o automated monitoring and reporting

o modelling tools

o capacity management

o resource availability

o hardware and software price/performance changes

DS4 Ensure Continuous Service

Control over the IT process of ensuring continuous service that satisfies the
business requirement to make sure IT services are available as required and to
ensure a minimum business impact in the event of a major disruption is enabled by
having an operational and tested IT continuity plan which is in line with the overall
business continuity plan and its related business requirements and takes into
consideration

criticality classification

0

alternative procedures

back-up and recovery

systematic and regular testing and training

monitoring and escalation processes

internal and external organisational responsibilities

business continuity activation, fallback and resumption plans

risk management activities

c o o O 0o O 0 ©

assessment of single points of failure

o]

problem management
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DSS Ensure Systems Security

Control over the IT process of ensuring systems security that satisfies the
business requirement to safeguard information against unauthorised use, disclosure
or modification, damage or loss is enabled by logical access controls which ensure
that access to systems, data and programmes is restricted to authorised users and
takes into consideration

o confidentiality and privacy requirements
authorisation, authentication and access control
user identification and authorisation profiles
need-to-have and need-to-know
cryptographic key management
incident handling, reporting and follow-up
virus prevention and detection

0 ¢ 0 0 o0 0 ©

firewalls

centralised security administration

(o]

user training

o

o tools for monitoring compliance, intrusion testing and reporting

DS6 Identify and Allocate Costs

Control over the IT process of identifying and allocating costs that satisfies the
business requirement to ensure a correct awareness of the costs attributable to IT
services is enabled by a cost accounting system which ensures that costs are
recorded, calculated and allocated to the required level of detail and to the appropriate
service offering and takes into consideration

o resources identifiable and measurable

o charging policies and procedures

o charge rates and charge-back process
linkage to service level agreement
automated reporting

verification of benefit realisation

o 0o o o

external benchmarking
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DS7 Educate and Train Users

Control over the IT process of educating and training users that satisfies the
business requirement o ensure that users are making effective use of technology
and are aware of the risks and responsibilities involved is enabled by a
comprehensive training and development plan and takes into consideration

o ftraining curriculum

o skills inventory

o awareness campaigns
awareness techniques
use of new training technologies and methods
personnel productivity

o ¢ O ©

development of knowledge base

DS8 Assist and Advise Customers

Control over the IT process of assisting and advising customers that satisfies the
business requirement to ensure that any problem experienced by the user is
appropriately resolved is enabled by a help desk facility which provides first-line
support and advice and takes into consideration

o customer query and problem response

o query monitoring and clearance

o trend analysis and reporting

o development of knowledge base

o root cause analysis

o problem tracking and escalation
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DS9 Manage the Configuration

Control over the IT process of managing the configuration that satisfies the
business requirement to account for all IT components, prevent unauthorised
alterations, verify physical existence and provide a basis for sound change
management is enabled by controls which identify and record all IT assets and their
physical location, and a regular verification programme which confirms their existence
and takes into consideration

o asset tracking
configuration change management
checking for unauthorised software
software storage controls
software and hardware interrelationships and integration

c 0o O O ©

use of automated toois

DS10 Manage Problems and Incidents

Control over the IT process of managing problems and incidents that satisfies the
business requirement to ensure that problems and incidents are resolved, and the
cause investigated to prevent any recurrence is enabled by a problem management
system which records and progresses ali incidents and takes into consideration

audit trails of problems and solutions

timely resolution of reported problems

escalation procedures

incident reports

accessibility of configuration information

supplier responsibilities

¢ 0o ¢ 0 ©0 0 0o

coordination with change management
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DS11 Manage Data

Control over the IT process of managing data that satisfies the business
requirement to ensure that data remains complete, accurate and valid during its input,
update and storage is enabled by an effective combination of application and general
controls over the IT operations and takes into consideration
o form design
source document controls
input, processing and output controls
media identification, movement and library management
data back-up and recovery
authentication and integrity
data ownership
data administration policies
data models and data representation standards
integration and ‘consistency across platforms

o 0o 0o 0 ¢ 0O 0 0O o0 o

legal and regulatory requirements

DS12 Manage Facilities

Control over the IT process of managing facilities that satisfies the business
requirement to provide a suitable physical surrounding which protects the IT
equipment and people against man-made and natural hazards is enabled by the
installation of suitable environmental and physical controls which are regularly
reviewed for their proper functioning and takes into consideration

o access to facilities
site identification
physical security
inspection and escalation policies
business continuity planning and crisis management
personnel health and safety
preventive maintenance policies
environmental threat protection

O 0O 0o © O 0o © 0

automated monitoring
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DS13 Manage Operations

Control over the IT process of managing operations that satisfies the business

requirement to ensure that important IT support functions are performed regularly and

in an orderly fashion is enabled by a schedule of support activities which is recorded

and cleared for the accomplishment of all activities and takes into consideration

o

o}

0

O 0O 0 0 0o O ©

operations procedure manual

stani-up process documentation
network services management
workload and personnel scheduling
shift hand-over process

system event logging

coordination with change, availability and business continuity management
preventive maintenance

service level agreements

automated operations

incident logging, tracking and escalation
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M1 Monitor the Processes

Control over the IT process of monitoring the processes that satisfies the business
requirement to ensure the achievement of the performance objectives set for the IT
processes is enabled by the definition of relevant performance indicators, the
systematic and timely reporting of performance and prompt acting upon deviations and
takes into consideration

o scorecards with performance drivers and outcome measures
customer satisfaction assessments
management reporting

knowledge base of historical performance

O 0 0 ©

external benchmarking

M2 Assess Internal Control Adequacy

Control over the IT process of assessing internal control adequacy hat satisfies the
business requirement o ensure the achievement of the internal control objectives set
for the IT processes is enabled by the commitment to monitoring internal controls,
assessing their effectiveness, and reporting on them on a regular basis and takes into
consideration

o responsibilities for internal control
ongoing internal control monitoring
benchmarks
error and exception reporting
self-assessments
management reporting

o 0 O 0O O

compliance with legal and regulatory requirements
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M3 Obtain Independent Assurance

Control over the IT process of obtaining independent assurance that satisfies the
business requirement to increase confidence and trust among the organisation,
customers, and third-party providers is enabled by independent assurance reviews
carried out at regular intervals and takes into consideration

independent certifications and accreditation

independent effectiveness evaluations |

independent assurance of compliance with laws and regulatory requirements
independent assurance of compliance with contractual commitments

third-party service provider reviews and benchmarking

performance of assurance reviews by qualified personnel

© ¢ 0 O 0 o0 0

proactive audit involvement

M4 Provide for Independent Audit

Control over the IT process of providing for independent audit that satisfies the
business requirement to increase confidence levels and benefit from best practice
advice is enabled by independent audits carried out at regular intervals and takes
into consideration

audit independence

proactive audit involvement

performance of audits by qualified personnel

clearance of findings and recommendations

follow-up activities

0O 0 0 0 0 O

impact assessments of audit recommendations {(costs, benefits and risks)
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T-Test Resuits

Tier One

t-Test: Paired Two Sample for Means

DS5 DS54
Mean 48 4.56
Variance 0.166666667 0.256666667
Observations 25 25
Pearson Correlation 0.362620334
Hypothesized Mean Difference 0
df 24
t Stat 2.295276167
P(T<=t) one-tail 0.015380154
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.030760308
t Critical two-tail 2.063898547

Tier 2

t-Test; Paired Two Sample for Means

DS4 POI
Mean 4.56 4.52
Variance 0.256666667 0.426666667
Observations 25 25
Pearson Correlation 0.216564922
Hypothesized Mean Difference 0
df 24
t Stat 0.272165527
P(T<=t) one-tail 0.393911265
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.78782253
t Critical two-tail 2.063898547
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T-Test Results

t-Test: Paired Two Sample for Means

DS4 DSii
Mean 4,56 448
Variance 0256666667 0.343333333
Observations 25 25
Pearson Correlation 0.039301042
Hypothesized Mean Difference 0
df 24
t Stat 0.526741538
P(T<=t) one-tail 0.301604019
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.603208038
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

D54 DSI2
Mean 4.56 44
Variance 0.256666667 0.333333333
Observations 25 25
Pearson Correlation 0.056980288
Hypothesized Mean Difference 0
df ' 24
t Stat 1.072240924
P(T<=t) one-tail 0.147137926
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.294275852
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

D54 Al6
Mean 4.56 436
Variance 0.256666667 0.24
Observations 25 25
Pearson Correlation 0.161164593
Hypothesized Mean Difference 0
df 24
t Stat 1.549193338
P(T<=t) one-tail 0.067211198
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.134422396
t Critical two-tail 2.063898547
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T-Test Results

t-Test; Paired Two Sample for Means

DS4 POS8
Mean 4.56 4.36
Variance 0.2566606667 0.49
Observations 25 25
Pearson Correlation 0.347774467
Hypothesized Mean Difference 0
df 24
t Stat 1.414213562
P(T<=t) one-tail 0.085070777
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.170141553
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

D54 POS
Mean 4.56 4.36
Variance (0.256666667 0.49
Observations 25 25
Pearson Correlation 0.347774467
Hypothesized Mean Difference 0
df 24
t Stat 1.414213562
P(T<=t) one-tail 0.085070777
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.170141553
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

D54 PQ5
Mean 4.56 432
Variance 0.256666667 0.31
Observations 25 25
Pearson Correlation 0.372240581
Hypothesized Mean Difference 0
df 24
L Stat 2.00932406
P(T<=t) one-tail 0.027938375
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.05587675
t Critical two-tail 2.063898547

Tier Two ends after AI6 Manage Changes
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T-Test Results

Tier 3

t-Test: Paired Two Sample for Means

PO5 Al3
Mean 4,32 4,28
Variance 0.31 0.376666667
Observations 25 25
‘Pearson Correlation 0.580411849
Hypothesized Mean
Difference 0
df 24
t Stat 0.371390676
P(T<=t) one-tail 0.356802561
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.713605122
t Critical two-tail 2.0638908547
t-Test: Paired Two Sample for Means

PO5 DS10
Mean 4,32 424
Variance 0.31 0.19
Observations 25 25
Pearson Correlation 0.357103779
Hypothesized Mean
Difference 0
df 24
t Stat 0.699854212
P(T<=t) one-tail 0.245373514
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.490747028
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

PO5 Al2
Mean 4.32 4.2
Variance 0.31 0.333333333
Observations 25 25
Pearson Correlation 0.44070447
Hypothesized Mean
Difference 0
df 24
t Stat 1
P(T<=t) one-tail 0.163643441
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.327286881
t Critical two-tail 2.063888547
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T-Test Results

t-Test: Paired Two Sample for Means

PO5

Mean

Variance
Qbservations
Pearson Correlation
Hypothesized Mean
Difference

df

t Stat

P{T <=t} one-tail

t Critical one-tail

P(T <=t} two-tail

t Critical two-tail

4.32

0.31

25
0.232435828

0

24
1.162803799
0.128170602
1.710882067
0.256341204
2.063898547

0.306666667

t-Test: Paired Two Sample for Means

PO5

Mean 4,32
Variance 0.31 0.193333333
Observations 25
Pearson Correlation 0.517402027
Hypothesized Mean

Difference 0
df 24
t Stat 2
P(T <=t) one-tail 0.028469924
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.056939847
t Critical two-tail 2.063898547

Tier 3 ends after PO4 Define the IT Organisation and Relationships
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T-Test Results

Tier 4

t-Test: Paired Two Sample for Means

Al4 PO11
Mean 412 4.08
Variance 0.193333333 0.326666667
Observations 25 25
Pearson Correlation 0.457606369
Hypothesized Mean
Difference 0
df 24
t Stat 0.371390676
P(T<=t) one-tail 0.356802561
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.713605122
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

Al4 D53
Mean 412 4.04
Variance 0.193333333 0.373333333
Observations 25 25
Pearson Correlation 0.136480208
Hypothesized Mean
Difference 0
df 24
t Stat 0.569494797
P(T<=t) one-tail 0.2871563
t Critical one-tail 1.710882067
P(T <=t} two-tail 0.5743126
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means

Al DS7
Mean 412 4
Variance 0.193333333 0.166666667
Observations 25 25
Pearson Correlation 0.232119173
Hypothesized Mean
Difference 0
df 24
t Stat 1.140703651
P(T<=t) one-tail 0.132624387
t Critical one-tail 1.710882067
P(T <=t} two-tail 0.265248774
t Critical two-tail 2.063898547
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T-Test Results

t-Test: Paired Two Sample for Means

All

Al4
Mean 412 3.92
Variance 0.193333333 0.243333333
Observations 25 25
Pearson Cerrelation 0.046104767
Hypothesized Mean
Difference 0
df 24
t Stat 1.549193338
P(T<=t) one-tail 0.067211198
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.134422396
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means
Al4 M1
Mean 412 3.8
Variance 0.193333333 0.916666667
Observations 25 25
Pearson Correlation -0.13856633
Hypothesized Mean
Ditference 0
df 24
t Stat 1.444630237
P(T<=t) one-tail 0.080745951
t Critical one-tail 1.710882067
P(T <=t) two-tail 0.161491902
t Critical two-tail 2.063898547
t-Test: Paired Two Sample for Means
Al4 DS1
Mean 412 3.76
Variance 0.193333333 1.19
Observations 25 25
Pearson Correlation 0.149413677
Hypothesized Mean
Difference 0
df 24
t Stat 1.616447718
P{T<=t) one-tail 0.05953396
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.119067919
t Critical two-tail 2.063898547
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T-Test Results

t-Test: Paired Two Sample for Means

Al4 M4
Mean 412 3.44
Variance 0.193333333 0.506666667
Observations 25 25
Pearson Correlation 0.090528044
Hypothesized Mean
Difference 0
df 24
t Stat 4.238975338
P(T<=t) one-tail 0.000143799
t Critical one-tail 1.710882067
P(T<=t) two-tail 0.000287597
t Critical two-tail 2.063898547
Tier 4 ends after DS6 Identify and Allocate Costs
Tier 5
t-Test: Paired Two Sample for Means
M4 M3
Mean 3.44 - 3.08
Variance 0.506666667 0.9
Qbservations 25 25
Pearson Correlation 0.436904874
Hypothesized Mean
Difference 0
df 24
t Stat 1.983739568
P(T<=t) one-tail 0.029418326
t Critical one-tail 1.710882067
P(T <=t} two-tail 0.058836652
t Critical two-tail 2.063898547

Tier 5 ends after M4 Provide for Independent Audit

Tier 6 contains last control objective M3 Obtain Independent Assurance
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DS5 Ensure Systems Secur:ty

'| Audit Measure

Conclusion

Has the organisatlon developed a sacurrly statamant and pnhcy?

-%  Confirm the statemant andlor policy exists is éndorsed and cnmmunlcated
¢ Conﬁrm thal the pohcyfplansfprocedures are currenl. i

Determma whelher remote access is used in the orgamsalion

4 Identify policy and procadures over the gmnllng. modifying and removal of remote accsss ] :

4 Delarmlna how the organisation cantrols this access.
¢ Confirm that remole access is regulany revlewed

Are there lonnallsed prooedures in place for the granhng, modﬂymg and removal of user access |

‘ privilages? 2

4 Aro requests for user access documamed?
‘Whatls the approval prooess for granting access? - B
 Is access removed lor usars tat have left the organlsahon? .
. How g IT staff m_adi_l aware of staff ieavérs? . - o
s removal oi system's access dene in a timaly manner? -
What are the procedures for granting and removrng amergency! temporary access‘?
Ase periodic feviews of user access cunductad?

o b b

" Are periodlc revlews conductad ol user pror Ies to ensure appropriata accass rights?

Gonfirm thet réview of usérs have been undertaken on regular basis, and all exdépﬁohs_aqtionéd.

‘ How ére u;érs Uniquely Identified to the each systam components (ie. Unlqua_-usér id and passwnrd)? -

[ Xipuaddy
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.Audit Measure

.| Conclusion

Does the agency have a pusswurd pohcy that |ncorporates lhe followlng
2,9 " Minimum and maximum length; " g :
“Special festrictions n the sattmg of passwords (|a at !east one numeric character)
* Systgm forced change - '
. History pravennng!hmdmg revse;, - -
" Lockout after number of unsuocessful anempts
System ltmeoubs

'-¢ T S

Review systam configuration and confirm that password policy has been set and th:s is oonsnstem wﬂh

Secunty pohcy and procedures

Identify whether multiple Iayers of passwords are requued for sensmve Iuncnons apphcanon ie SU to

root, Firecall etc

Are there retwork accass logs?

Are these Idgs regularly reviewad by appfbpriate staff? -

An audit tnul of aocess!actmly is re\newad daﬂy or waekty

Are there formal pohcnes in ragard to
4 Intemet uss. '
< Emailuse -
- 4 FileSharing-
How are these disseminated amongst stalf pamcularty new users?
Do slaff membérs have to agree with thess pollcle;? / '

[ xipusddy
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: DS4 Ensure Conﬂnuous Support

Audlt Measure

L Coﬂ'clUsidn" '

Verily the existance of & currant and endorsed I oonlmurty plan -

Delanmne i the key business stakeholdars hava pm\nded mpul to the onnmuny plan 3 _7"'.‘_ o

Review publication policy.egrﬁaﬁégamqﬁt‘requirad 1o appr()va'ali Internet gdn!é.n).' s RS

: _Evaluata how the a agency ensures the backupfarmmng has oomplated con'eclly {eg Ara lapes -

readab!a?)

| Does the agenéy periodically check data mantaired 1o ansurs intsigrity and éomechnéss? - "

Reviaw and evaluate slaﬁdard backup and armMng procedures

‘ For each system what types of baekups are pertormacl (Gons}der ffequemy. cycla and rutation)? '

Are mase backups performed in accordance with the predetarmined backup schedule? -
Are the backups’armwes stored in appmpnately secure, on-srta and oﬂ-snte Iocanons?

| Detérmire if media at off-5ite location ara matched to ppririals media management éystém -

[ Xpusddy
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"‘ "DS11 Manage Data

Audit Measure

~ | Conclusion -~

For a selected samplo of souTce 'documents consrstency is evident with respect to staled procedures -

timety.

- relalrng to quﬂlor_rsahon, approval, ac_eu_racy, oompletenees and recelpt by da!e entr_y end data eu‘lr_y is |-

Audit trarls are prevrded to lecmme the traclng of transacuon precessmg and the reoencilrauon of _' .'- .

'd:srupted data

E_rror hendling procedures:'end actions con‘rply_wim esteblished policies and controls... '

Output raports are secured awaiting drstnbu‘bon. as weII as those already drstributed to users |n,' e

complrance with established procedures and onntrole. o

Disposéd sensﬂi\re_hforrriaﬁon procedures e.nd actions comply with eslabﬁshed eolkies and oontro!e, “ Lo

o,

Media storage sites are physically secure and inventory current. )

‘Adequate protechone ansure 1nlegnty conﬁdentlarrty and non- repudrahon of sensmve messeges; )

transmitied over the tntemet or eny other publrc nelwork '

'fha risk of misaddressing messages (by letter, fax or e-mail) s milrga{ed by épbr'ppriale proéedures.

Contm!s thai are nomally. epplied to a specific transaction or proces such as taxing o eutematic .

telephone message answenng, also apply to computer systems that euppon Irensacﬁun ar proceee
b (e g fax seflware ona personal oomputar) : ’ ‘

FXpuaddy
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'| Audit Measure

obi;ih a ocp{r of badxup.and archwmg pohcy and pmdqdures.‘ o

Conclusion = -

’ Determine what trainmg has baen provnded fo operahons slaﬂ wrlh regald to bad(uplard'nivmg and _
- | restore procedures? : . . : . _

Determine if the baekup and rastora pmcedures bean documanled suﬂ'denﬁy to allow someone other .: :
than the primary i resaurce to perform the niecessary lasks - : SRR '

s tesl data prutacted and contm!led
L mimmlsa usaofpe;sona! infon'nation for test purposes
) '+ Hused the data should be depggsonaﬂsad b_efure use

Striél édnlrols in place over aqces# 10 a programs Saurce Iib'rar‘y.: :

Da!a secunty Iuncllon

"4 'The flmcfmn ] stnﬂed with suﬂiclent persunnel oi appropnate expemse and ex.perienoe ¥
Usar and group pmrles should ba defined to reflect CIS and user depanment orgamsallon : . B

ensumg Ihat appropnate segregauon of duties is mamtainad s
4 me le attribules and spaclal authorities should reﬂact users’ business funclmns F

Aocass o on-line editors which have capablhtles to replacelmodlfy file contents intemal stnraga araas '

or programs is limited through access control soltware o secunty proﬁ]ss to system admmis‘h’ator or
other authonsad personnel . ) e .

Audlt trail of all changes is kept. _

Direct editing Is approved and fully documented.

Audit tralls of changes to transaction files and mastor files are kept.

[ Xipuaddy
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DS12 Manage Fac:lities ,
Audit Measure L

. Tha bulldlng i$ locked down ovemlght (outsrda of, busmess hours)

| Conclusion .

Buikling visitors are monitored by réceptiqh and sécurity. R "

-hestrict_iohlbeyond the tacépﬁp'r{'a'rea i:;_rés'irié!érj\jialock's(l.a. pr_ogyca;gs).:"," FIRPAARY

Actess 6z;isida of business hbi_:rs'reayir_eé approbﬁatg privileges qp&n ;iroxj_ cards S

' ‘fJIdeolsenslé;r monitb:réiﬁ place tI_'lrougﬁbufﬂla building

| Adequate pmcadures atein place for pro'ndmg and tsrmmahng staﬂ membars physncal access. N

: The server o0m Is physncally locked (| e. proxy cards) _
‘Accassto the room is festricted to relevant staff (i.e. IT Staff Only) S
| Adéquate procedures are in place for providing and termmahng staff membars physu:ﬂl access _' e
- Video camera's monitor the antry pomts to ﬂ1e server room.
. The room |s within sxght of IT staff '

No other am risks (windows etc)

Is “‘3’9 a signing in l'i'ft‘c'!?dLIre for visitors énlsﬂn'g the computer facilities? LT

" | Ave reviews conducted of the visitor registraiion log book? .

FXpusddy
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'-‘Audit Measure

.| Is Ihere a Iong term plan fur the facslmes reqmrad to support the agsncy’s oomputmg environmant?

-Conclusion

Are perbdlc raview uf a0Cess prlwlaqes and profilas conducted?

' Adequate ﬂre davices o place

R mCondrbonthnlt : T
'_'Hummyrremperature monitors : oy

) _ﬁra/smoke AIarmsISensors .

Y. FlraExhnguxshers ‘ 'j ":'-

 ¢ :+_ ¢‘f

‘ Temperalure and humadrty is control]sd and monltored {I 8. air cundmonsr umt. vesda system)

- ls the servar foom adequatery bcated? Gonsnder o

D% quher busme&n operalions nearby

* Areas prons to natura! dlsastar R
- The type.of business conducted that may pose nsk of larronsm '_‘ S

‘~¢- --&.4

Neamy water nsks (l 8. runnlng waler plpes etc)

: 'Appropnala ﬂoors ant! stam -

' qués ar__q‘ali racked and raised: .

All components oi'mq_cor_nhiunlcaﬁon network under the organization control é'rép‘phys!c@ny secured N

@propriale back-up or altemative routing tor key eléments in édmmuni;':albhs networks exists, - 7

[ Xipusddy
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Audit Measure

1 Access to terminals which may hiave hetwork master terminal status Is restricted. e

~. | Conclusion. -~

.Aliboxe_sléélureUPS. ' DT
| UPS are regulady tested. ~ - - - R '
.| Appropriate shutdown & battery time. © -

FXIpUsddy
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_PO1 Define a Strategic lnformation Technology Plan

K ;_Audlt Measure

- M'mmes from IT piqnhlng's_laering committes meetings reflect the planning process. .

) Conclus_lOn_.' s

* [ Felevant IT nitiatives ara iluded in the 1T ong- and short- range plans (Le., hardware changes, |

capaclly plannlng. information archnecture new system devalopmant or pmcurement, dlsaslar
reoovery planning. nstallation ol new processhg plaifonns etc) Coo :

i inﬁfatwes support the long- and shun-range p!ans and considar requnrements for rasaarch tralmng, |

staﬂ"mg. IaclIi‘l[es hardwaraandsoﬂware o

e Y LRIV . . T RN T - e

Consideration has baen given to optimising cdrrel_‘n! and Iumré IT Investments. § L

'-:;: |T Inng and shon—ranga plans ara conSIstent wllh Ihe organIsatlon 8 Iong- and short-range plans and

organisanon requtrements

Plans have been changed to reflect charging condiions. o o

TN

Sl lqﬁgirgnge plar_aé are périodica_[ly translated into shor_l-rénge plans.” . h

) Tasks'e_ﬁst to implement the plans.

[ Xipuaddy
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'.POB Ensure Complrance wrth External Reqwrements

Audit Measure

Extamal requlrements reviews are: , : _
. 4.7 current, complete and oomprehenswe wrlh respect to legal go\remmem and regulalnry
issues. . - ‘ : R
' ¢_ resu!t in promp! correctrve actron

. Conclus’ion Lo

Rawews ol safety and heeﬂh are undertaken within the IT functlon to ensure complrance wrth extemal

requrrements R R : . T )
<> Problem areas whlch do nol oomply wr!h the saIety and heatth standards are rect:f ed

| 1 comiptiance with the documented privacy and secrity policies and procédures.‘:{-_,

' specrf ed ) orgamsabonal polrcles and procedures S

'Exustmg oontrects with electromc oommeroe tradlng partnars adaquately address the reqwremeots

B

Exlstmg |nsuranoe contracls adequalely address the requrrements specrf ed |n orgemsatronal pollcms .
and procedures _' :

Actual EDl processes being deployed by the organisahon ensure oomphsnce wnh orgamsanonal
' polrc:es and procedures and compllance with the individual electromc commeroe tradlng partner : ’

contracts (and the EDI vendor oontract |f applrcable)

I Xipuaddy
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_Al6 Manage Cha_nges

Audit Measure

For asample of changes, the ldllowmg have bean approved by management: "
request for change ) ‘ . IR,
'specrlncatlonofdmngé S ST .o
aoces!osource programme . ' - ' L
progrlmmer wmp!atlon of change

. request to move source into test environment -
complation of acceptance testing :
request for compulahon and move into producuon L

PRI ¢_¢-' ¢ e

overaﬂ and specific security |mpact has bean detarmmed and accepted o
T dlstn'butlon process has been developed AL

' .Cbnclu'siron-

[Foviewol change Gontrol documentation for. incluslon o ,

.-date of requested change ’

-

: person(s) requasting o

."‘..approved for change requesl W .

approval of change made — IT function . a
approval of changs méde — ugers.

documentation update date - : -

_'Vmovedatélm productmn v

. quality assuranca s:gn-oﬁ ol change

' é" v {-{j Py ;{} ¢

. aoceptanca by operahons

Analysa types of changes made Io system Ior Identifi caﬂon ol trends:'-_

Evaluale adequacy oI I Ilbranes and determma the existence of base fine code Ieve!s to prevent erro:

-1 regression., .

Code check-in and check-out procedures for changes ex_iét.‘_j '

[ xipusddy
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Audit Measure N

no changes mads not o log..

_ : Conclusion
Change control log ensures all changes on log were rasulved to user satlsfaction and that there were R

Usérs are aware and underétand negd for fol_'mél change controf procadures

[FYpUaddy
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Appendix K ' Collated audit responses

Appendix K - Collated Audit Responses
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Collated audit responses

'Audlt Measure T

N

o

-}

'Does the agency have a password policy that Inoorporatas the fotlowlng B

< Minimum and maximum length; . .
Specuat restrictions n the settmg of passwords {ia at Ieast ong numeric character)
System forced change ) ) ’
Hlstory preventlngﬂlmltmg reuse; .

Lockout alter number of unsuccessful attampts

'-,¢ $ e >

System tlmeouts

;mmm Endorsadpoly | |
on length, system forcad change, history -

. | preventing/limiting reuse; lockout, time out | -

ALncomeratsd, poloy s pr:af sy | 3 |

. | policy

Sepmw.irphmntaﬁnnhpmasg

Pofcy, boking ito pass phrases, imit - |-

reuss of last password, gl others .
| Incorporstad o

No restrictions on characte’s, sysem - |- |-

times out to password locked screen
‘| saver, all other aspects ncluded”

Techinkcally have policy, tima out In

password lockat: scresnsaver, al ohar |~ |

Time outto locked screen saver, FMIS. |

does not force change but scheduisd asa. | @ | ¢

msk.altmraspecummd;‘ .

Noapeda!rastzmmrm—e.um

") charactors, ofher espects included in
_"t‘tartworkpamds.‘ o NE

Raview system oonnguratzon and oonﬁrm that password pohcy has been sat and thrs ] consustant mth

Secunty pullcy and procadures

Security
polcy
references
phw poficy

Considerad
Consistent

Securty
pocy doss

not cover,
rainng kssue

No securly .
Lanid

Id_entﬂy wh_ether _mulnpta Ipy_qrs of pasgwo:’ds are reguired lp; sensitive functions apptipattt_:n ' S

Handied by | Partol -

- pokcy

systems

- | Nosecuty | ABincorporaed, poiicy scceped < .

| pobey

| winbe

No’

| consistent | locked screensavers. L

| Yes, .

. | Considered
Consistent

Ars thare network accesslogs? = L .

In soma
a - .:" .. )

o Yes | .

Yes

.| admis

sefver

Yas K

Tedlp
" {active. :
| directory

Yes

| Extema)- | Toaccess

-taceass . HA and
Finance

oy

| muttipls

Yes

{entycr

INe

es

ir

Y

" {no8.

Jyee

H

|

Are these Id_gis regularly r'eviewétt by appropriate staff?

Only on ’
detection of
prblem -

rotsts

Reviowad on

An a'udit trail of aocess!ahtivlty is raviewtad daily or ﬁeetd_y. S

as needed

vt [ PR IR

L HA. T security - |. )

1 fx ety

No -

Onlynetwork |- Thise reviaws .

logs raviewed | por year

Onlyon -
detection of

“ | on trust

| bally ©

* | raviawad on
Gallaction of
‘| problem

Accass logs,

Log montiorhng | Though hep

sysiem, review | desk, dutias

on exception

1 ves

h {

et -

Are there formal pollcles in regard to
i By Internatuse

Appendix K

~> Email usa S

"4 FieShaing ... - .
How are these disseminated amongst staff partlcutarty ngw users? .
Do staff members have to agree with these policies? o

‘| access controlled thu HA. Given Jincident’ -~ |asne

e-mail. No P2P fle share sarver: .| Review on
: | out on induction, formal sign of.

| No fle sharng, policies .

‘| disseminatad at induction, formai | users, HR, IT
| signoff required. |

Yas,ﬁbshar:ng'onsewar.ml;' S

.| P2P: Circutated to all staff on
Induction, no formal signef!t -

Fomnal po&:ba.. Cammunicatad .

through Intrenst and inductions,

sign contract but noton these |

active directory. Discussad with - | problem Rely -
new users, no formai sign off |

informet & e-mall policies, file
{ share server managed thiy

coples issued, formally sign off -
o startng

'} Formal poficies on af; hard

Formal policias in sacurly poficy,
issued at indugticn, slso in

screen on logh, fomat sgnoff |

'| centralisad repoattory, splash

| Accepiable usa of IT - intemat |-

and e-mail, file sharingon - -
servers oaly, Sign off on security

policy on first day & any changes

Fomal polcies, commericatad '
at corpareta induction, and more | No

it eppropriate, no formal sign off

-171 -



- DSA4 Ensure Contmuous sUPpo rt IR

| Audit Measure U

“Varify the emstance of a current and endorsed IT. oontmurty plan, : :
Determme i the kay business stakeholders have pmwded input to the oontmurty plan

Collated audit responses

| He\}i_giw ﬁublicaﬂon pblicy! eg managémant rec';uired' fo appmve_éll Infernei c'or_ttenl." -

“Evaluate how the agency ensures the backup/archwmg has completed oorrectry (eg Are tapes o
readable?) - - "

* Does the agency periodically check dala maintained to ensure Intégﬁ‘ti éhdtéo_'rreéﬁ!ég_s‘? S

Review and evaliate standard bapkdp’hnd _ér_éhiﬁin@ﬁbcédt@reé' R

‘For each system ‘what types of backups are performed {ConSIder !requency cycle and rolalmn)? .
Are lhase backups performed in- accordance with the predelennined backup schedule?” ) R

-
[ ]
| = .
T
1 NoBCP;no ORP, {2 .

to consider these . | .

key staiehoider | |

Corporate Afeirs | input.

| stakehoider input .

" | planisreviewed -
BCP&DRP, D
meview, nolnput. |
butcanreview | ¢
-| BCP & DRP, no
stakshoidar input -
WORP - -

,Yas.ancahnttmd. 17
‘| mestings atwhich <[ | . .

'| systams; DAPin - ‘ U

BCPforsome e

- | intamnittent resioca

| stakehokders - ||+

procedure notan- | meeting 2110/05

-1 1T rols: -

pofcy, done twu | contrector. DRP IR
ExtemaBy hosted; | Gontinuity pian,

No intamal poicy, { BCP i be drmwn
- single point in org. | place.

" | intagrty eheicks on | Recover on some | follow govemment | up - extornal

Contert .
- | Policy exists, 2
' | people only can

publish .

Coveradby =

" | Markating Unit

. Runction
Y. | Handlodty
* | Corporate -
moathly; run back | system, replacing
. . m E

Logchecks, .
random resiare, &
mortth test of DAP

cadly, 3 monh

rotation of

“| uss of convrersiat | Eerattom
‘| Coverad by peicy,

|| tapes, adhoe
|Cleanandre-
primary Systorms, | fension tapes sk | management’ .
. rostoms
.| Tostadin 8
.| monthly test,

-172 -

business ownars | tapes
mmw;mndan morthly candom | managed b
Line of Bushecs Logscm'd(ed.

auth. sysiam

asponiel e

practica, others,

Routie, .
databases
responshilty of-
restoes

apps good

. | Mostaranot -_ _
Yes

. monthly reports - ¢

| Domain controler. Yes—ru'ring'
| archiving. ongolng -

| Aaperpoley™
Data backed up,
to diisc & tape;

) Asperpolicy
Asper poliey

| As per poiicy -
As per poficy

oft st locations | Sacurty poicy
10am, 12 & 5pm, |

schedulo, secum | systoms
‘| OWMQ, accordng | Incusdedln
to schedule, on & | Information

. | OWM, excaptions - |-+

Aspsrpoicy, .
offsits, in Up safes
for shared network

| Backup as per -
schdulo,
epproprigte  ©
| DWM stoved,
accordng 1o
- | schedule, tapes
‘| v, as per .

.| schadula, onsits up
[ 101 week, then to
Resarve Bank
Oracla sorver
‘vemight and -
waakand

files, stored
- | appropriataly

‘| DM on soms,

: | stored offsta. .

| Arethe backyps'ard\ms stored_ in appropriately secure_ on-site and off-sita, Ipcat_:pns?_l N ) . y

Appendix K

* Datermine if media &l off-site Idt_:ﬁtidh are mz_al&tad to appropriate mediﬁ managemant systen - '

'} storage

* | DWM on some, on- | Varies across

- | Fireproot safe

: Yes..
‘ jfes' '
. ves



DS11 Manage Data

| Audit Measure . =

For a selacted sample of source documents consistancy is avident with fespect o stated prooeduras

relating to authorisation, appmval eccuracy, completeness and receipt by data enhy and dala entry is |

timely.

Managedat | | - e

| Yes. T hasno

- Feccass iofames | w | - -

Sagreqation of

ot considared .

| soqragasnct | _

| segrogatint |

Segregationof |

dutiss in ortical | e |

Collated audit responses

Audn trails are prowded to Iacifrtate the Imcmg of transachon pmcﬁs ng and ths reoonul:ation ol

foview by | - business unit
{SysAdmns. | lvel -

application | duties wihin

.| Done atan | Segregation of - -

| vl bert ot | practical

- 'talephune massage answermg also apply to oompuiar systams that suppon transaction of process
| (e g ta.x sottware ona personal computer) :

. A tax gatoway is
| provided try thm.

“{ by business unfls -

| vea

Faxing thru single
| peint, copled to

| director, checis every
(15 mnges

- | Not consigamd -

- | Tiptar controtson ™ -

| theea lasks

Yes:

| vas

‘Not considansd
. | apphcable

i §§§ R E% 88| s | 3 | & |BE3S
_Errorhandllng.procec.!urésan'd.a'cﬂon_s compljr'vfi.m astaﬁlis_hgd pdilé:l'aé andcontrol& ; SRR E ; f" ; o F _ 8 R S , I g ’3; N i - s
_ - géﬁ“gi_. 2% | g L8 1§ HIANEW
Ouipm reports are secured awamng dzstn’butron as wall as thosa alfeady dlshributed to users in B I ‘T 5 ﬁ%‘ T Be ) h F
[ ————— i NN RARDN
Di;posedsensﬂfvp Info_rmgﬂon p_roci_;dures énd achonscmnp?yvnmestabllshedpoﬁcles a;ﬁ @mqs:‘ :gg a E I 7 . 5 g E . E R R |
T e Bed '55;5 ".é-_.ggg? ;EE- g -8 | &g | =
Mediai_'stdra-ée.iilllés;uaphyéléélly'é-ecuraﬂ_and.invéhtow'cufréﬁl. S EE L o . A - L ; '
- -] ] L= - - & .
! ‘ ' | §%§ ..85_‘ i1l 3555 gﬁgg - £ [ 2
Adequala proiectnns ‘ensure lntegrﬂy coniidenual:ty and non repucfat:on of sensﬂzve messages g o N ] = ¥ Bk -
lransmlrledovermeIntemeloranyomerpubllcnemork ST N ?"l’gg ? ) ‘.ﬁ -ESE gﬁ -
- A N Eggg so [ B |geE | s H §2 :
: -k fg . ;é mgﬁﬁ g . B 2§ 3 . 2
R B ST E e LB e | = s
Tha'riskof'mi?@ddressmgméss,a_ggs(byleuer.fgxore—m_a_il)Bmiﬁgﬂtgdhyappmpﬁaléprdpeduresf' _ gg_’é o _ %EE a £ | % g % 3 o
L . ST | 1 | | E-.ﬁg-gﬁ sgﬁ 333 i ig. ig -
: I : ‘ wigﬁ-'g £ g 85 guog = EE- 5 - £
Contro!s that are nmma[ry appllsdloaspeclﬁc transactlon or process such as faJung or automam g ECEE j - - : -
g %
§ g

Appendix K

| Not throwgh T - ",
| department
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Collated audit responses

Audlt Measure

-

Obten & opy ofbackup and arcthQ poly are procedures T

o |

Done - -

i -m.

| trenng )

Appendix K

| i IREE 2 :
Determinewhatlrammg hasbeen provldedtooperatlonsstaﬁmmregardtobackuplarchmngmd .ga: L B Eg : N 8 Ki
en— - C G H BB R g5 R
s ’ = § - & E g & [ - SE = =
Detarmina if the backup and restore proceduras been documented suiﬁqentfytoallew someone other 1. R 'E E il E e- i -:::" o K - _
. e 1 : .
thanthapnmarleresourcetopedonnmanecessamasks # . EE, 852 3 8| 8 L 8 2 - )
Is test data profected and contralled: - o AEEEN g : '-gg. i E SO S g
4 mlnimlse useofparsonalhfonnaﬂonlortesl purposes ' gé J&g gg e §§ %E}?g %8 g ggz_ gg - E . gg
> 7ifusadthe_datasmuldbedepgrsonallsgdbeloreusa. . _ ggg ) §§ 1 5% ggé_g Egg 5.§§' 3 3 g 5
Strict contrals in p'!fa'_ce_ovargaccssé@oaprograms source lirary. N gg % g?g gg%g B | | | gg
e C|8s85|ERes|siEE 8 | s | s | s | = i
Daiasawntylunctm . . g Y ) o L BN ' : T
"4 The function is stalted with sufﬁctenl parsonne! of appropriate expemse and experience TR f§§§ g g% 1
User and group prof]es should ba dsfined to reflect CIS and user depanmenlorgamsahon . E— | Eg 8 L
ensurtng that appmpnata segrngatbn ofdutwsnsmamtamed : E’ ' gg E ‘ _ : Eg . } .
S Prol'le attnbutes and special aumontles should raflec! users busmess funcllons : ;EE' , ggg s _ g ‘ %a 8 8 8 §
1 Access to on-ine editors which have capabiities to replaca/madily fils confents, mtemalslorageareas 1.°; Bl gel| vs. | 'Eg . Ba | 5® B U S
| ar programs Is limiled through auoessoontrolsoftwareorsacumyproﬁlastosystemadmimstraloror . E E : g% ggg § 5 % i Egg SE B |
other authorised personnal 3 | E§5 | & z _ § 2| BR& | 4 gg 28 |3 ﬁ'g
Audntrallofaltchqngqslskepl. T - -ﬁﬁg . 8§ ¥ Rt
e £988) s | = | s |%%%%|s7y |8Bge| s |8i%
R R I S R . ' 3 | ® )
Direct editing is approved and fully documented. * . _ gag B - gg ESEQ %5 o gg ot Eg
| L e e e . |p8EE|- 3 | ¥H% |Bx3¥F| BEH | B .| % £ | 2§
. : i _ . - L o TR . R
At trafs of changes to transaction files and mester files are kept. - -7~ ™ -g‘”- Eggg . . 3% Exﬁ 1. § 'E
: ' ' o 'Eé% $§28| 8| 8 §§E ‘ﬁ--:.g'ég 2 2z
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"DS12 Manage Facilities ‘ '

u.«

. [Audit Measure

The -bu"dmg Is locked down overmight (outside of buaineg;s hours) ST

| Yes -

Yes'

Yes

A vas

" Yes

clYes

. | Yes

Bhll_qiﬁg '\_ris.itors are monltored by r'ac.epiioh and secunty

Yes

Yes

Collated audit responses

i b b sl e e ks O oy,

Yea

‘YG.‘!

| Yes -

| Yes

Yos.

' Accass outside of businass hours fequiras appropriata privilages upon proxycards. L. ¢ .

| fioke & dongie :
.-.| coding annuel | Yes
reviaw. |

| iy progress 1 ves .

ves |

Yes

{ves-bt |
accecs fom
home

b hots only -

ooyl
{months -

Vidam’s_ehsor monitors in place ﬂlarbughout the WiMng o o

Yoo

Jves

mamed | yos - g kay ::‘mvd""'“}.‘j Yes |Yes |

No-

Y sensare~

vidao belng

Yes

. Nn,\Iridaom..; Yag-oxec -

stroet acoess | area accessin | Yes k

R

| Yes -

| inpublie
" | arcas only

lacations

" videoinsome | Yes

'Adeqqata procedures arain piécé for _ﬁ:qv‘gdlng and taimlhatlng_ éfaﬁ mémb’grs’ physlca!accass - o

| ThroughHRAfor ©f - B
elocronic & i

Yes < -

Yes .-

Yes T

Yes .

¥i

.| Yes

‘ The server room is phwcally Iockad (1 2. proxy cards}
'Acoess to the room is resmctad 10 relevant staff (i.e; IT Staft Only) S
Adequate procedures ara m placa for providing and terminating staﬁ membera physx:a! access EEE

Video camera s monitor lhe entry pomts to the BBIVET foom.

L TharoomlswtmlnsuhtolITstaE o
* | No other a@cassrisks(w!ndaws 55;;:).

- Mrmm.mmwm.‘ -
| approvad by RE - procedres for provision & -

] fermialion, video monitoring of access & inemal, moapﬂmbr’-*‘i )
. | sttuated in sight of IT staff no access risks :

*| Sarver room lockad, access rastrictad b IT staf, -

¥idoo monitorng of entry points, in sight of IT
staft, no accoss risks

staff, procedures for provision & termination of

| staff, window - koks over read of sita, lockad - -

| acoass, no vider rmanitoring, not in sight of IT .| ¥

| Sanver room locked, accass mstrictad,

.1 no video mondttring yet, room in sight of IT staff, -
-1 mo ather acoass risks :

Server room iocked, actess resticed,

no video monloring, in sight of organisation
sacratiry, no access s T

Server mom locked, aecess esticled,
procadures for provision & wmination of access, -

| no videa montinring, motion datecior inside active

after hours, in sight of IT staff, no access sks -+

| procadures for provision & tarmination of acoess, |

no gthar accass risks

| no other acoass risks

:| procadures for provision & tarmination of eccess,

118 threa_téi'gnina in prucec:iure fqr'\_rl'slto_rsﬁe.mtlerirl.ﬁ'.lt—l‘e'b@iﬁpulefl!éciliﬁéS‘?”‘f' LA T

-, | procedurss i provision & tamiination of accass, -ThiouthH-

.‘Semwmmbdmd.mssrawmnMI i el

.} be acc.

+ | procedeures for provision & termination of access,

No

Buildng

faciities | mvidaon‘mhinmame_ss,_hmmﬁ_mﬂ.‘ :

o3,

| procedures for provision & tsrmingtion of access, o
faciities | o video monitoring an accass, in sight of IT staff,

na video monitonng on access, moton deteciors,
" in sight of IT staff, has windows with securtty grille

Are teviews conducted of the visilor registraion logbook? <5 .

Yes &
> -] eanver
room

- I No ..

No

Ll No,- . .

- | ony

.| Bulding | Server room locked, access mstrictsd,

| yes, .

'No'_

Appendix K

S i

ey
- . | secenity | must

oy

| froat.

. |enty
~{unsure |- .

1 Not
- ) applc. .

‘ Not ex.or pmmdmhrpmism&mtmmnduvxm‘s.;

- | applic. | pass

Nt

Mot
. applic.

“INo

. No.‘
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Collated audit responses

-Audlt Measure

-—h

Nf-

Is thera a Iong term plan for the facllmes requlred to suppon the agancy‘s oompullng envnrunment? _' ’

Yos, mview | -

Are perlodlc revlew of access pmnlegas and prof Ies oonducted?

| Yes - about.
*|obe
‘[ expanded

)'BG: .

Mo

Yes

Iintescr | o |

morithy

2| Yes as pant

network | of other -

M

Weved

Adsqua!e nre devices in place: " -
<+ Aerondmonmg Unit :

¢ Humidity/ Temperature monltors o
<4 Fire/Smoks A!armslSensqrs

4 Fire Eminguisl;érs' o

| Atr con, humicitytemp with
atarm, fire/smole alarms,

, fYes-

1o fir extinguishing facity |
| A con, rmicaytenp

monitors, freSmoka

alamsfsensors, fre |
| extinguishers L

" | Air con, tamperaturs
© | tra extnguishers

Air con, humidltyAemp
- | monttors, fre/smoke

- - | Ongoing Yas‘

.| extinguishers .

| hurmicityfemp montors,

| aircon 22,00

| No

multi zone alamms/sensors, | Every 3

fire extinguishars at all
antry/exit points ’
-+ | Alr con, humidity/temp

* | elarms/sensars, fre

Alr con x 2, vesda system,

extnquishers -

| Air con, buidityenp

monitors, vesda system,

firo extinguishers. .

Tempqrature and humidity i controlled and m'on'f!ored {Le. air.&;nditi'onér unil, vesda system).

Yes - vesda
system with

Yes wih SMS 10
mobleon
ncident -

Vesda systemn | monitors, vesda systsm,

Yes with akr con,

¥i

Yes

T

lsthe s sarver robm adequatary located?” Coﬁslder T
<> 01herbusmess operat:ons nearby .
‘ & Areaspronatonaluraldlsastar S

e Thelypeoibusmessconductad thatmayposeriskollanonsm BRI PRSI

-9- Neatby water risks (l 8. runnlng water pipes etc}

‘| Sharad buliding, othar govt

prone, no wator sk, not - [

| organisations, not disaster

No other businesses, not .| -

prone to disaster, business { .,

may be temorist target,

urfloodable

Na othef businasses, not | - -
prona to disaster, no
termorism risk, no watar

risks

" | Shared bufiding, ather govt

- | morism target,no neatty

{ disaster, no tomorism risk, .

na nearby waiar risk-

atcess, notprons to

Shared ufiding, not prone

tn natural disaster, not

walar risk

No other businesses, not

watsr risk

Appropriate ﬂ@bfs—anti stale. . .

- | Shared bubiding, other - |-

| staticmatting - | disaslar prong, no water *

| risi Pnaarty tarrorsm risk

considaration -

consideration— "

static not

- | No other busiesses, not . R

- | prona to disastar, not

Yes

- | Shared buliding, no public

" [ water sk

Yes

.| terrorism risk, no nearby et

Yes

Consi - e

appropriata ~no . | prone fo disaster, not

" | errorism trget nonearty | 7% T

Boxes e all racked andralsed. .. .

4
raised

Racked | No special .

14

14

matting, on
upper flooe -

“‘A:I_l 'c‘dmpc.aﬁéﬁtsi of tha oommumcanon ﬁetﬁéfk undef the Orgéhiiéiién -ct;_nlf.o!-ajr.a ‘pﬁy-s_it::al-.ly- secured B

- | raisad | om upper fioor .

A

Yog:

Yos

| mised | on upper floor
" | Racked | Rubber mattng,

Yos

&

. | Rackad

8

Yoy

"r;bed‘

Apprbpriale back'-up' or aIlemaWe rbullng lnr'icay elements :in cqmmunlcations'natm:ks exlé't's.. B

A Yes -

Yes: .

1 Yes

Locally yos, wida Yoo |&

|Yes

Appendix K

" | Outto tender for |-
| IMB, WANsingls .

Sk e ) :
. |Networking Tas | . .

Yes

.Yaa. .

i Héve & plan o

. .jamea,no -

Yes )
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Appendix K Collated audit responses

"paise) Ayejnbal e Sdn
" "Gdf e1MBey s8x0q |y .

~Sinseayy NpNY

\

:‘.éu.l!;: K:_a;;éq B umopinys eyeudoiday’ |

v

pajoisa 8 SnjEs jEup) Ja;s'gl.ii MIOMISU BAEY Kew gy sieunwa o) ssea0y

[ 8 production boxas hiave | 5 -t o[ ]
f -~ | Physical access " | - '
. [ uPS. oogoing montorng || Jlc e S |
* | & alerting, shutdown & .
| st schoae - . | PASO

UPS on artical machines, | Not-considered -

‘[-UPSonallboxes, . - [Sunserver
G| eguadyiestsd | console;in
| Shutdown & battsry tine | computar rom,
not elevant - generaky | password req.
‘UPSonalboxes,” ;.| T o |
sppropiias stumown g | P, |

“JUPS enaliboxes, ©- | No-requre Y. -
| management oRQoNY, systems admin |
appropricts shuidown & | privilage
battery © | aogess
UPSonalboxes, . | Restrictadto
reguiarly tested, have - ;| those who can
| approprizte shitdown & BOoESS sarver
*| UPS on adt boxas, ested | Restrictad to - '
3 monthly, ongoing thosa whocan ~
monitoring, 12 hours - | access server |
| battary tima ~foem
UPS on all boxes, ‘| Restrictad to
.| regutarly testad, have thase who can
.| apprepriate shutdown access server
~|batery -~ jroom -
UPS on a boxes, reguiarly .
tested, monitos ongoing, ;
1 & battary, genarator
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PO1 Deﬁne a Strateg:c Informat:on Technology Plan o
‘Audlt Measure - L

m‘.

Mir!utegs fro[n I1" planningisteering corﬁhlgtae meetings reflect the p!annihg' process,

info.Mmt”
Steering
Commitiee

| miuted .-

| 15 Stoertng

| weekly, minutad
{T-planning
committes,
minuted’

Yes

-Fle!avant IT initiatives are included in the iT long- and short: range plahs {ie., hardware changes, " -~

Collated audit responses

Vcapaclty plannlng, :nformallon archrtaclure, new system davelopment or procuremenl, dlsaster

alacy. or dov, - | minuted

recovery p!annlng, Installation of new processlng plaﬂorms, efc. )

| montly

‘| plen run 6

-| Comm, Meat &
.| meets, minuted

No

| Yes-1T
Yas -
't Yes

| sraogcpnd |Yes

'| request for fundis

1'Sotof =not - | .

. | documentad thi | .. B

| recant 200344 -

-} Yes

Asnéedeaby | wée maragerss | |
2ppl. Determined | director meetng | =

“IT initiatives supporl the long and short- ranga plans and consmder requuraments for rasearch lrainlng,
' staling, Iacllmes hardwara and software. - '

monthly

Pmioubaaad"

J|plannmb

businass

Yes

Yes oo g
Yeos

| Clossly lnked 1o | Yes-most

Consideration has bisen given to opfimising curient dnd future [T investments,. -+ *

Yesl

Yes~
|info& KM 35
years, [T nat
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‘| sourcs

"] Branch busiess | Branch bushness | Branch businss

planmné.

I Iong and short-ranga plans are consnstem wﬂh the orgamsauon s Iong- and shor! range plans and : a8
orgamsatlon requtramants L . i L T E g

I the nature of .*| Witin budget

| whatisdone . [ contrsvaints |

Yas-mm4
| o

" Aososay " .
I r—
{ oons. possile |
Statgl plan 3 :

ves |y

1T plan pantof .
| Very aligned with o
1o bushess

Yes' -
plan -
‘Yéﬁ‘ ‘
Yes..'.

Plans hava been changad 10 refloct chan'ging"cdnqiﬁqns. i

| detatod focus . | ABged”” -
tioyoar -

Hescsoomy | 7

|ves -

Yes © -

Yes andnp’ &

-
o
e

IT long-fange pians a_fe périt;idicé_lly h'éhglated into short-range p'lans‘ R

v
Yes ..

Yes i -
Yes

endix K

Tasks exist to implement the plang. =+ ©

A

| A v

- Yes -

. ME:EH!.-:l '

Aves e
Y -

< Yes -
- Yes .
res . e



Collated audit responses

endix K

A

POB Ensure Compliance w:th External Requrrements
Audit Measure. »

-]

‘Extamal raquuremunts reviews are;”

4 current, complete and ccmprehenstve wnh respect to legal, govemment and regulatory
tSSUBS "
¢ result in prompt correcﬁve actipn.

Nota function of MB. |- |

sacurity. Hava logal
{advsor. - -

Yes -

Yas

raview

and extermnal audit

contiedby’ |
G inlastimemal | ~.

Yes
KPM
audit

.whenmwirad‘_

No.

Rewews of safaly and health are undenaken wrthtn the IT tuncllon to ensure oompllance wrth extemal
' raquiraments ‘ - ' : .
¢ Problem areas whlch do ot compty wrth the safety and heatth standards are recuﬁed ’

OHS committae meet -

Toquiation

OHS - spot auds,

needod

neadod

Yes, caractve action | Yes, cormctive action

Ongoing witin OHS,

i c_:ompllanc‘awnh tha dodu.m_ent_éd privacy End security pollg!_ag'and prbcérl_t_ires: .A_—.:‘

———TT

| 34 times a year,
2| promgpt comection of
*| problem areas. -

Yes i -

lagisiation, have org .

{Yes

‘| Yes - comeciive action
| i neaded

| poces o vy

. |-Yes, comective action Yes, axample SPAM ‘

"\ Ve, comactive action # | 150 complian, intemal. | _-

/| Yes, comective action it

Yos

needed

|Yes: -

Yes

comective action if -

| specified in orgamsabonal polnmes and pmcedures

Exlsnng contracts with eleclronlc oummercs tradmg partnsrs adequalely address the reqmremems

Not considered -

| Yes,

Yes - ertiied bank | Ye

Beink & major clent

|vés.eoBonty .. : Jves -

Not consklered - | o
N _I

:| Yes Kentifed bank Coi

Ex;sting Insuranca cuntracts adaquately addrsss the raqmrements speclfied in orgamsatnnal pohcles -

and prooedures

Not considersd ~ .

Not considered

‘ Actual EDI processes bemg deployed by the organlsanon ensure compltance with orgamsa’uonal
.lelClﬂS and procedures and oompl]ance with the |nd:\ndual a[ectronlc commerca tradmg partner
: contracts {and the EDI vendor contract if applu:able) : 2 )

| appiicable " '-‘_';

| Not much insurance

[ Notoonsidorea ™ *

wih clients :  °

Not considerad
appicabls -

{ Not considered .
apicath .

Nat considered -
+| applicable. "

Not considersd
| appicable © -

: Ewmréasyéﬁnbf :

| singis te of besiness | ves

Not considered ©
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Al6 Manage Changes

N
[~ ]
[}
(-]
-

Collated audit responses

Audit Measure: R
Forasampfe of changss. the foltowing have been approvadby managemem o T f
< requast forchange _
: specdlcatlonofd\ange :
access to source programme o '

: programmef oomplelion of change *
reguest to mova source into test environmem
'completion of acceptance tesung ]
request for compilation and move into productlon ' .
ovarall and spacific sacurity impact has boen daterminad and aocapted .
dlstnbutmn process has béen davaloped ‘

e b b b

+.

' Review of changa controf documentabon for inclusion nl
4 date of requested change -
: .parsun(s) requesllng

. Forgnal mathodology, wel documentsd

Changahfmqmmbulwldoamw :

approved Ior change requesi :
approval of changa made — |7 tunction
. approval ol changa made — users
; documentatlon updale date
_rnove dala into production

_-'MM&WM;:WMMML; B e
. documented prior o submission o [T department.:

project documentation, CRM ks aniy whole of bussiness appiication other than fres of business )

qualﬂy assurance s;gn-oﬁol change v

WbMdMﬁlmnmmmm.hWr&mﬂmwrﬂmﬂmﬁ .

-+‘¢ R

Aaccaplanca by operatlons S

Motsends | Puns  month business program foe I forwant pan,cn Fe - Aug cycke. Individsalchanges nnes proecs, each | | -

Anélyss ly'pgs of q:hgnges madeloaystem fﬁr idgntiﬁcat'iqn of trar;'ds. ) ' L ..

. | identifed

No trends
identified
Upgrades .
Bugsh | '
onfircomenty
C.:t‘é-mad

. | technology

'Evamate adequacy of T Ilbranes and determme the axlslence of base hna code Iavels to pravem armor
' tegresszon

Thwimal—
roliant on
7| vendors &
tasting

thil]

Ioraries, re-
use code

et fwe oy o
| considerad | considersd | °! -

- | eppficablle | eppicabla | ©T . L 0 .
Yes | Adequate X R
Dome " o code
togh | g7

| providers .

Yes Adoquzte
Source

control

systam

"Codameck-mandchqcmutpmcedure's'lorqhangqsexisi. B T g ;

Appendix K

- .| ancthar IMB
+| group .
Yes
Not

-wwmﬁaﬂptm
between corporate applications providad by IT
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vy

:Mbﬂpgrm

"I nat

Ye's
Under
contrel of
developer -



ponses

Collated audit res

| . Audlt Measure :

= no changes 1 made not on Iog

‘ Change control log ensures all changes on !og were resolved fo user sausfactron and that there were

Appendix K

'Use'rs are aware and urrdere!and need for formal change conitrol progedures -

- | Usars awara of . ;| Change contro?

“‘Ineed & fortest ‘| logoneach.- .

-181-

HDPMWB o :
: Yes

tachnical

| servicos

methodology

| Through help
NAL
"] Yes

canputin -’

“.jplansin SLAs | server, compliant.
" | change request ‘| manager o

“ | Not considered - | Mot considered

-;‘; appbcable ;
[ Cllents don't get -
| to do changes,

{ves ”
“[ Yes
" .| Yes
| Yes



Appendix L Frequency Tables for Assigned Maturity Levels

Appendix L — Frequency Tables for Assigned
Maturity Levels
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Appendix L Frequency Tables for Assigned Maturity Levels

DS5 Ensure Systems Security

Frequency against Audit Measure

Maturity Level

Measure 0 1 2 3 4 5
1 1 1 1 0 6 0

2 0 0 1 3 5 0

3 0 0 0 3 6 0

4 0 0 3 3 3 0

5 0 0 0 1 8 0

6 0 0 1 0 8 0

7 2 0 1 3 3 0

8 2 0 2 1 4 0

g 0 0 2 0 7 0

10 1 0 1 0 7 0

11 2 4 0 0 3 0
12 0 0 0 0 9 0
Totals 8 5 12 14 69 0

Frequency against Organisation Number

Maturity Organisation
Level 1 2 3 4 5 6 7 8 9
0 0 0 4 1 0 0 0 1 2
1 1 0 0 2 1 1 0 0 0
2 1 0 3.0 1 3 2 0 2
3 1 1 1 1 1 1 2 4 P
4 9 11 4 8 9 7 8 7 6
5 0 0 0 0 0 0 0 0 0
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Appendix L Frequency Tables for Assigned Maturity Levels

DS4 Ensure Continuous Support

Frequency against Audit Measure

Maturity Level
Measure | 0 1 2 3 4 5
1 1 0 0 3 5 0
2" [0l o o 1] 7|1
5 0 0 0 1 8 0
6 o JoJo[o]9]o
7 0 loJ]o|9 oo
Total 1 0 2 22 | a7 1
Freguency against Organisation Number.
Maturity Organisation
Level 1 2 3 4 5 6 7 8 9
0 0o ol olololofojiol] 1
L o lo]lololololo]lol]o
2 0o lo|o o[ 1]olo o] 1
4 4 | 4 |2 |5 ]| 4|66 4]2
5 oloj1[o]Jolojlo]Joleo
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Appendix L Frequency Tables for Assigned Maturity Levels

POI Define a Strategic Information Technology Plan

Frequency against Audit Measure

Maturity Level

Measure | 0 1 2 3 4 5

1 1 0 0 8 0 0

2 0 1 5 3 0 0

3 0 0 2 7 0 0

4 0 -1 1 7 0 0

5 0 0 1 7 1 0

& 0 0 1 8 0 0

7 0 0 1 8 0 0

8 0 0 0 9 0 0

Totals 1 2 11 57 1 0

Frequency against Organisation Number
Maturity Organisation

Level 1 2 3 4 5 6 7 8 9
0 0 0 0 0 0 0 0 0 1
1 1 0 0 0 0 0 0 0 1
2 0 3 2 0 0 1 2 1 2
3 7 5 6 7 8 7 B 7 4
4 0 0 0 1 0 0 0 0 0
5 0] 0 0 0 0 0 0 0 0

-185-



Appendix L Frequency Tables for Assigned Maturity Levels

DS11 Manage Data

Frequency against Audit Measure

Maturity Level
Measure 0 1 2 3 4 5
1 1 2 0 5 1 0
2 1 1 0 5 2 0
3 ol 5] o 4]0 o0
4 2 1 3] o]l 4]o0ofo
5 2 2 0 5 0 0
6 0 1 0 7 1 0
7 4 1 2 1 1 0
8 1 7 1 0 0 0
g 3 0 0 4 o 0
10 0 0 0 0 9 0
11 o o[ o] g lo]o
12 2 1 0 <] 0 0
13 1 0 0 6 2 0
14 0 0 0 5 4 0
15 3 1 0 5 0 0
16 0 2 1 5 1 0
17 3 1 0 4 1 0
18 1 2 o | s 1 0
Totals 24 | 29 4 80 | 25 0
Frequency against Organisation Number
Maturity ' Organisation
Level 1 2 3 4 5 6 7 8 9
0 o | 3] 1] 1|8 ]1]3]|1]6s
1 7155 {1 ]3]l2]3]<2]-1
2 0 0 0 0 0 2 1 1 0
3 5 | s [ 11|11 ] 5 |11 ]9 |13]10
4 6 [ 5 [ 1 |5 2 |2 ]2]1]1
5 0 0 0 0 0 0 0 0
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Frequency Tables for Assigned Maturity Levels

Appendix L

DS 12 Manage Facilities

‘Maturity Level

0

31

57

70

10

Measure

10

11

12
13
14
15
16
17
18
19
20
Totals

Frequency against Audit Measure

Frequency against Organisation Number

Organisation

1

10

10

Maturity
Level
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Appendix L Frequency Tables for Assigned Maturity Levels

Al6 Manage Changes

Frequency against Audit Measure

Maturity Level
Measure [ 0 1 2 3 4 5
1 o 1] 115 2]o
2 o |1 [1[s]2]o
3 3 2 3 0 1 0
4 1 2 0 4 2 0
5 2 0 0 5 2 0
6 2 2 0 5 0 0
Totals 8 B8 5 24 9 0
Frequency against Organisation Number
Maturity ~ Organisation
Level 1 2 3 .4 5 6 7 8 9 -
0 0 2 4 0 1 0 0 0 1 -
1 1 0 2 0 2 0 2 0 1
2 0 0 0 1 0 1 0 1 2
3 4 |2 ] 0|5 |3 3| o] s 2
4 1 2 0o |l o ] o] 2 4 0 0
S 0o lojJoflo|]olo]J]ofo]lo
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Appendix L Frequency Tables for Assigned Maturity Levels

PO8 Ensure Compliance with External Requirements

Frequency against Audit Measure

Maturity Level
Measure 0 -1 2 3 4 5
1 1 0 1 5 2 0
2 0 0 0 0 9 0
3 0 0 1 8 8] 0
4 2 0 0 5 2 0
Totals 3 0 2 18 13 0

Frequency against Organisation Number

Maturity - Organisation
Level i 2 3 4 5 6 7 8 9
0 0 0 1 0 0 0 0 1 1
1 0 0 0 0 0 0 0 0 0
2 1 0 1 0 0 0 0 0 0
3 1 3 1 3 3 1 2 2 2
4 2 1 1 1 1 3 2 1 1
5 0 0 0 0 0 0 0 0 0
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