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ABSTRACT

Conversation systems are intelligent agents that can help users finish tasks more efficiently via text or
spoken interactions, which are among the core technologies in the field of artificial intelligence. The
existing conversation systems always need humans or machine learning to maintain the conversation
scenarios. To ensure the quality of conversation contents, it is better to use multiple experts group to

share and maintain the conversation contents together.

In the context of group work, it is important to build fair and trustworthy incentives as rewards. The
existing incentive schemes for conversation systems are decided by administrators or managers. Such
schemes rely on certain authorities rather than on a consensus for all participants, and the rewards may
not be fair or trustworthy. In addition, the contributions are critical for calculating the incentives of
all participants, and the conversation contents used to assign the contributions should be protected. In
the traditional conversation system, such information is always stored in log files based on a centralized
server, which can provide audit trail, but can be easily erased or alterable without trace, and the centralized
server also have high privacy risks, providing attackers a single target to hack. Due to these reasons,
existing approaches face several issues such as unfair incentive schemes, contributions tampering as well
as privacy problems. These inherent fundamental issues in current conversation systems are concerning

topics.

Blockchain has shown its potential of solving these issues with its key features: autonomous and
decentralized processing, smart contractual enforcement of goals, traceable trustworthiness in tamper
proof transactions, etc. With the development of the blockchain technology, the value of blockchain lies
not only to hold crypto-currencies, but allow in integrating significant panoply information over the same
platform in a decentralized and secure way. Although existing projects have opened many doors, but the
integration of the conversation system with a blockchain is still in an early prototype stage, and many
essential characteristics, such as blockchain interoperability, consensus protocol, and incentive schemes
need to be designed and integrated to secure conversation management. Herein, we aim to present a

novel blockchain-based decentralized conversation system, that can provide trustworthy and effective
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conversational services. The key research findings and contributions of this study are:

1)

2)

3)

4)

5)

A comprehensive state-of-the-art survey was conducted on the current situations of how the
blockchain technology to secure a conversation system and the vision of building a blockchain-
based architecture and key technical requirements for building a decentralized conversation system

to aid further designing and implementation.

Analyzed and identified the requirements of conversation systems and presented a decision model
for identifying the best fitting blockchain platform for the conversation systems, which is the

foundation of the following designing and development.

A novel master—slave chain model for the conversation system was designed and applied to process

multiple conversation interactions concurrently from different domains.

A new hybrid consensus algorithm for our master—slave chain was proposed herein to achieve
collaborative sharing and maintenance validation, and an incentive scheme was designed to generate
both economic and non-economic rewards for all nodes participating in the proposed consensus

process.

A decentralized knowledge-fusion scheme with blockchain-enabled smart contracts was imple-
mented based on the proposed blockchain structure, consensus protocol, and incentive scheme.
Furthermore, multiple case studies were utilized to evaluate the feasibility and effectiveness of the

blockchain-based decentralized conversation system.
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Chapter 1. Introduction

Considering the first chapter, we introduce the background of blockchain-based conversation systems and
state the research problems of the study. Furthermore, we outline the research questions and objectives
of this study, and present the adopted methodology architecture and highlight the contributions of the

presented work.

1.1 Research Background

Conversation systems are one of the core technologies in the field of artificial intelligence, and they act as
anew harmonious human-computer interaction (Hu et al. 2013), which has a wide range of conversational
services in the industry and today’s intelligent life, (such as smart homes, companion robots, intelligent

customer services, educational chatbots).

Conversation systems can be classified into two types: chit-chat (open-domain) systems and task-
oriented (closed-domain) systems. Appendix A provides the theoretical background of these two types
of conversation systems with typical examples. Irrespective of the task-oriented conversation system or
chit-chat, both of them have five main components as shown in Figure 1.1. These include: automatic
speech recognition (ASR), natural language understanding (NLU), conversation management, natural
language generation (NLG) and text-to-speech (TTS) (Wen et al. 2016). Automatic speech recognition is
utilized to convert speech signals to text. This occurs only in spoken conversation systems (Flores et al.
1988). Natural language understanding is utilized to interpret texts to obtain semantic representations that
can be used by conversation management (Arora et al. 2013), whereas nature language generation involves
constructing and mapping semantic frames into natural language (Perera & Nand 2017). Conversation
management manages all aspects of the conversation content, and it usually needs to interact with external
software such as a knowledge base. Considering these five main components, conversation management
is the most important part, which controls the entire model of conversation (Wen et al. 2016) (Traum &

Larsson 2003). Good and bad conversation management is directly related to the quality of conversation
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content and degree of user satisfaction.

Speech signal Speech
recognition Nature language
understandin
Text input ?

Conversation

n management
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Text to speech

Speech response

Figure 1.1: Basic framework of conversation system.

Recent studies on conversation management have demonstrated that conversation management with
multi-expert groups is an efficient and qualified way to provide various conversational services (Papangelis
et al. 2019, Black & Hunter 2009). There are three major security areas considered for managing
multiple experts in conversation systems: incentive scheme, content tampering and privacy problems

(Tamjidyamcholo et al. 2014, Safa et al. 2016).

Incentive scheme: To support multiple experts sharing and maintaining the various conversation
contents, we need to provide trust and fair incentive scheme based on human motivation. The existing in-
centive schemes used in conversation systems include: gamification, recognition, and rewards. (Mmbaga
2018, Lai et al. 2019, Nian et al. 2020) These are always determined by administrators or third-parties,

which are relied on certain authorities, and the results may not be trusted by participants.

Contents tampering: The incentives are calculated based on the contributions of participating
experts; therefore, it is necessary to assign their contributions and keep those information secure and
identified clearly. Existing secure content management in conversation systems such as proactive identifi-
cation(Bertino et al. 2006), smart filtering of spam(Upadhyaya et al. 2011), keyword identification (Jiang
et al. 2020) and centralized management of security administration(Buszta 2019) can provide audit trails
using stored log files if there are any tampering contents. However it can still be easily erased or altered

without trace.

Privacy problems: A user’s identical information and some task solutions such as medical diagnosis

2
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during conversational services is highly private or highly sensitive, which is the privacy aspect. Several
studies have proposed solutions by providing privacy management such as security-assertion markup
and managing access control, identity (Upadhyaya et al. 2011), digital rights management (Yan & Zhi
2005), privacy-preserving data mining (Aldeen et al. 2015), and circles of trust (Merminod et al. 2012).
However, such privacy management is always based on centralized server, which still has the darkest

secrets of data privacy.

It can be observed that the existing security technologies used in conversation systems can solve
a certain aspect of the above problems; nonetheless, there has not been sufficient and efficient security
mechanisms in guaranteeing all the above three issues. Recent developments and applications of dis-
tributed ledgers(such as blockchain) have indicated how to alleviate such issues, where incentives are
based on consensus protocols, and each transaction is verified in a decentralized manner before it is
recorded, preventing the occurrence of any illegitimate transactions. Therefore, it is necessary to build an
efficient security mechanism to achieve trustworthy conversational services, and blockchain technology

can be a solution to solve the current challenges.

1.2 Research Problems

Presently, many blockchain-based applications open doors; nonetheless, there is no unique solution for
all the possible applications which encourages the development of new work. Considering the scope of
this study, we address the three challenges described in Section ??. The research problems of this study

focus on the following two points:

1) Blockchain integration into a multi-expert conversation system lacks a solution that addresses the
current challenges of conversation systems. Furthermore, various conversation scenarios may have
different authority and permissions to manage (Nguyen & Wobcke 2005, Mourao et al. 2004).
Thus, it is difficult to use the traditional single blockchain structures to manage them (Chauhan

et al. 2018, Zheng et al. 2018).

2) Consensus and incentive performance are of great practical significance for effective conversation
interactions among multiple expert. Currently, most consensus algorithms are simple and require
long verification times even though the number of nodes in the network is relatively small (Mingxiao
etal. 2017, Bach et al. 2018). In addition, the current incentive scheme used in blockchain platforms

is always based on digital specie reward incentive consensus (DSRI) (Kratz & Strasser 2014), which
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is used to motivate the participants using blockchain tokens. The token can be considered as a stock,
currency, or goods. Using tokens can decrease the fund obligation of service providers (do not
need to issue national currency immediately), and timely incentives can mobilize productivity (Xu
etal. 2019, Darking et al. 2008). However, the DSRI model is imperfect; the main problem is that it
attempts to express the behaviors of participants in the form of currency; however, expert behaviors
can be affected by various types of costs and returns rather than only currency. In addition, the

security of the DSRI will decrease with a reduction in the number of blockchain tokens.

In summary, we can observe that blockchain integration into a conversation system is still in an early

prototype stage, and many essential characteristics need to be conducted and improved.

1.3 Research Questions

Based on the above analysis, the overall research questions explored in this study include the followings:

RQ: How can blockchain technology be integrated into conversation systems to provide security

and trustworthy conversational services?

To comprehensively answer this research question, four sub-questions have been investigated in this

study.

SRQ1: How are security aspects of blockchain Technology intended for conversation systems

identified?

The first research sub-question is related to statistics of the current situation of conversation systems

and conduct the vision of building blockchain-based conversation system.
SRQ2: How a suitable blockchain platform used for conversation systems selected?

The second research sub-question is related to identifying the key requirements of the conversation
system and building a decision model for blockchain applicability to select the best fitting blockchain

platform for further design and implementation.
SRQ3: How is the blockchain structure for conversation contents storage designed?

The third research sub-question is related to increasing flexibility and effectiveness in processing

multiple conversation scenarios concurrently from different domains.

SRQ4: How is consensus and incentive mechanism for sharing and maintaining conversation

4
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scenarios designed?

The fourth research sub-question is related to performing inter and intrachain consensus algorithm

and incentive scheme by achieving trusted validation for conversation systems in a secure manner.

Table 1.1: Hierarchy of research questions for this thesis

SRQ1: How are security aspects of
blockchain Technology intended for
conversation systems identified?

RQ1.1 What is research landscape of
blockchain technology in the
conversation system?

RQ1.2 What are key requirements of
building a decentralized conversation
system based on the blockchain
technology to reach its fulfill potential?

SRQ2: How a suitable blockchain
platform used for conversation systems
selected?

RQ2.1 What indexes (such as
centralization degree, resource usage,
etc.) should be considered to evaluate
different platforms?

RQ2.2 How can the applicability
evaluation model be built?

SRQ3: How is the blockchain structure
for conversation contents storage
designed?

RQ3.1 What should be the block
structure and content?

RQ3.2 How are the linking and
validation mechanisms between chains
designed?

RQ3.3 What metrics will be used to
assess the efficiency of the proposed
blockchain structure?

SRQ4: How is consensus and incentive
mechanism for sharing and maintaining
conversation scenarios designed?

RQ4.1 Which consensus protocol is
suitable for the designed blockchain
structure?

RQ4.2 Which incentive scheme is
suitable for conversation system?

RQ4.3 What metrics will be used to
assess the efficiency of the proposed
protocol?

1.4 Research Objectives

The objectives of this study include the followings:

1) The study aims to provide a review of the current situation of blockchain-based conversation
systems to understand the challenges of conversational services and benefits of integrating with

blockchain technology.
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2) The study also aims to perform the requirement analysis of the conversation system and build
a decision model to identify the best fitting blockchain platform for conversation systems by

comparing the main blockchain platforms.

3) We also aim to design and implement a master-slave blockchain structure for conversation con-
tent storage and contribution verification to improve the security and efficiency of multi-domain

conversation interactions.

4) Moreover, the study aims to design and implement a new hybrid consensus algorithm and incen-
tive scheme for contributions and rewards verification during conversation contents sharing and

maintaining based on the proposed master-slave blockchain structure.

5) We aim to achieve an efficient execution of smart contract-enabled decentralized knowledge fusion
in conversation systems based on the proposed blockchain structure, consensus protocol, incentive

scheme using multiple case studies to demonstrate the feasibility and effectiveness.

1.5 Research Methodology

To answer the outlined research questions and to achieve the objectives of this study, the overall archi-
tectural research diagram is shown in Figure 1.2. The methodological approach adopted to answer these

research questions is based on the following steps:

Survey and statistical approach: considering any domain, a literature review to formulate the
problem being studied is the most popular methodological approach. In this study, we comprehensively

reviewed blockchain-based conversation systems. This approach focuses on the current situation analysis.

Decision-making approach: to apply the blockchain to a conversation system, blockchain appli-
cability needs to be considered to make decisions using multiple criteria to formulate the problem as a
hierarchical process. Decision-making involves modeling decision alternatives, model conduction, eval-
uation and verification of consistency. In this study, we utilized decision-making technique to provide
blockchain applicability based on the selecting of the blockchain platform that best fits conversation

system requirements.

Blockchain-driven approach to conversation management: to design and integrate a blockchain-
driven approach, we proposed a design and developed decentralized conversation system based on the

blockchain concept. The approach starts with a blockchain structural design, implementation, the essential

6
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consensus protocol based on the proposed blockchain structure, and an incentive scheme among multiple

experts. The blockchain-driven approach based on the above concepts can provide a novel framework for

the realization of a decentralized conversation system.

Usability of the evaluation approach for blockchain-based conversation system: The neces-

sary positive analysis include: smart contract enabled application design, data source selection and

performance indexes for selection and evaluation analysis. Considering the evaluation analysis, we use

quantitative methods to evaluate the proposed blockchain-based conversation system from many aspects.

Current
situation
analysis

i Requirement |
analysis

Theoretical
i designand
i implementing |

Positive
analysis

Research Backgroud/

Questions

|

Survey and statistic approach

| Framework | Key concepts |
Conversation Blockchain " .
| Types system related related | Security mechanism |
| Components | Trends and Future |
Decision-making approach
Decision Model Model Consistency
alternatives conducting evaluation checking
Blockchain-driven appraoch
Blockchain > Consensus > Incentive
structure protocol Scheme
Usability of evaluation approach
Smart contract Performance Evaluation
! Data source . : .
enabled design index selection analysis

Figure 1.2: Architectural diagram of the approach.
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1.6 Thesis Significance and Contribution

1.6.1 Significance of the study

This doctoral study addresses the following challenge: How to integrate blockchain technology into
conversation management to improve security and scalability of conversation interactions? By integrating
blockchain into conversation systems, the concept of conversational services is changed, since there is
no single service provider but a set of participants that take on and share the tasks needed to run the

conversation system. This has several remarkable consequences.

In terms of an incentive scheme among multiple experts, the benefit of this integration is the
possibility of making trustworthy incentive decisions since the blockchain can ensure that all participants
in a decentralised network share identical content and gain consensus. This assurance can allow the
system to reach an agreement over the whole network and to have global collaboration between the

conversation experts.

Regarding conversation content storage and authenticity, the usage of blockchain technology is useful
in treating this problem by providing a reliable peer-to-peer communication with security and traceable
measures over a trustworthy network, then conversations will be clearly identified in order to evaluate

their contributions during sharing and maintenance.

Moving from a centralised conversation system to a decentralised system also means that supporting
different conversation domains becomes possible, as the sharing of conversation scenarios and the
exchange of values during complex transactions can simply utilise blockchain smart contracts. This has
excellent scriptable programmability and would increase the fundamental baseline extensibility to support

different types of conversation services.

1.6.2 Thesis contribution

This study makes the following concrete contributions:

1) It presents a comprehensive review of the integration of blockchain technology to secure con-
versation systems and describes the vision of building a blockchain-based architecture to guide
further design and implementation of decentralized protocols. It captures the research landscape of

blockchain technology in the conversation system and highlights the key requirements for building a
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decentralized conversation system based on the blockchain technology. This contribution achieves

the first objective, which is detailed in Chapter 2.

2) It clearly identifies the requirement analysis of the conversation system and presents a decision
model for identifying the best fitting blockchain platform for conversation systems, which is the
foundation of subsequent design and development. It can be utilized by researchers to identify
the best fitting blockchain platform to support further implementation and support more reliable
conversational services. This contribution achieves the second objective, which is detailed in

Chapter 3.

3) A novel master—slave chain model for a conversation system has been designed and applied to
process multiple conversation interactions from different domains concurrently. The master-slave
blockchain structure is utilized for conversation content verification and storage. This contribution

achieved the third objective and is detailed in Chapter 4.

4) A new hybrid consensus algorithm is proposed for master—slave chains to verify the feasibility
and effectiveness of the proposed approach. An incentive scheme is designed to generate both
economic and non-economic rewards for all the nodes participating in the consensus process. The
proposed hybrid algorithm was used for collaborative sharing and maintenance validation. This

contribution achieves the fourth objective and is detailed in Chapter 5.

5) A smart contract-enabled knowledge fusion application is implemented for decentralized con-
versation system based on the proposed blockchain structure, consensus protocol, and incentive
scheme. And multiple case studies are utilized to evaluate the feasibility and effectiveness of the
blockchain-based decentralized conversation system. This contribution achieves the fifth objective

and is detailed in Chapter 6.

1.7 Thesis Organization

The thesis organization is outlined illustrating the overall structure and main contents of each chapter.

Chapter 1: contains the research background, considering the challenges of the current conversation
system and the blockchain adoption. It also presents research problem statements and identify the
research questions as well as objectives, outlines a summary of research methodology and states the main

contributions.
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Chapter 2 presents the vision of building a blockchain-based conversation system architecture based
on the current situation analysis. Thus, the key requirements for integrating blockchain technology into

a conversation system are revealed.

Chapter 3 proposes a decision model for blockchain applicability into conversation system that is
used to select the best fitting blockchain platform for a conversation system. Consequently, the selection of
blockchain platforms for conversation system is modelled as a decision-making problem with formulated
multiple criteria regarding the identified requirement analysis and design aims. This can be easily scalable

and can be updated to fit the new blockchain platform in the future market.

Chapter 4 investigates the problems of blockchain interoperability for conversation systems and
proposes a novel master-slave blockchain structure to efficiently process multiple conversation interactions

concurrently from different domains.

Chapter5 proposes a new hybrid consensus algorithm with an incentive scheme containing both eco-
nomic and non-economic rewards, which is suitable for our designed master—slave chain. In this chapter,
a consensus based on reputation-driven voting is utilized for intra-chain verification, where a dynamic
construction strategy is used to select the master nodes for inter-chain authentication. Furthermore, an
incentive scheme is designed to generate both economic and non-economic rewards for all the nodes

participating in the proposed consensus process.

Subsequently, Chapter 6 further designes the knowledge fusion application in a conversation system
based on the proposed blockchain-based decentralized mechanism and implements this through three case
studies to verify the feasibility and effectiveness of the proposed approach. In this chapter, we utilized
the proposed blockchain structure, consensus protocol and incentive scheme for knowledge fusion in a

conversation system to perform the positive analysis.

Finally, Chapter 7 concludes the study with a summary of the significant research outcomes and

highlights the future research works.

1.8 Publication Record

The work presented in this thesis has been partially or completely published in the following set of

publications presented in chronological order:

e Wenli Yang, Saurabh Garg, Ali Raza, David Herbert, Byeong Kang, "Blockchain: trends and
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future", Proceedings of the 15th Pacific Rim Knowledge Acquisition Workshop: Knowledge
Management and Acquisition for Intelligent Systems, 2018, pp: 201-210. Chapter 2 is derived

from this publication.

* Wenli Yang, Erfan Aghasian, Saurabh Garg, David Herbert, Leandro Disiuta, Byeong Kang, " A
survey on blockchain-based internet service architecture: Requirements, challenges, trends, and

future", IEEE Access 7, 2019, 75845-75872. Chapter 2 is derived from this publication.

e Wenli Yang, Saurabh Garg, Zhigiang Huang, Byeong Kang, "A decision model for blockchain
applicability into Knowledge-Based conversation system ", Knowledge-Based Systems, 2020, 220:

106791. Chapter 3 is derived from this publication.

* Wenli Yang, Saurabh Garg, Zhiqiang Huang, Byeong Kang, " Hybrid consensus algorithm for
master—slave blockchain in multi-domain conversation system", Expert systems with Applications

(under review). Chapter 4 and 5 are derived from this publication.

* Wenli Yang, Saurabh Garg, Bai Quan, Byeong Kang, "Blockchain-based Decentralized Mechanism
for Knowledge Fusion in multi-expert Conversation system.", Expert systems with Applications

(under review). Chapter 6 is derived from this publication.

Further published work, which is outside the research scope of this thesis:

* Wenli Yang, David Hebert, Sunwoo Kim, Byeong Kang, "MCRDR knowledge-based 3D dialogue

simulation in clinical training and assessment", Journal of medical systems, 2019, 43.7: 1-21.

* Wenli Yang, Nanqgi Yuan, Winyu Chinthammit, Byeong Kang. "A distributed case-and project-
based learning to design 3D lab on electronic engineering education", Computer Applications in

Engineering Education, 2019, 27.2: 430-451.

e Wenli Yang, Shuangshuang Fan, Shuxiang Xu, Peter King, Byeong Kang, Eonjoo Kim, "Au-
tonomous underwater vehicle navigation using sonar image matching based on convolutional
neural network", IFAC Conference on Control Applications in Marine Systems, Robotics, and

Vehicles, 2019, 52.21: 156-162.
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Chapter 2. Survey on blockchain-based conversation
system

Conversation systems can refer to different kinds of communication over the Internet that offers data
transmission between service requesters and providers, which is a typical Internet services, we call
conversational service. The aim of the conversation system is to provide an efficient and trustworthy
conversational service. Current conversational services allow us to access conversation interactions
through the Internet; nevertheless, few studies focus on both fundamental security and effectiveness,
especially when they involve different conversation domains with overloaded private information, which

always happenes in conversation systems.

In this chapter, we explore the blockchain-based mechanism that aims to improve the security of the
current conversation system. Furthermore, we provide a review to conceptualize the blockchain-based
framework to build the vision of decentralized conversation system. Finally, we summarize the trends
and challenges of blockchain technology that benefits a multitude of disciplines across the conversation
system. This comprehensive survey aims to conduct the current situation analysis of developing a

conversation system which can provide a trustworthy conversational service.

2.1 Introduction

Similar with many other internet services, the original conversational service architecture was to build
a common decentralized network with equal participation, that communicated using peer to peer inter-
connectivity without relying on a single computer (Braden et al. 1994). Another important consideration
of the original conversational services plan was that computers must be interoperable among dissimilar

systems, so that more devices could be a part of the network.

However, after the first dot-com bubble (Ljungqvist & Wilhelm Jr 2003), large corporations (such

as Google and Amazon) realized that the largest value gained from this decentralized network involves

13
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gathering, organizing, and monetizing information through centralized services. These companies there-
fore built their value by growing massive centralized databases using freely-obtainable private, personal
data that is then deployed on the Internet, and these changes led to the conversational service architecture

partially deviating from the original architectural intentions.

Today, the conversational service is physically decentralized, but it contains critical components for
text processing, knowledge management, data storage that use large centralized services. The traditional
conversational service consists of three groups of roles: service requesters, big corporations (service
provider) and the centralized database (Figure 2.1). Service requesters are responsible for requesting
services from service providers who provide various conversational services. Almost every service
provider has its own data center, where it stores user data and runs its applications. As shown in
Figure 2.1(a), it can be seen that as the public has a greater reliance on such services, it is of substantial

fiscal benefit for the big corporations to keep their services maintained and remain proprietary.

However, such concentrated centralization has also created a growing number of issues (Van Schewick
2012). First, traditional conversational service architectures are vulnerable to denial of service, which
makes the services unavailable, such as the global financial crisis (GFC) of 2008 (Nakamoto n.d.). Sec-
ondly, the majority of conversational services rely on the centralized database, which suffers from a single
point of failure, as they provide attackers a single target to hack. For instance, when centralized services
such as LinkedIn or Gmail Services fail, all the websites and applications that depend on them stop work-
ing. Third, users’ identity information (e.g. name, email address and phone number) and task solutions
are saved in a centralized database, which now may contain many aspects of concern to data privacy.
Users can never tell about what goes on behind the walled gardens of centralized services. Therefore,
they do not precisely know how much data these services collect about them and how that data is used.
Furthermore, when a service requester and provider are in dispute, they need a trustworthy network to
give a subjective arbitration, which may lead to a behavior known as ’error-reporting’. In short, it can
be seen that the existing conversational service implementations achieve information transmission and
sharing in a decentralized manner, but there has not been sufficient scrutiny and action in guaranteeing

transactional trust and the exchange of wealth or value across the Internet.

Therefore, building a trustworthy conversation system is a very important and fundamental task.
There have been many research topics to deal with part of the above mentioned issues in conversational
services. These topics are mainly related to attack detection and prevention, failing with single-point
solutions and privacy protection. For example, data anonymization (Zhou et al. 2008, Ghinita et al.

2009), differential privacy (Xiao et al. 2011, Kairouz et al. 2014) and encryption schemes (He et al. 2014,

14
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Peikert 2014, Heuer et al. 2016) are proposed to protect personal data privacy. Reputation-based security
mechanisms are designed to identify and predict transaction safety based on overall use and reputation over
a wide community of users. Distributed architectures are proposed to address the single point of failure
problem. However, at present, none of the existing work has solved all issues simultaneously. Therefore,
our research is motivated by how to design a decentralized framework with distributed data verification

and security, where blockchain technology potentially fulfills this purpose as shown in Figure 2.1(b).

Blockchain is a relatively new platform technology, which is widely known and it was developed
primarily to use with Bitcoin cryptocurrency (Yli-Huumo et al. 2016). Blockchain is based on decen-
tralized networking and one of its main characteristics is to guarantee the safety and integrity of data.
The technology is robust and all participant nodes provide resources in a fair manner, which alleviates
many-to-one traffic flow bottlenecks. This technique decreases traffic delays and defeats the errors due to

a single point of failure (Dorri et al. 2016, Conoscenti et al. 2016).

To address security and trust concerns, Hart claims that a network framework cannot be based on
a single entity to manage the network’s infrastructure. Instead it requires peer to peer (P2P) resource
management (Hari & Lakshman 2016). Therefore, blockchain would be an ideal solution to secure
the conversation system in addition to the various services layered upon it. This would increase the
fundamental baseline security and as blockchain has excellent extensibility features such as scriptable

programmability, and it supports new types of layered conversational services.

Since 2009 to now, blockchain has attracted a considerable amount of attention in applied fields
ranging from Bitcoin to financial services, supply-chain management, Internet of things and so on.
Many researchers think ‘conversational service + Blockchain’ represents an ideal solution to build a new
decentralized architecture with value at a low cost (see Appendices B), the related research works are
limited to some specific internet services rather than conversational service, thus for conversation system,

it still needs to design and implement of decentralized protocols.

2.2 Existing Conversational Service Architectures

In conversation system, conversational service architectures typically cover the basic communication
between heterogeneous networks that may differ internally in terms of hardware, software, or technical
design. Building a secure, layered service architecture is vitally important to ensure that all commercial

requirements as well as the user’s demands are achieved, but not at the expense of a robust and trusted

16



Chapter 2 — Survey on blockchain-based conversation system 17

security model. Software security mechanisms have evolved from a single-tier architecture, to two-tier
architecture, and to the current multi-tier architecture (Van Schewick 2012, Barais et al. 2008) (refer
to table 2.1). Through this evolution, it can easily be seen that the existing security mechanisms are

centralized or have a locally centralized architecture.

Single-tier service architecture: this architecture is used for simple conversational services in
which the user interface and data access are combined into one single program integrated into a single
platform (Melis et al. 2016). In this architecture, the control and data plane share the same host server
(figure 2.2). This architecture is very easy to implement in the early stages of service deployment, however,
itis unable to satisfy complex applications as it introduces a single point of processing (bottlenecks) as well
as a single point of failure. Also, the security mechanisms for single-tier services consider authentication
and authorization. Authentication is used to verify the identity of a user, while authorization manages

what a user can or cannot access, focusing on permissions.

Apps Apps Apps Apps

Control plane
+

Data plane

Control plane
+

Data plane

Control plane
+

Data plane

Control plane
+

Data plane

Figure 2.2: Single-tier service architecture

Two-tier service architecture: this architecture separates the control plane acting as an interface
for a single host machine, from the data plane which is used to store data on another server (Terzis et al.
1999). Separating these two components into different locations represents a two-tier architecture (as
depicted in Figure 2.3). Although the database server is separated from the single server deployed in
single-tier architecture, servers still remain a potential single point of failure within the two-tier service

architecture.

Multi-tier service architecture: this architecture divides different components into multiple planes
according to their functions. Each plane runs on a separated server (Urgaonkar et al. 2005). Multi-tier
can be classified into two main types depending on the control mechanism: distributed and centralized

control (as shown in figures 2.4(a) and 2.4(b)). A distributed control plane allocates control protocol
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Figure 2.3: Two-tier service architecture
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functions across multiple processor levels in the network, while a centralized control plane, like the SDN
network architecture, aims to improve network performance in terms of providing centralized network
management capabilities (Hu et al. 2014). Both methods provide compartmentalization and avoid a single
point of failure. Although the implementation of a multi-tier service architecture could help to enhance
system security, it still uses several controllers to concentrate on published conversational services or

applications.

Existing conversational service architectures can utilize high speed data transmission and enable the
efficient use of resources. However, as shown in Table 2.1, there are several limitations and challenges
that need to be addressed, especially with regards to application security issues (Barrera et al. 2017).

Some of these issues are:

Data obtained from non-verified sources: Currently, the huge amount of power which services
such as Google and Facebook have as reliable sources of information, has turned them into gatekeepers
of information - the public can only believe them based on trust. For example, if Google wants to express
some fake and misleading content to the users, there is virtually no method to stop them. The recent
anecdotal swing of the 2016 USA federal election to the Republican Party due to the spread of fake
news via trusted social network platforms like Facebook and Twitter highlighted that the trust can be

misplaced (Allcott & Gentzkow 2017).

Many sources rely on their own data: Almost every Internet company or business has its own data
centre, where it stores user data and runs its own applications. This requires some serious security, as
they are large and obvious targets for hackers attempting to steal sensitive data. But, due to self-reliance,

when centralized services such as LinkedIn or Gmail fail, all associated applications that depend on them
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Table 2.1: Comparison of existing Internet service architectures

services.

via file sharing.

Evolution Single-tier Two-tier Multi-tier
Distributed control ‘ Centralized control
Typical application | Local desktop D‘.sskt.o P 3" | Almost all web applications user a three or Multi-tier architecture.
database e.g. Mi- | plications, e.g.
crosoft Access with | spreadsheet  and
local presentation | word  processing

Points of failure or
maintenance

Easy to maintain as
there is only a sin-
gle point of failure.

Easy to maintain
and modification is
relatively easy.

More difficult to maintain.

Easy to maintain and deploy.

Easy of develop-
ment /Creation

Simple to create.
Standardized sep-
aration of data
and  presentation
e.g. MVC (model,
view,  controller)
framework assists
with development.

Slightly more com-
plex to create and
develop issues such
as contention and
concurrency need
to be considered.

More complex, need to pre-
establish lower plane details
such as data sharing and
transmission capabilities.

Fast creation. Apply to every-
where with the single frame-
work.

Network  perfor- | Lower relative per- | Communication is | High performance, but net- | Highest performance with-

mance formance, and diffi- | faster than single- | work operations cannot be | out a device-centric configu-
cultto supportlarge | tier, but the server | easily reprogrammed or re- | ration on each location.
and complex net- | request response | tasked.
work traffic access | rate is a bottleneck,
patterns. as a result it can

cause data integrity
issues.

Scalability Very Poor. Still poor scalabil- | Each tier can scale horizon- | Tiers (except the control
ity, application per- | tally, but at the expense of in- | plane) can scale horizontally.
formance will be | creasing complexity or effort.
degraded with in-
creasing user count.

Security Locally  central- | Locally  central- | Locally centralized, although | Totally centralized, but will
ized, rely on | ized, similar with | client does not have direct ac- | be highly unstable.
authentication single-tier, if one | cess to the database, it still re-
and authorization | server crashes, | lies on authentication and au-
between one server | the corresponding | thorization between servers
and users. application ~ will | and users.

stop.

Key examples

(Manuel & Al-
Ghamdi 2003)
(Kambalyal 2010)
(Yang et al. 2019)

(Liu et al. 2008)
(Joe et al. 2016)
(Yang et al. 2019)

(Edlund & Hjalmarsson
2005) (Tang & Daoutidis
2017) (Budzianowski et al.
2018)

(Kruijff-Korbayovd et al.
2011) (Laihonen & Mintyld
2017) (Czyzewski et al.
2020)

are unavailable. This creates a very visible and widespread concern when such services fail.

Lack of security for private data: The existing conversational service architectures also involve

privacy concern problems. Users are unaware of what occurs behind the walled gardens of centralized

conversational services. In other words, users are not notified of how much of their private data is

being gathered by these services and what purposes the data will be used for. Recent (May 2018) (Voigt

& Von dem Bussche 2017) legislative changes in Europe with the introduction of the General Data

Protection Regulation (GDPR) highlight the seriousness of the issue. Application service providers with

clients in Europe scrambled, some seemingly at the last moment, to be compliant with the legislation.

Unfortunately, such compliance did not necessarily extend to clients in other non-European countries,
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and a universal, international regulatory protection is currently lacking.

The birth and development of blockchain aims to solve the security and trust problems faced by
the current conversational services. It would remove single points of failure due to distributed ledgers.
Blockchain would prevent single data storage based on peer-to-peer networking, as opposed to traditional
client-server models. Blockchain would also enhance competition by avoiding lock-ins and giving users

full control of their data (Pop et al. 2018).

2.3 Key Concepts of Blockchain

A blockchain is based on Distributed Ledger Technology (DLT) that is spread across several nodes or
computing devices. It is assumed that these nodes do not fully trust each other as some may exhibit
Byzantine (dishonest) behaviour. These nodes maintain a long chain of cryptographic hash-linked blocks
where each modification or addition of a transaction is validated by the consensus of all nodes in the
system. In one sense blockchain is similar to a traditional database requiring ACID properties (He et al.
2018) to be satisfied. The key difference is the ‘distributed consensus’ algorithm which decides whether
a new block is valid and legitimate before any insertion can be done. Figure 8 shows the data structure of

a blockchain whose basic concepts include:

 Transaction: an operation that caused a change of the block.
* Block: acontainer data structure, and a block is composed of a header and a long list of transactions.

* Digital trust elements: include crypto and hashing, which make the blocks linked and secured

using cryptography.

— Encryption using Public / Private Keys: is one of the core features of blockchain technology
that plays an important role to keep the blockchain safe while ensuring the transactions safe
and prevent from fraud. To ensure the security properties, public key cryptography is used in
the blockchain. Each user in blockchain have two cryptographic keys such as public key and
private key and keep them in the personal wallet. To send the transaction to another user in
the blockchain network, a sender requests the public key of the receiver, while in response, the
receiver sends their public key to the sender. Generally, the public key is known to everyone
and used for identification purpose such as email id of any person. On the other hand, the
private key is a secret key which is kept hide and used for authentication and encryption to

secure the data. In addition to these functionalities, the private key is used to derive the public
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key by performing some algorithmic computations which are further derived into the address
of that user. Moreover, both public and private keys are used in combination to produce a

signature of the transaction.

— Hash: is a digestive or compress function which is used to uniquely identify the data (Wang,
Duan & Zhu 2018). The hash function always gives the unique output same as the fingerprints
of a human. Once the block is created to store some transactions, its hash is created by
calculating the stored transactions in them. The important feature of the hash function is
that it immediately detects changes in the data by generating different hash value. Therefore,
hash functions are used to achieve the data integrity to ensures that data is not altered in the

communication.

— Hash Chains: In blockchain, chaining is a process of linking all the blocks in the form of a
single chain. In the chaining process, the hash of each current block is calculated and stored
in the header of the next block and this process continues till the last block added in the
blockchain. Therefore, the hash is considered as an essential component to link all of the
blocks. The advantage to link the blocks in this fashion is that if someone doing the changes
in the data, it automatically changes the hash value of a current block that would be different
than the hash stored in the next block. So, it is computationally hard for anyone to changes

the hash values of all linking blocks.

* Distributed Consensus: is the way to resolve the conflicts between disputing parties when they
interact seamlessly and participate in forming the blockchain after verification of transactions.
Most of the nodes in the blockchain agree on one common point for the correctness of block.
The advantage of the consensus mechanism is that it prevents the single users to control the whole
blockchain system. It also ensures the maintenance of a single chain throughout the whole network.
For example, the Figure 7 shows the work of one of the most popular consensus algorithms Proof-

of-Work used in blockchain system.

As the above description, blockchain is a relatively new platform technology, which is based on de-
centralized transaction and data management. It can provide anonymity, safety and data integrity (Wurster
et al. 2018). There is no need of a third-party organization to control the blockchain transactions, mak-
ing this field a vast research area to deal with limitations and enhancements in the current knowledge
fusion construction. Blockchain combines multiple technologies to ensure an immutable, irrevocable
and traceable blockchain ledger (Viriyasitavat & Hoonsopon 2018). The basic architecture of blockchain

comprises date, network, consensus, incentive, contract, and application layers (Syed et al. 2019) from
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bottom to top as shown in Figure 2.5.

m Hyper Ledger Ethereum VM DApps

pplication Layer

Scripts / Programming Codes Algorithm Mechanism m ~

Contract Layer

Distribution Insensitive Layer /Miner Fee

1sespeoug dzd

POW /POS Practical Byzantine Consortium Shading
Fault Tolerance Consensus Consensus
| Miner Select |

a9fke] yiomiaN
NoMiapN Aejay

Data Block Distribute UTXO0 / Balance Cryptographic
Hash Table Protocol

Data Layer

uoyepieA 18307

Digital Signature

Figure 2.5: The blockchain Basic archiecture.

* Data layer: includes the underlying data blocks in a chain structure, related asymmetric public and

private keys encryption, and timestamp technology.

* Network layer: includes P2P networking, data transmission, and data verification mechanisms.
The P2P networking mechanism is early adopted in P2P download applications like Bitcoin, which
means the blockchain technology has self-organizing network function. Propagate and broadcast

transactions among nodes.

» Consensus layer: consists of various consensus algorithms for nodes on the network. Consensus
algorithms are the core technology for blockchain, since it determines who keeps records, which

would influence the security and reliability for the whole system.

* Incentive layer: integrates economic factors into the blockchain system, including issuance of
economic incentives and allocation mechanism, which mainly occurs in public chain. And in
private chain, it is not necessary to offer incentives, because the nodes, participating in the record-

keeping, usually complete their competition off the chain forcibly or voluntarily.

* Contract layer: it is the basis for blockchain programmable feature, which are automatically
executable and enforceable. No arbitrator or third party can influence or manipulate the execution
of smart contracts, which means smart contracts can ensure each node in the network will execute

the same contract and get the same result.
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* Application layer: includes various application scenarios and use cases, for example, the blockchain

applications built on Ethereum are deployed on this layer.

2.4 Blockchain VS Traditional Security mechanisms

Contrary to traditional security mechanisms for common conversational services, blockchain technology
is based on decentralized transaction and data management which is able to provide anonymity, safety and
data integrity (Wurster et al. 2018). There is no need for a third-party organization to control the blockchain
transactions, making this field a vast area of research to deal with limitations and enhancements within
the current conversational service architecture. Blockchain combines multiple technologies to ensure an
immutable, irrevocable and traceable blockchain ledger (Viriyasitavat & Hoonsopon 2018). This section
will discuss the security of blockchain technology through different planes in the conversational service
architecture (data, control, network and application planes) compared with traditional centralized-based

mechanism.

2.4.1 Data plane

The data plane manages the required data, such as data storage, sharing and retrieval. The main difference
between a traditional database and the blockchain database is data structure. The most common data
structure of traditional conversational services is a database table that in essence consists of a two-
dimensional array indexed by a row and column value. Other data structures such as b-tree and a
user-defined vector are also in common use. Traditional database management is operated by one or
several controllers on the basis of a hierarchical data structure and have been principally secured against
hackers over network security mechanisms like network-based intrusion detection systems (IDS) and
firewalls. However, these security mechanisms are still high risk. For instance, if one table in the
database is corrupted, the operation of the whole database is potentially compromised and the data access
would be lost (Barrera et al. 2017). Even if appropriate maintenance processes are in place, data loss
may still occur even after a rollback or table restoration. Unlike the traditional conversational services,
blockchain is based on Distributed Ledger Technology (DLT) (Walport 2016), which is spread across
several nodes or computing devices. Blockchain uses a chain data structure based on cryptography
algorithms consisting of a transaction, block and a chain as shown in Figure 2.6. A transaction is an
operation that causes a change to the whole ledger between nodes and a block is composed of a header and

a long list of transactions. All nodes in the system maintain a long chain of blocks which are linked and
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secured against tampering by the application of cryptography techniques. The composite structure “block
(complete history) + chain (complete verification) = timestamp” provides an integrated and immutable

database. This structure provides a better data integrity when compared with traditional services.
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Figure 2.6: The basic data structure of blockchain.

2.4.2 Control plane

The control plane advertises and displays information related to services available on the Internet. The
control protocols used in conversational services can be divided into three main types: centralized,
distributed and decentralized models. Contemporary conversational services use a globally centralized
controller or a locally-centralized controller to communicate with the data plane as well as the application
plane. Centralized control is usually comprised of one device that deals with tasks such as I/O connectivity,
motion control and so on (Ali et al. 2016).By using a centralized mechanism, administrators have the
ability to effectively manage the traffic data from different locations. Since the control calculations
are performed in the central device, the computing capacity demands have to be significantly higher
with corresponding and security requirements which have to mitigate the associated risks. In order to
overcome this, a distributed control structure was illustrated (Smaragdakis et al. 2014) using locations
and facilities re-optimizing, which shows good scalability in simulations. Research has found that
using a distributed model to provide conversational service could prevent service break resulting from
the loss of networking or power (Gribble et al. 2000). Although the implementation of distributed
control model focuses on allocating control protocol functions across multiple processor levels in the
network, they had a centralized platform to provide services, which is not consistent with the requirement

of building conversational services in a decentralized way. Decentralization is basically to distribute

constraint and dominance from the central authority to peripheries in order to weaken the centralized
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organizations’ function with secured benefits (Bashir 2017, Zhaoyang et al. 2018, Pinyaphat 2018), which
can makes use of the information exchanged between distributed controllers allocated within the control
plane. This process can ease the access control and revocation within the system (Ali et al. 2016).
The blockchain utilizes decentralized control as independent organizations or individuals are usually
distributed geographically. The main advantage of decentralized control is that the presentation authority
is delegated to the individual nodes throughout the network rather than limiting it to a few executive
nodes. Figure 2.7 depicts a comparison between the centralized, distributed and decentralized control

plane.

f Central ("’ Central
controllerl ”

(a) Centralized or local centralized control (b) Decentralized control

Figure 2.7: Comparison between control plane

2.4.3 Network plane

Traditional conversational services use a client-server infrastructure. Each user acts as client and can
query data that is stored on a centralized server. Since the centralized control is accountable for database
administration, if the authority’s security is compromised, the data can be modified or even deleted (Shahin
et al. 2018). In contrast, blockchain is based on a peer-to-peer (P2P) network structure consisting of
several decentralized peers. In terms of data integrity, blockchain defines a set of protocols, which verify
each participating node in the network when a new transaction is created. Then, the new transaction record
is integrated into the block only after the majority of nodes reach a verification consensus. Regarding
data storage, blockchain is based on a distributed architecture, where each node has a backup of the
whole ledger. This means that if a node is corrupted or in-accessible, the integrity of the database

will not be affected. Hence, through the distributed transmission of data, record of transactions and
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distributed storage, the entire architecture can be defined as decentralized in nature. This decentralized
architecture improves the speed, flexibility and security by reorganizing the application service network,

and it provides for a more efficient local control and execution capability of a service (Croman et al. 2016)
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Figure 2.8: Comparison between network plane

2.4.4 Application plane

Many Internet applications can be generally considered as centralized applications that focus processing
in one host or in a cluster of coupled computers in a single location. For instance, the purchase process
from EBay website can go through PayPal. PayPal is a typical centralized application that concentrates
all transactions between the seller and buyer. If PayPal’s data-centre or cluster is compromised, its
transactional history and balances can no longer be trusted leading to further service disruption to those
that rely on PayPal. Decentralized applications (Dapps) differ from centralized applications and are a
type of software program on the Internet that are designed in a way that they are not being controlled
by any single entity. In order to have an ideal service or blockchain application, there should be no
human intervention in the operation which leads the formation of an autonomous organization that is
decentralized. The autonomy can help to share the profit and the cost into the blocks (Cai et al. 2018).
There are noticeable common features of Dapps which are completely hosted by peer-to-peer blockchain

system:
* Applications must be completely open-source with no entity controlling the majority of its tokens.

* The application’s data and records of operation must be cryptographically stored in a publicly-
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accessible distributed manner. In this way, it can avoid any central points of failure.

* The application must use a cryptographic token - this is required for accessing the application and

any contributions should be rewarded with the application’s tokens.

* The application will reward contributors in the community according to a proof of value concept

which is predefined by standard cryptographic techniques.

Figure 2.9 illustrates the differences of centralized and decentralized application plane. Table 2.2
lists the comparisons between traditional conversational services and blockchain-based conversational

services.
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Figure 2.9: Comparison between application plane

Table 2.2: The comparisons between traditional conversational service and blockchain-based conversa-
tional service

Topic Traditional conversational service Blockchain-based conversational
service
Data plane Tradition database structure such as | Chain data structure with
table, b-tree, vector, etc. cryptographic methods such as hash,

asymmetric encryption, etc.
Control plane | Totally or locally centralized control | Decentralized control mechanism.

mechanism.
Network plane | Client/Server network through P2P network through distributed
centralized management. recording, transmission and storage.
Application Many large corporate-based Internet | User-centric.
plane entities.
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2.4.5 Blockchain-based Architecture in Demand

Based on the above discussion, we can see that contemporary conversational service architectures are
showing an inability to efficiently respond to the increasing challenges in many aspects, especially in
terms of service security and privacy. We explained the main reasons why blockchain technology can

improve the security of traditional centralized-based conversational service.

End-data monopolies. While a data monopoly provides an appropriate business for tech giants,
from a user‘s perspective, it is not fair that this data can be freely obtained from end-users and then

monetized. (McAfee et al. 2012).

End-surveillance on the Internet. The private data and activity of users is monitored and collected
by conversational services, typically without the consent or knowledge of the user. This is at the expense

of a user owning and controlling their identity and security.

Permissionless innovation is reintroduced to the Internet. We need to build an open or public
application service network instead of private or proprietary services. Then, regardless of where you are
and which service or application you use, interoperability and sharing of information is facilitated and

transparent.

In summary, the blockchain-based conversation system architecture is to build a decentralized
structure with distributed data verification on which modern conversational services can run. The
innovation of blockchain-based conversation system architecture is the database technology serving as
"the chain of blocks linked using cryptography", which is to provide constant and security connectivity
for dynamic network. In addition, the consensus and incentive mechanism of the blockchain will also

provide fairness, trustworthy and scalability to upper-layer applications.

2.5 Blockchain-based conversational system

In the previous section, the key concepts of blockchain through different planes in the conversational
services were discussed which try to address the issues of security of the information maintained by the
network. This section will describe how blockchain technology can be built into a layered conversational

service architecture.
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2.5.1 Vision of Building Blockchain-based conversation system

This section we presents a vision of building decentralized, multi-tier conversation system for charac-
terizing and standardizing the typical features and main components of blockchain and briefly describes
the underlying structure of each plane. As shown in Figure 2.10, blockchain-based conversation system
can run on a fully peer-to-peer (P2P) basis. Each node in the network can act as both client and server
and compared to current conversational services, clients do not reply on a central server which thereby
facilitates interaction. The new architecture is a web of connected nodes which make up the network
itself. These nodes communicate with each other to maintain, measure and update the new entries in
the database. All nodes work together to guarantee they reach a consensus to provide the network with

in-built security.

Data Plane: this plane manages multichain data with related cryptography methods to maintain the
blockchain database in an ACID (Atomicity, Consistency, Isolation, Durability) style. The data plane
also performs necessary required database actions such as create, insert and update (Siewert 2018). A
basic blockchain selects a peer based on the winner of a consensus competition of block hash and it
will be authorized to create a new block and add it to the chain structure, encapsulating all transaction
data with a specific timestamp generated over the Internet between nodes. For the design of multi-chain
databases, the storage structure, data management, verification mechanism and cross-chain anchoring
method are four key components. The Merkle tree and block hash are used to secure verification of
content in a large dataset, and help to verify the content and consistency of the data while block hash
combined with timestamp makes block chain manipulation harder for an adversary. The traceability of
the blockchain data is also enabled (Liang et al. 2017). Another aspect in this plane is the anchoring
between multichains, with each multichain blockchain having a set of blockchain parameters determining
the chain’s behaviour. Different blockchains can also use predefined proofs such as Simplified Payment
Verification (SPV) (Back et al. 2014) to ensure data security and non-tampered. In this way, data can be

transmitted between different blockchains, which engenders more extensive application prospects.
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Figure 2.10: The vision of building blockchain-based conversation system architecture.

Based on the decentralized multichain structure, peers are equally privileged without central admin-

istrators or hierarchical entities and can be considered as full user-centric and light-weight peers. Any
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new datum or block created by one peer will be broadcast to all monitoring nodes in the network. Every
node stores all blockchain data, which can be easily synchronized and maintained in the event of the
node’s failure. In this way, massive amounts of data can be shared amongst completely decentralized

Internet entities.

Consensus Plane: this plane packages all consensus algorithms for all Internet peers in the network.
These algorithms enable participants to agree on the contents of the blockchain in a distributed and
trustless manner. Essentially, a consensus algorithm is used for Internet tasks that can be crowd-sourced.
Current consensus algorithms are relatively slow to converge and do not support the satisfactory processing
and confirmation speeds required for instant services. Therefore, there is a need to design a reasonable
crowd-sourcing mechanism with an incentive capability that enables rewards for each peer across the
Internet while ensuring data security (Bozic et al. 2016). Specifically, it is related to intrachain proof
and interchain proof, and the overall consensus service is based on the dynamic collaborations between
different service providers. Since the transaction verification is the key problems of consensus process, it
is better to select verification nodes dynamically rather than the whole nodes. This can greatly increase the
cost of malign peers and reduce the communication delay in the consensus process, thus the designing of
consensus algorithms could considered the adjustment of workload (such as service transaction volume+

transaction age) to determine the difficulty of mining nodes and the consensus representative selection.

Application Plane: this plane is commonly accessed to provide conversational services. This acts
as an interface between users and the underlying planes, where actual applications are defined such as
applied data mining, machining learning, intelligent assistants and other Internet applications. Traditional
applications follow a centralized client-server model that directly controls the flow of information from
a single centre. All individual clients are totally dependent on centralized services such as Google,
Facebook, Amazon and other mainstream services (Back et al. 2014) to send requests and receive
responses. A decentralized application plane allows different types of applications that use a point-
to-point communication model. Designing application is mainly composed with three main modules:
a construction module which designs the internetworking mode between multiple service providers to
ensure scalable data storage and secure access control, an authority module which is responsible for the
permissions related to the contents or contributions of each participants, and a transaction module which

is responsible for exchanging the information or value between nodes.

Contract Plane: this plane encapsulates various scripts, algorithms and smart contracts. Users can
define self-request, self-verifying, self-executing and self-response rules via a personalized smart contract.

The contract plane provides essential services to the decentralized application plane as well as the control
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plane, making them programmatic smart properties. For instance, when executing a web service using
the HTTP protocol, the contract plane will self-execute and return the corresponding HTTP responses to
predefined HTTP requests without any intervention from a third-party. Each response needs to satisfy the
consensus algorithms deployed in the consensus plane. After response verification, the new response can
be updated in the data plane. The key points to design smart contracts are transaction processing, storage
mechanism and complete status identification. The transactions mainly include request and response
messages between service providers and users, and when these transactions are transferred into smart
contracts, the status identification will be triggered and updated. If the predefined conditions (such as
agreed time and event) are satisfied, then smart contracts are executed to guarantee all the chains run the

deployed functions automatically.

2.5.2 Technical superiority

The integration of blockchain in the conversation system architecture could solve many problems that the
current architectures face. The role of a blockchain-based mechanism for conversation system is detailed

by the following aspects:

1) Improve data security for content storage
Many information is very important for each customer during service interaction. Thus, these
contents should be clearly identified and data integrity should be ensured. Blockchain can provide a

reliable peer-to-peer communication with security and traceable measures over a untrusted network.

2) Provide a reliable incentive scheme based on consensus mechanism
Incentives are what encourage communities of participants to cooperate and create the value
that ensure the success of conversational services. Another advantage of this integration is the
possibility to make incentive trusted decisions since the blockchain can ensure that all participants
of a decentralized network share identical contents and get consensus. This assurance can allow
the system to reach an agreement over the whole network and to have global collaboration between

the different entities.

3) Provide effective corporation to support multiple conversational services
Sharing of multiple conversational services is related to multiple corporations, and the exchange of
value will also involve multiple accounts. Blockchain can support complex transactions by simply
using smart contracts which have excellent scriptable programmability, and this would increase the

fundamental baseline extensibility needed to support different types of conversational services.
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2.6 Key Blockchain-based Conversation system Requirements

As stated in previous section, a layered security conversation system architecture can be built through
blockchain technology. However, from a research viewpoint, there are several key technical requirements
that need to be addressed for blockchain-based conversation system to reach their full potential. The
key requirements are explored and summarized in the building of blockchain-based conversation system

architecture as shown in Figure 2.11.
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Figure 2.11: Key technical requirements in Blockchain-based conversational service.

2.6.1 Database Security requirements

The blockchain database has shown a proven robustness to data security and integrity in cryptocurrencies,
which not only supports a single blockchain, but also provides sidechains as well as multichains used by
all participants through secured cryptographic protocols (Bozic et al. 2016, Raval 2016, Greenspan 2015).
The advent of decentralized databases built on blockchain technology creates new requirements, as they
will exchange massive volumes of data that need to be stored and managed. The following requirements

are investigated:

Storage security: decentralized storage needs to meet the demands of storing high volumes of data
across the Internet. Blockchain’s linked storage structure allows for one chain on the whole network.
All coincident transactions are kept in the same block based on a consensus algorithm, and in the case

of Bitcoin, a block is created every few minutes. However with the exponential increase of technology

34



Chapter 2 — Survey on blockchain-based conversation system 35

usage, from the point of technical implementation, there are three main methods: sidechains, sharding and
Directed Acyclic Graph (DAG). Rootstock (Lerner 2015), Alpha (Pal 2017) and Liquid (Zhou et al. 2021)
are typical examples of using sidechains, which allow tokens and other digital assets from one blockchain
to be securely used in another separate blockchain and then be moved back to the original blockchain
if needed. Zilliga (Meneghetti et al. 2019), Rchain (Eykholt et al. 2017) and Quarkchain (Aldakheel
et al. 2019) use the sharding mechanism to scale up, which divides the super blockchain network into
several sub-chain networks (each sub-chain network we call a shard) consisting of part of peers. IoT
Chain (ITC) (Xie Zhuopeng n.d.), Byteball (Popov n.d.a) and IOTA (Popov n.d.b) are the most applicable

examples of the DAG structure.

These new implementations are scalable, light-weight and decentralized, making them more suitable
for large-scale networks and they also support different types of transactions being recorded on different
chains simultaneously. The storage potential of enhancing the single-chain blockchain storage into

sidechains, sharding and DAG (Popov n.d.b) structures can be seen in Figure 2.12.
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Figure 2.12: Storage structure between sidechains, sharding and DAG.

Data management: in a traditional database, a client can perform four basic functions on data:
Create, Read, Update, and Delete (CRUD commands). Since blockchain data is permanently stored and
is immutable, the operations associated with blockchain are creating and reading, which means that there
is no native deletion or update. Reading can query and retrieve existing data from blocks indexed by their

hash value with some other attributes. Writing is delayed by waiting for block creation, and an additional
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mechanism is required to implement the concept of deletion and update (for example, flagging transactions
as stale). A public blockchain database is a read-uncontrolled as well as write-uncontrolled database,
which means any client can read a block in the existing chains, and write a new block into the chains
(subject to consensus) (Shahin et al. 2018). However, with the existing technology, write operations are
slow due to the transaction confirmation mechanisms which take several minutes to complete. Therefore,
faster and more intelligent methods are required to maintain data with blockchain-based conversational

service databases.

Transmission security: blockchain databases use advanced cryptographic techniques to ensure data
transmission security. It involves at least two levels of security protection. Firstly, the global states are
protected by a Merkel tree where the root hash is stored in the block header. Furthermore, the block history
is also protected through a chain of cryptographic hash pointers (Dinh et al. 2018, CHEN et al. 2017).
Hashing is also used in encryption of transactions. There are several typical cryptographic algorithms,
such as MD5, SHA1/SHA?2 and SM3 (Dinh et al. 2018). As indicated by Table 2.3, hash functions like
MD5 and SHA1 are officially insecure, and SHA2 and SHA3 are the most popular hash functions used
in blockchain databases. The Merkel tree helps achieve rapid and secured transaction verification, while
the hashing and time-stamp enable integrity and traceability during transmission between peers in the

network.

Table 2.3: Key features of Typical Hash functions used in blockchain database

Algorithm | security | Arithmetic speed | Output length
MD5 Low Fast 128
SHA1 Medium | Medium 160
SHA2 High Lower than SHA1 | 256
SHA3 High Lower than SHA1 | 256

Privacy protection: as previously discussed, blockchain-based data storage and transmission is
transparent, and users can use a digital signature to protect their privacy through the use of a public and
private key pair. Public keys can be shared with everyone while private keys are kept secret. Either
of the keys can be used for message encryption while the other key is used for message decryption.
RSA (Rivest Shamir Adleman), ECC (Elliptic-curve cryptography) and SM2 (SuperMemo) are among
the most common asymmetric encryption methods used in blockchain systems (Zyskind et al. 2015).
Table 2.4 lists the key features of these digital signature methods. These asymmetric encryption methods

should be further strengthened in a huge number of conversational services with multichain interaction.
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Table 2.4: Key features of typical digital signature methods used in blockchain database

Algorithm | security | Maturity | Arithmetic speed | Resource consumption
RSA Low High Slow High

ECC High |High Medium Medium

SM2 High |High Medium Medium

2.6.2 Protocol Design requirements

Since a blockchain database supports both single chain and multichain structures, there is a need to design
and apply different protocols to ensure trust is inherent. The following requirements are discussed for

consensus protocols used for intrachain and interchain communication.

Intrachain proof protocol: The consensus protocol for single blockchains is used to achieve
agreement on a single data value among distributed processes or systems. The most common consensus

protocols used for single blockchains include: PoW, PoS, DPoS, Paxos, PBFT and DBFT.

* PoW: Proof of Work is one of the first utilized consensus protocols that is computationally based,
requiring miners to find the solution to a puzzle. Several cryptocurrencies utilize a variant of this
protocol (Nakamoto n.d., King 2013, Duong et al. 2018). It is a data item that is time-consuming
to produce but easy to verify by others which satisfies specific necessities (Alla et al. 2018, Gervais

et al. 2016).

* PoS: Proof of Stake is a proposal that determines who will add the next block into the blockchain
based on how much stake a miner has in the network (King & Nadal 2012) - in other words, mining
is done by stakeholders in the ecosystem who have the resilient motivations to be decent stewards

of the system (Vukoli¢ 2015, Kiayias et al. 2017).

* DPos: Delegated Proof of Stake is a newer consensus structure where users select some delegate
nodes which confirm the validity of a block (Larimer 2014). The network performance, resource

consumption and fault tolerance of DPoS are similar with PoS (Larimer 2013).

* Paxos: Paxos is a consensus protocol based on a leader role. A leader node has absolute authority
and it allows other nodes to participate in supervision. All the nodes in the network have a general
access mechanism. However, during the process of selection, malignant nodes cannot be allowed.

Hence, fault tolerance is not available in Paxos (Hunt et al. 2010, Birman et al. 2010).

* PBFT: similar to Paxos, Practical Byzantine Fault Tolerance (PBFT) uses permissive voting, with

the principle that the minority is subordinate to the majority (Sankar et al. 2017). In contrast, the
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consensus algorithm allows a 33.3% fault tolerance (Madigan et al. 2012).

* DBFT: Delegated Byzantine Fault Tolerance (DBFT) is similar to PBFT where the main difference is

based on including a leader driver with delegation to improve the efficiency of data processing (Jeon

et al. 2018).

Interchain proof protocol: an efficient and secure communication protocol over the Internet and is

the most in-demand technology for blockchain-based conversational services. As multichain blockchains

can allow for large storage capacities, together with higher data integrity and transparency, multichain is a

suitable solution (Cachin & Vukoli¢ 2017). Among multichain technologies, cross-chain communication

is one of the key issues. Key types of cross-chain technologies are outlined below.

* Notary schemes: these are the most common schemes used for routing payments across diverse

digital ledgers through the separation of receivers and senders from the risk of intermediary

failures. This protocol is invoked by hosts over higher-level protocol modules in an interledger

environment (Thomas & Schwartz 2015). Figure 2.13 shows the basic layered structure for a notary

scheme.
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Figure 2.13: The notary scheme layered structure.

Referring to the Figure 2.13, connectors act as a notary to build the communication between

interledgers deployed in the different blockchain platforms. For instance, in Ripple, the Notary

module would call on a local ledger module which would create a Ripple transaction with the

interledger packet attached to the Ripple Consensus algorithm (Lee 2016). Then, the Ripple

address would be derived from the interledger address that might be connected to other ledgers via
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the local ledger interface.

* Relays: this technology uses building blocks that allow contracts to securely verify blockchain
transactions without any intermediaries. They can also act as a smart contract that stores block
headers. Then, these block headers are being used to build a mini-version of the blockchain (Wang,
Zhou, Wang & Finestone 2018) (refer to figure 2.14). Bitcoin also uses this method to achieve
Simplified Payment Verification (SPV) light wallets. The work flow is divided into three steps:

i) relayers constantly submit blockchain headers;

i1) transactions are submitted to be verified;

iii) verified transactions will be replayed to the smart contract.

~ S :

New Submitted
transaction block heads
Submitted

Verification l block heads
‘ new block

s / Smart contract exsting block

.................................

Figure 2.14: Relays design and construction.

Relays belong to the early stage of cross-chain communication technology. They combine two
different blockchains with a defined smart contract. The applied trust model is similar to the
single blockchain and chains do not fail or suffer from 51% consensus attacks. A typical example
implemented by relays is BTC (Bitcoin) relays that connects Ethereum and Bitcoin using a smart
contract (Chow 2016), where clients can pay for Ethereum usage via Bitcoin payment. Another
example is RootStock (RSK) (Lerner 2015) which is a smart-contract platform that incorporates
a Turing Complete Virtual Machine (TCVM) with Bitcoin. Relays also provide some network
enhancements such as better scalability and faster transaction features which will also enable new

usage scenarios.

» Hash-locking: this is a key technology of the lightning network. Single blockchain has limitations
such as the transaction rate (of the order of a few transactions per second in the whole network),
and the verification of new blocks which require relatively long time durations by consensus

nodes (Poon & Dryja 2016, Deng et al. 2018). Both these problems bring difficulties when

39



Chapter 2 — Survey on blockchain-based conversation system 40

extending the application capabilities of blockchain-based conversational services. Hash locking
provides an extended channel that restricts the spending of an output until a specified piece of data is
publicly revealed. Hash-locking has the useful property that once any hash-lock is opened publicly,

any other hash-lock secured using the same key can also be opened (Buterin 2016) (Figure 2.15).

3 day lock

Figure 2.15: Hash-locking transaction example.

For instance, if two users (Alice and Bob) make a Hashed Timelock Contract (HTLC) protocol
before communication, the blockchain system will lock the lightning network between them (Alice
and Bob), until Bob can return a hash value within 3 days. If this hash value is correct, Alice
can transfer money to Bob immediately. Therefore, if two peers pre-set a hash-lock contract, then
they can achieve instant and multiple transactions between each other. However, although hash-
locking can realize the exchange of digital assets, it cannot support cross-chain contracts. Hence,

hash-locking applications are limited.

* Distributed private key control: this is a hybrid protocol that combines some single blockchain
protocols together. Private assets can be mapped to a public blockchain through a distributed
private key and control technology, which can realize lock-in and unlocked modes. A lock-in
model is the process focusing on retaining the control and mapping of assets, while unlocked is
the reverse operation of the lock-in process, allowing control power to be returned to the owner.

Figure 2.16 shows the basic function of distributed private key control (Deng et al. 2018).

As an example, fusion is a popular distributed private key control platform. Fusion ensures that
nobody can access the complete private key, making sure that no single node can obtain the control
of the completely digital ledger. In addition, Fusion is based on the Hierarchical Hybrid Consensus
Mechanism (HHCM) combining the PoS and PoW blockchain protocols, and it utilizes parallel

computing to group nodes, thereby achieving a favourable balance of efficiency and safety.

40



Chapter 2 — Survey on blockchain-based conversation system

41

)

Bitcoin
—_—
Lock-in
Ethereum +
Unlocked

Other blockchain
tokens

) 4

N

Dsitributed
control right

)

Across time

Across location

Across
service

| Across objects

Exchange of value

—/

Figure 2.16: Basic structure of distributed private key control.

» Notary schemes + Relays: this key type combines both technologies. Relays are first used to build

an efficient communication channel and Notary schemes aim to achieve instant transactions between

peers in the network. One typical instance is Ether Universe (Meshcheryakov et al. 2020) (as shown

in Figure 2.17). Ether Universe connects different blockchain networks such as Ethereum, Bitcoin,

EOS and others via ’connectors’ used in Notary schemes and ’verification’ used in Relays.
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Figure 2.17: Basic structure of Ether Universe combined with notary schemes and relays.

Ether Universe inherits the advantages of EOS, which can process millions of transactions per

second and generate corresponding transaction snapshots at the same time. Ether Universe is a

very recent addition to the cross-chain platform which requires further evaluation.

Protocol performance: Consensus algorithms are designed to establish reliability in a network

involving multiple unreliable nodes. For the consensus algorithms used in single blockchain, the protocol

performance is mainly analyzed based on the average confirmed efficiency, resource consumption and

tolerance power (Yang et al. 2018) presented in Table 2.5. From Table 2.5, it can be seen that PoW,

PoS and other consensus algorithms are inefficient with associated issues of serious energy consumption.

Hence, these algorithms cannot meet the performance requirements of blockchain-based conversational

services.
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Table 2.5: Comparison with different single-chain consensus protocol.

Consensus PoW PoS DPoS Paxos PBFT DBFT
Year 2008 2012 2014 2015 2015 2016
Average about 10 | about 60 | about3 | about1 | about 1 about 1
confirmation time | minutes seconds seconds | second second second
CPU usage High Medium | Medium | Low Low Low
Tolerance power < 25% < 51% <51% | <51% | <33.3% | <33.3%

Considering the poor consensus and energy performance of most current intrachain protocols, the

design of new intrachain protocol should be satisfied with the following requirements:

1) Dynamic verification: is able to perceive and adjust the mining structure for different networking
environments. In addition, dynamic verification also reflects the more efficient usage of computing
resources such as CPU load, memory, bandwidth and so on. Hence, the performance of an

intrachain protocol should have a stable longer-term decrease use of resources.

2) High-throughput and low delay: high-throughput means the intrachain protocol can process more
verification requests per unit time and the low delay is related to the transaction cost. The intrachain

protocol should optimize the user experience and reduce waiting times.

3) Low power consumption: to support large-scale conversational services, the design of node selec-

tion strategy, grouping verification and node management can be used to reduce power consumption.

Here, the key features between the different cross-chain communication technologies in Table 2.6

are compared and discussed by the following presented criteria.

* Trust model: proof principles used between separated chains.
» Usable for cross contract: the difficulty level of smart contracts deployed into multichain structure.

» Transaction speed: the transaction processing performance during mining.

Considering the above criteria for an interchain protocol, Notary schemes and Hash-locking have
difficulty in support cross-chain smart contracts, and thus, they have poor scalability. Relays have low
transaction speed and high delay, which is also not suitable for various conversational services. It is
necessary to design a hybrid interchain protocol to support concurrent processing of diversified services

that satisfy the following requirements.

1) Anchoring between multi-chains to guarantee non-tampering: the transactions between chains

should be linked by two-way peg! or other similar strategies to ensure reliable transmission and

Itwo-way peg enables interchangeability of digital assets at a predetermined rate between the two chains.
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Table 2.6: Comparison with different cross-chain consensus protocol.

2012,

well-known

2015,
well-known

2016, not
well-known

2017, not
well-known

Types Notary Relays Hash-locking |Distributed Notary schemes +
schemes private key Relays
control
Typical Interledger BTC, HTLC Fusion Ether Universe
Applications RootStock,
Polkadot
Trust model |Majority of  |Chains do not |Chains do not |Hybrid Majority of
notaries fail or fail or get consensus notaries honest +
honest get"51% "51% protocol Chains do not fail
attacked" attacked" or get "51%
attacked"
Usable for | Difficult Easy Difficult Easy Easy
Cross-
contract
Transaction |Low Low High High High
speed
Popularity |Launched in |Launchedin |Launchedin |Launchedin |Launched in 2018

avoid double cost.

2) Efficient verification of cross-chain transactions: a shorter block interval can make transaction

verification more efficient, but it may cause increased chain forking that reduces the network

availability. Thus, the design of an interchain protocol should consider the trade-off between

verification time and the number of forks.

3) Cooperative consensus based on dynamic construction strategy: the consensus nodes selected from

different chains are used to build a set of verification nodes. The dynamic construction strategy

should be based on the computing power, the credibility of the node and other factors to make sure

that the selection of verification nodes is uncontrollable.

2.6.3 Application requirements

In this subsection, several key requirements of applications for various conversational services are listed.

Scalable (massive) user support: At present, basic conversational services such as web-based

shopping sites like Amazon and Internet email hosts like Gmail have a massive number of user accounts.

Therefore, in order to deploy a new conversational service architecture on the basis of the blockchain

platform, the architecture has to support massive numbers of users, and avoid the resulting problems

related to network performance, while also giving consideration to expandability storage.
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Security of private keys: the user experience is an important indicator of conversational services. It
is inefficient and possibly insecure to use a haphazard, guessable string as an account or password identifier
for each user. In addition, if a user loses their authentication details, there is a need for authentication
mechanisms to re-establish the identity. Contemporary systems apply two-factor authentication. However,
itis desirable to have a set of security mechanisms to store private keys combining the blockchain platform

and application layer (Zyskind et al. 2015).

Authority control: data sharing and transparency are very sensitive topics for business services.
Simultaneously, as a mutual trust between peers is being built, there is a need to guarantee the privacy
of commercially-sensitive information as well as individual privacy, as they are included in the basic

philosophy of the blockchain-based service architecture.

Development cost: the convenience and reliability of application development determines the
success of blockchain deployment. During the development phase, there is a need to put into consideration

the costs of development including the technical, time and labour costs (Zmaznev et al. 2018).

2.6.4 Contract requirements

A blockchain-based conversational service architecture provides two levels of contracts: standard and
smart contracts. A standard contract is suitable for simple scenarios and is always deployed or encapsulated
when the blockchain is initially created (only simple commands are supported). A smart contract aims
to solve more complex scenarios and it exposes many API interfaces for arbitrary programming that
developers can use to make complex agreements between different nodes (Christidis & Devetsikiotis

2016). The key requirements of standard and smart contracts have been outlined in Figure 2.18.

Contract structure: the standard contract can be considered as the cryptography mechanism used
inside the blockchain platform as described in previous sections. The standard contract cannot be updated
and deleted after being deployed in the blockchain system. On the other hand, the smart contract includes
fully-featured scripted programming, made up of a set of rules running on top of a blockchain-based
system. The smart contract is also proposed to reduce transactional costs and guarantee a greater degree
of security (Christidis & Devetsikiotis 2016). The main structures used in standard and smart contracts

are shown in Figure 2.18.

Interface specifications: the contract interface should be designed according to the blockchain

database model. Operations related to contracts can be classified into two levels: static and dynamic. The
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Figure 2.18: Basic components of standard contract and smart contract.

static level aims to define the relationship between users and objects. For instance, a standard contract
can be used to create an account and declare the owned assets. The dynamic level focuses on operations
between users and users or users and objects. For instance, a smart contract can be used to define

restrictions with regard to asset transfers, updating account information, access control and so on.

Contract evaluation: although smart contracts are used in many blockchain platforms and are
driven by many different types of services, it is necessary to determine the evaluation measures of smart
contracts (Idelberger et al. 2016). After understanding the ways to apply smart contracts with detailed
insights, there is a need to measure the performances and challenges when they are deployed, such as
formal descriptions, contract model verification, consistency tests and so on (Bhargavan et al. 2016, Reza

M. Parizi 2018) (Figure 2.19).
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Figure 2.19: Contract evaluation requirements
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2.6.5 Blockchain Trends for Future Conversation system

Over the past few years, along with the rapid development of the Internet, there are five main Internet
technologies which have mainly influenced the early development of blockchain (Peters et al. 2015)
(shown in figure 2.20), including TCP/IP (Cerf et al. 1974), Routers (Burstein & Pelavin 1984), Web
applications (Shuchun et al. 2000), P2P (Barkai 2000) and information security technology (Halevi &
Krawczyk 2006). Based on these five main influences, blockchain attempts to build a decentralized

structure to achieve many applications using cryptographic methods.
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Figure 2.20: ‘Development of Internet’ VS ‘Development of Blockchain*’

It can be seen that the TCP/IP protocol is the basic technology and de facto standard for the transport
and networks layers of a layer-based approach for internetworking, but now blockchain technology is one
of the new technologies in the associated application layer. Blockchain is the technological imitation of
router technology from the network layer to the application layer, that performs traffic routing decision
functions required on the Internet. With the development of web applications, two main application
structures have emerged: browser/server and client/server model. However, both models are based on
centralized or locally centralized controllers to concentrate on conversational service or applications,
while blockchain attempts to change them to a decentralized structure. In 2000, a P2P network was
proposed to partition tasks or workloads among peers which is the foundation of blockchain technology.
Then, following the many information security technologies used for conversation system, blockchain used
several cryptographic methods to build a transparency and trustworthy mechanism to support transactions
between different peers. Thus there is an inextricable connection between the development of the Internet

and blockchain technology.
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2.6.6 Trends in Blockchain- Systems

Up to now, blockchain technology has been steadily developing from the original Bitcoin protocol for
digital currency to the second generation Ethereum platform integrated with smart contracts (Swan 2015).
Today, we are in the process of building what is unofficially termed blockchain 3.0 and future-generational
blockchain 4.0 (Zhao et al. 2016, Joshi 2017). In this section, we provide a simple description about how
the technology is evolving from its initial form, to become a fully-edged globally distributed system as

shown in Figure 2.21.
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Figure 2.21: The evolution of Blockchain system.

Blockchain 1.0 is completely dedicated to the digital currency. The typical platforms that are
supported are the mining of Bitcoin and other crypto-currencies such as Litecoin (Reed 2017), Doge-
coin (Young 2018) and so on. The consensus algorithm utilizes Proof of Work (PoW) which is only used
in the public chain. Blockchain 1.0 guarantees distributed storage, allows data sharing between nodes,

and enables transparency in transactional processing (Yang et al. 2018).

In Blockchain 2.0, some new cryptographic methods such as the Merkle tree were added into the data
plane to more efficiently manage the transactions. In addition, apart from PoW and PoS, other consensus
algorithms used in public chains, private chains or consortium chains, such as DPos and PBFT, were
proposed to reduce the volume of transactions (Zheng, Xie, Dai, Chen & Wang 2017, Larmuseau & Shila
2019). The most important improvement was the utilization of the smart contract, which automatically

executes small computer programs when certain conditions are met (Yang et al. 2018). Smart contracts

47



Chapter 2 — Survey on blockchain-based conversation system 48

aimed to reduce the cost of verification and execution, while aiding fraud prevention. The most prominent
system in this version of blockchain was Ethereum, proposed in 2013. This version allows the formation
and transfer of digital assets and other financial applications. The main limitations of Blockchain 1.0 and

2.0 are the energy consumption,volume of transactions and cost (Yang et al. 2018).

In order to tackle the limitations in blockchain 1.0 and 2.0, a third generation of blockchain platforms
was proposed to support different blockchain data structures, proof protocols and the development of
various areas rather than financial applications. However, it still has some limitations such as the efficiency
of consensus, security of smart contract and interoperability of multichain (Zheng et al. 2016, Lin & Liao

2017).

With the rise of new industrial technology, known as Industry 4.0, a fourth generation of blockchain
platforms is being presented to provide ideal solutions to satisfy business demands. Blockchain 4.0 aims
to improve the consensus efficiency, the scalability of blockchain networks, the energy requirements of

computation and so on, thereby tailoring blockchain to real, contemporary and future environments.

2.6.7 Challenges and Future

Based on the above discussions, the evolving key requirements which enable blockchain to be able to
communicate and interoperate over the conversation system, maintain a global and reliable repository
of information (Zheng et al. 2016) can be found. However, blockchain is also faced with multiple
challenges and research problems that need to be resolved. Generally, three criteria are always used to
assess the blockchain technology: decentralization, scalability and consistency. There is a tradeoff among
these three characteristics, for example, the applications based on Bitcoin and Ethereum platforms are
decentralized and consistent, where every full node stores all the data without centralized control, but
they suffer in the lack of true scalability (which is exhibited by the duration of several minutes needed for
one block confirmation). To apply the blockchain-based internet service, we summarize future challenges

mapped to proposed key requirements as shown in Table 2.7.

From Table 2.7, it can be seen that there are a few challenges that need to be addressed before
the current blockchain technologies can concurrently assure decentralization, scalability and consistency

with billions of transactions in each second. Here, we outline the main challenges to six areas:

1) Storage capacity: in blockchain, there is a requirement for all transactions to be stored in each
node and this record is immutable, ensuring data integrity and continuity. However, this introduces

the problem of excessive system storage due to the characteristics of non-erasable and distributed
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Table 2.7: Key requirements of blockchain-based conversational services mapped to existing blockchain

elements
Type Key requirements Exsiting blockchain elements —— Typical examples
Multichain | Decentra
Data Consensus . Standard | Smart
proof -lized
structure | protocol contract | contract
protocol protocol
Data security v v v v v v .
(Pinyaphat 2018)
Database Dat.a storage ca- | x x N/A N/A N/A N/A (Namasudra et al. 2021)
pacity
Data  manage- | V' v v v v v
ment
gr(;r;ﬁrmatlon N/A v v N/A v v (Velliangiri 2020)
Protocol Performance and | N/A x X N/A N/A N/A (Choo et al. 2020)
. (Azbeg et al. 2021)
efficiency
Resource con- | N/A x x N/A N/A N/A
sumption
Tolerance power | N/A v v N/A N/A N/A
Scalbility x x x N/A N/A N/A (Mohanta et al. 2019)
Application | Privacy and se- | v’ v v v v v (Sharma et al. 2021)
curity (Giordano 2021)
Data  manage- | x x x x N/A v
ment
Contract Transaction fee N/A N/A N/A N/A N/A v (Yang et al. 2018)
Programming N/A N/A N/A N/A x (Khan et al. 2021)
performance x (Vacca et al. 2021)

2)

3)

4)

storage. Therefore, there is a need to design and develop an optimized model of decentralized but
robust, reliable and load-balanced storage to allocate data based on the performance of individual

nodes.

Consensus performance and efficiency: the consensus protocol plays a key role in the scalability
of blockchain networks. However, the current consensus methods always require long verification
times for transactions, even when there is a relatively small number of nodes. It can be seen that

the performance and efficiency of current consensus protocols needs to be improved.

Protocol scalability: current blockchain protocols are effective in securing and managing the data
stored within the network. However, newer systems fail to scale after some threshold of record
and network size (Yang et al. 2018). In order to maintain a coherent and synchronized state
of information, a blockchain data structure, in particular for multichain data should be provided
to enable communication in a secure and efficient manner without affecting security. This also
involves the challenge of both identifying and determining the number of nodes that should have a

transaction validation role in order to ensure the best protocol efficiency.

Resource consumption: since a small fee is required as an incentive to pay miners for maintaining the
distributed ledger (by solving a computationally-expensive problem), this scheme is not satisfactory
for massive volumes of transactions due to the prohibitive power (and fiscal) cost. Asaconsequence,

there is a need to seek diminished global power consumption.

49



Chapter 2 — Survey on blockchain-based conversation system 50

5) Personalization mining: providing methods to personalize blockchain for conversation system
with multiple conversational services is another important challenge. Artificial intelligence (Al)
algorithms can help to solve this by making different parts of the blockchain ’smarter’. For example,
node behaviour can be learned via their history of actions to make intelligent decisions. In another
example, deciding whether a node should be used in transaction verification or determining the

weighting/contribution level of different nodes in the whole network is challenging.

6) Contract performance: the contracts used in blockchain-based systems are computer programs
intended to facilitate, verify, or enforce the negotiation or performance of a prior agreement.
Unfortunately, current smart contracts do not use the full potential of arbitrary programs, which
would allow for a much more semantically-rich environment and a lack of associated contract
evaluation. When an arbitrary contract code is enabled, the code requires a rigorous and robust
compilation and evaluation system to determine contract pre and post-conditions. Otherwise, the
fulfillment of a contract may be vague and subject to unwanted side effects or errors. Another
limitation is that contracts cannot change what should in essence be stored due to the current
immutability of blocks (or the underlying immutable database metaphor). A layer enabling mutable
objects to be stored (distributed and decentralized) is also required but not at the expense of the

trust and integrity of the data.

2.7 Summary

In this Chapter, we have conducted a comprehensive survey on current conversational service architectures
together with blockchain technologies used to understand the challenges of the conversational service
architectures and the benefits of blockchain compared with traditional centralized-based mechanism.
We presented the vision of building a blockchain-based conversation system which was designed to
achieve trustworthy conversational service in a decentralized manner, then discussed its key technical
requirements from different aspects related to the proposed architecture, and analyzed the trends and

challenges mapping to these key requirements.

The main purpose of this survey is to guide more detailed and innovative solutions to implement
the future conversation system. This style of decentralized conversational service will not only meet
the massive information requirements of contemporary and emerging systems, but also coupled with the

secure, fair and effective environments such conversation systems are currently lacking.
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Chapter 3. A decision model for blockchain applicability
into conversation system

Conversation systems usually suffers from the challenge of knowledge management by multiple human
experts. As discussed in Chapter 2, the current mechanism used in conversation systems is always based
on centralized conversational services. This may be problematic considering transparency and security.
Blockchain solutions are currently being proposed to improve security and efficiency in different domains.
However, there are various blockchain platforms with different characteristics, and conversation systems
implemented using blockchain platform are not yet in place. In this section, we clearly identify the
requirement analysis of the conversation system and present a decision model for identifying the best

fitting blockchain platform for conversation systems.

3.1 Introduction

The ability to query Knowledge Base (KB) is essential in conversation systems and the KB interpretation
requires human inputs. To ensure the quality of knowledge base, it is better to use multiple experts to
share the individual knowledge together (Pei et al. 2019). However, the current mechanism of knowledge
management from multiple human experts in the conversation system is based on centralized servers,
and the main challenges of the centralized mechanism include knowledge sharing and contribution

assignment (Keary 2012).

* Knowledge sharing: Traditional knowledge exchange methods are always based on the central
server or a third party to collect and transfer knowledge between experts. But this strategy can only
support open-source information and for many conventional scenarios, such as medical training,
psychological consultation, and travel services, etc., they may include the user’s identity information
and privacy task solutions with different authorities and permissions. Therefore, it is difficult to

manage multiple experts and create knowledge acquisition in a trusted and secure manner by using
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a centralized sharing mechanism.

* Contribution assignment: The contributions for each expert, such as the number of successful
transactions, and the average customer interaction time of added scenarios, should be stored in
a trustworthy and secure manner. The information in traditional mechanisms is always stored in
log files that can provide an audit trail but are easily erased or alterable without a trace. Thus,

centralized control is not ideal for contribution assignment.

Contrary to traditional centralized mechanisms, blockchain technology is based on decentralized
transaction and data management, which can provide anonymity, safety, and data integrity (Wurster
et al. 2018, Bach et al. 2018). Blockchain combines with multiple technologies to ensure an immutable,
irrevocable, and traceable blockchain ledger (Viriyasitavat & Hoonsopon 2018, Sdez 2020), making this
field a vast research area to deal with the limitations and enhancements in current knowledge-based
conversation system (ur Rehman et al. 2020). Once established a blockchain-based solution is the right
underlying technology, we face a significant challenge of selecting one suitable blockchain platform
available for the conversation system. The selection process of blockchain has to consider and fit to the
demands and problems of knowledge-based conversation system. In addition, the number of blockchain
platforms keeps increasing and the features of blockchain platform also keep improving, therefore, the
blockchain platform selection must be adapted keeping collecting and updating. If there are some new
blockchain platforms in the market, the knowledge regarding new blockchain platform can be quickly
organized and evaluated into selection process when it needs to be applied into conversation system. At
present, there are no feasible decision model to support the selection of the most suitable blockchain

platforms when applied into knowledge-based conversation system.

3.2 Related work

In this section, we mainly review some state-of-art works in two primary areas: evaluating and selecting

for blockchain platforms and decision-making methods.

3.2.1 Evaluating and selecting of blockchain platforms

Several studies point out evaluation and comparison of different blockchain platforms (Dinh et al. 2017,
Hileman & Rauchs 2017, Maple & Jackson 2018, Kuo et al. 2019, Farshidi et al. 2020). Dinh et al. (Dinh

et al. 2017) proposed a benchmarking framework for evaluating private blockchain systems, which
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contains workloads for measuring the data processing performance, and workloads for understanding
the performance at different layers of the blockchain. Hileman and Rauchs (Hileman & Rauchs 2017)
presented a global benchmarking study to provide better understand current areas of focus, attitudes
toward the blockchain technology and challenges that need to be answered. Maple and Jackson (Maple &
Jackson 2018) focused on the assessment of different types of blockchain to provide guidance to choose
best blockchain solution, which includes analyzing blockchain essential technical features, outlining
blockchain building blocks and comparing multiple blockchain platforms. Kuo et al. (Kuo et al. 2019)
introduced a comparison of popular blockchain platforms using a systematic review method, and provided
a reference for selection of a suitable blockchain platform given requirements and technical features that
are common in healthcare and biomedical research applications. Siamak et al. (Farshidi et al. 2020)
designed a decision support method for blockchain platform selection and used three industry case
including ShareCompany BIQH, DUO and Veris Foundation which focused on financial area, education

and healthcare respectively.

3.2.2 Decision-making techniques

A variety of decision-making methods have applied into many research areas recently. The popular

selected decision-making methods are presented as below:

Analytic hierarchy process (AHP): is a well-known theory of measurement through pairwise com-
parisons and relies on the judgements of experts to derive priority scales (Saaty 2008). Ma“cek and
Alagi‘c (Macek & Alagi¢ 2017) described a AHP model to evaluate Bitcoin cryptocurrency in the

context of information security risks related to the existing most common online payment systems like

Table 3.1: Key requirements of blockchain-based internet mapped to existing blockchain elements

Decision-making | Domain specific References

methods

benchmarking Not Defined (Keary 2012, Wurster
et al. 2018, Bach et al.
2018)

AHP financial area, education, and healthcare; | (Viriyasitavat &

e-banking, m-banking, e-commerce Hoonsopon 2018, Dorri,

Kanhere & Jurdak 2017)

Fuzzy based Supply chain (Hileman & Rauchs
2017, Colak et al. 2020)

TOPSIS Healthcare, Internet of Vehicle (Liu et al. 2020, Rathee
et al. 2020)
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e-banking, m-banking, and e-commerce. Fuzzy-based methods: uses linguistic variables to express the
comparative judgments given by decision makers, and linguistic variables are expressed qualitatively by
linguistic terms and quantitatively by a fuzzy set in the universe of discourse and respective membership
function (Kahraman et al. 2003). Ferhat et al. (Karayazi & Bereketli 2020) proposed a multi-criteria
decision model to assist a global logistics company on the blockchain software selection problem using
Buckley’s Fuzzy Analytical Hierarchy Process (Fuzzy AHP). Technique for Order Preference by Similar-
ity to Ideal Solution (TOPSIS): defined the positive ideal matrix and negative ideal matrix and calculated
the distance between expert and the decision matrix to determine the weights of decision makers (Shih
et al. 2007). Mohammad et al. presented an assessment method to evaluate the impact of different

blockchain models using TPOSIS for healthcare management.

Table 3.1 summarized the selected studies that discuss the blockchain platform selection problem.
The studies using benchmarking are based on documentations and reports, which are often out of date
soon and should keep updating continuously. And the majority of decision model using AHP, Fuzzy based
and TOPSIS are appropriate for specific case studies. However, it may not be suitable for knowledge-
based conversation applications. In addition, the current decision model always focused on the selection
of various decision-making methods and choose the most efficient one applied into domain area, but
no matter which decision-making method selected, it still has some limitations and choosing different
methods may have inconsistent results. It is better to use multiple measurements to solve conflict and get
consistent evaluation result. In our proposal, we propose a standardized framework to guide decision-
making process for blockchain-based conversation, which can be used for keeping updating, and a decision
model with multiple measurements will be used to evaluate different blockchain platforms to select the

best fitting blockchain platform.

3.3 Modeling Decision-making steps for blockchain platforms

3.3.1 Requirement analysis

The conversation system is composed of multiple experts who can share and construct a knowledge
database collaboratively to address many complex tasks efficiently. The user’s request may be related to
different scenarios and these questions should be solved by multiple experts based on a predefined cooper-
ation strategy. Thus, the knowledge-based conversation system is an integrated system for implementing

conversation scenario management, decision support, and intelligent search, which has characteristics
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shown in Table 3.2 .

Table 3.2: The requirement analysis of the knowledge-based conversation system

Key Detailed description Design Aim

requirements

Content Content may be related to the user,

reliability and e.g., personal information, so that 1) Identifier content should have

confidentiality | conversational content maintained by secure storage.
each participating e.xpert. should be 2) Shared knowledge should be
kept secure and be identified clearly.

. o . transferred and stored safely.

This enables participants to make their
contributions in a trustworthy and 3) Contributions should be as-
secure manner (Zheng, Ma & Wang signed without central con-
2017, Qin et al. 2016). Expert trol that can reduce the possi-
knowledge should also be protected bility of insecurity caused by
during sharing. human factors.

Immediacy and | Responses should be immediate and

accurate users’ requests should be replied to 1) Agreement between multiple

response accurately(Calvaresi et al. 2019). experts should be reached to

get a consensus.

2) Support fast searching and
matching in the knowledge
database to get an accurate re-
sponse.

Open-ended The more open the system is, the more
and extensible | efficient the knowledge base, which 1) Design a fair incentive
should also expand in the scheme to encourage com-
future (Shibata et al. 2009, Tang et al. munities of participants to
2019). cooperate and create value.
2) The handling capacity of the

system should have a cer-
tain redundancy to expand the
functional module.

Based on the analysis shown in Table 3.2, we can see that the main requirements of the conversation

system include content reliability and confidentiality, immediacy response and open-ended and extensible.

Content reliability and confidentiality: Conversation content is very important for users to protect

their privacy and for each expert to evaluate their contributions during sharing and maintenance (Hen-

derson et al. 2018, CHEN et al. 2017). Thus, this content should be clearly identified and ensure data

integrity. The design aims including security storage, security knowledge sharing and contributions

assignment without central control are identified to meet this requirement.
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Immediacy and accurate response: to solve tasks, multiple experts should find the best solutions
based on an efficient consensus mechanism. This assurance can allow the system to reach an agreement
over the whole network and to have global collaboration between multiple experts. Current knowledge-
based conversation systems lack consensus methods among multiple experts to support immediate and
accurate responses (Zheng, Ma & Wang 2017, Qin et al. 2016). Therefore, reaching agreement between
multiple experts as well as fast searching and matching knowledge base are design aims to satisfy

immediate and accurate response.

Open-ended and extensible: to support multiple experts sharing and maintaining knowledge base
together, an incentive scheme must be built to encourage multiple experts to promote good content and
restrict bad content. And the knowledge base should keep expanding in the future. Based on these

requirements, a fair incentive scheme and the capacity of expansion are necessary design aims.

3.3.2 Modeling Concepts

Based on the requirement analysis of a knowledge-based conversation system, we modeled the selection
of blockchain platform as a decision-making problem. The modeling of decision-making steps for

blockchain platform selection are shown as Figure 3.1.

As shown in Figure 3.1, based on the identified design aims, we can formulate the modelling
concepts into three steps. First, decision items are selected according to the design aims. Then, the
multiple evaluating criteria are identified for decision items. Finally, applicability levels of blockchain

applied in conversation systems are assigned based the opinions from experts or related documentations.

3.3.2.1 Decision items for evaluating blockchain platforms

Based on the requirement analysis of knowledge-based conversation system, four group decision items,
including decentralized architecture, storage and sharing, computing performance, and scalability are
selected to match our design aim, then the detailed items are identified as well. Then for each group of
decision item, corresponding blockchain configurations are chosen as evaluation criteria for evaluating

blockchain platforms.
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Figure 3.1: The overall modeling concepts.
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Decentralized Architecture: there are three architectures regarding trust mechanism: centralized,
partial centralized and total decentralized (Rahmadika et al. 2018). The centralized architecture is relied
on a single or a few entities that control the entire network, and the partial centralized architecture
is used to manage authority allocation of nodes, such as read-write access, transaction authority, etc.
The decentralized architecture is based on decentralized transaction and data management which can
provide anonymity, safety, and data integrity. There is no need of a third-party organization to control
the transactions, making this field a vast research area to deal with limitations and enhancements in
the centralized and partial architectures. Different architectures may cause different blockchain types
and chain structures. Public chain is fully decentralized where any node can join and leave the system
with better transaction transparency and security but affect the network performance. The consortium

chain provides the data sharing between organizations, while the private chain is used to manage access

permission within single organization.
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Storage and Sharing: The content in the knowledge-based conversation system includes different
types of scenarios and permissions so that how to design the storage and sharing mode is also an important
point. Blockchain has two storage modes: the on-chain and off-chain. On-chain is used to storage
metadata, key data and hash values, while off-chain can be considered as private cloud or third-party
storage (Eberhardt & Tai 2017, Hepp et al. 2018). In addition, the contents may be related to identical
information and unimportant information, we should decide whether it should be stored permanently or
not. Thus, it not only considers the reliability and availability of service, but also considers flexibility

and how to reduce the deployment cost.

Computing Performance: Regarding the computing and processing in the knowledge-based conver-
sation system, it needs to consider the blockchain configuration such as consensus protocol, incentive
scheme, and to decide if we need to design the new method or not (Bach et al. 2018). Consensus
algorithms are the core technology for blockchain, since it determines who keeps records, which would
influence the security and reliability for the whole system. So far, there have been many consensus
algorithms, with Proof of Work, Proof of Stake, and Delegated Proof of Stake, the most popular ones.
However, we should consider the processing speed and fault tolerance of protocols, and if there needs to
be some improvements based on the existing methods, the deployment cost and flexibility should be also

considered.

Scalability: To support variety conversation scenario and multi-expert decision, the blockchain
configurations should consider on-chain scaling and off-chain scaling, many on-chain scaling such as
Segregated Witness and off-chain scaling such as Lightning Network are used to increase blockchain
size and storage efficiency (Chauhan et al. 2018, Kim et al. 2018). Different blockchain platforms use

different scaling methods including space recovery, parallel verification, deployment cost, etc.

3.3.2.2 Levels of applicability

According to the satisfaction degree matched with design aims, applicability levels are defined in Table 3.3

as very inappropriate, inappropriate, appropriate, and very appropriate.

3.3.2.3 Formulation the blockchain platform selection with multiple criteria

For each group of decision item, the main flow is presented to formulate the selection of blockchain

platform with multiple criteria based on expert opinions and literature reviews. The arrows are used to
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Table 3.3: Key requirements of blockchain-based internet mapped to existing blockchain elements

Applicability levels Applicability statement

Very inappropriate Does not satisfy the design aim using blockchain-based
mechanisms.

Inappropriate Satisfies the design aim using blockchain-based mechanisms but
only fewer blockchain configurations are acceptable.

Appropriate Satisfies the design aim using blockchain-based mechanisms and
most blockchain configurations are acceptable.

Very appropriate Satisfies the design aim using blockchain-based mechanisms and
almost all the blockchain configurations have a high
performance.

represent the possible order for decision making.

The design flow starts from deciding whether it is needed to use decentralization architecture or
not. Total centralization architecture has a higher network performance and is easy to deploy but has
lower attack-resistance that provides attackers with a single target to hack. Partial centralization also has
appropriate network performance, attack-resistance, and fault tolerance because of limited node access
and transactional authority to perform refinement operations. Decentralized architecture has the highest
attack-resistance but lowest network performance, and it is also hard to deploy compared to centralization
because it is open to the public (Rahmadika et al. 2018).

Table 3.4: Design decisions regarding decentralization architecture

Decision item Description Network Deployment | Attack- Fault
performance | cost benefits | resistant tolerance
Total centralization | Single/multipoint | ++++ ++++ + +++
service
Partial Permission chain | +++ +++ +++ +++
centralization
Decentralization | Public chain ++ ++ ++++ ++

+: very inappropriate, ++: inappropriate, +++: appropriate, ++++: very appropriate.

The second design decision is the on-chain and off-chain division regarding the data classification,
storage and sharing. The on-chain mechanism can use transaction constraints and smart contracts to
provide storage and sharing, which is more reliable. Transaction constraints have some limitations on
transaction type and size, while a smart contract uses variables and log events to support more flexible
storage and sharing. At present, Bitcoin only provides simple on-chain storage, while the functions in
Ethereum are more powerful with smart contracts. The off-chain mechanism can use the local private
cloud or a third-party platform, which is easy to deploy and supports the flexible availability of the service

but has low reliability because it is easily erased or alterable without a trace (Hepp et al. 2018).

Then, the design decisions regarding computing performance include searching and matching,
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Figure 3.2: The main workflow to guide formulation models.

consensus protocol, incentive scheme will be processed. Searching and matching are related to the

chain structure. Single chain has lower processing speeds and flexibility but is easy to deploy, while

side chain and multi-chain have high processing speeds to support more conversation scenarios. The

consensus protocols can be divided into proof-based and voting-based. The agreement base of proof-

based consensus algorithms, such as PoW and PoS, is following nodes to perform enough proof, and most

nodes can join freely. It always has high decentralized and low processing speeds, while voting-based

verifies the network from a majority of node decisions under limited executing nodes, such as Paxos

and practical Byzantine fault tolerance (PBFT), which have higher processing speeds and fault tolerance.
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Table 3.5: Design decisions regarding storage and sharing

Decision . D Availability |Flexibilit Deployment
. Description Reliability LY Y ploy
item of service and opening | cost benefits
Transaction
: . ++
Data On-chain constraints | ++++ ++ ++
classification Smart con-
+++
tract
Localization/
Off-chain third-party | +++ +++ +++ ++++
platform
Embedded
transaction + + ++
On-chain (Bitcoin) ++++
Data storage Embedded
transaction ++ + ++
(Ethereum)
Smart con-
+++ +++ +++
tract
. Localization +++ +++ ++++
Off-chain ; ++
Third-party
+++ +++ +++
platform
Transaction
. . ++
.| On-chain constraints | ++++ +++ ++
Data sharing
Smart con-
+++
tract
Localization,
Off-chain third-party |+ +++ +++ ++++
platform

+: very inappropriate, ++: inappropriate, +++: appropriate, ++++: very appropriate.

Additionally, the incentive system includes an economic-based model and a non-economic model that
compensates individuals with money or other rewards. The token economic model is easy to compute
with high speed but has less flexibility and stability. The non-economic model is not related to financial
factors and for the conversation system, the design of the non-economic model should focus on how
to provide participants with more opportunities to receive good content, which may need more flexible

computing processes(Bach et al. 2018).

With more experts and uses being involved, the popularity has brought the network scalability
problem to light. There are two ways to scale a system to handle millions of transactions: on-chain
scaling and off-chain scaling. With on-chain scaling, all transactions are made in the blockchain. At
present, one way is to increase the blocksize directly to process more transactions in a short time. Another
way is to remove the overhead from the block to increase data storage. These methods can improve the

little space available; however, it is still an utterly inadequate method of dealing with the scalable problem.
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Table 3.6: Design decisions regarding computing performance

Decision Description | Processing Deployment | Flexibility Fault
item speed cost benefits | and opening | tolerance
Searching Single chain | ++ ++++ ++ ++
and Side chain +++ +++ +++ +++
matching Multi-chain | ++++ +++ ++++ +++
Consensus Proof-based | ++ ++ +++ ++
protocol Voting- +++ +++ +++ +++
based
Incentive Economic +++ ++ ++ +++
scheme model
Non- ++ +++ ++++ +++
economic
model

+: very inappropriate, ++: inappropriate, +++: appropriate, ++++: very appropriate.
Oft-chain scaling uses extra layers on top of the blockchain to deal with most of the transactions, which
will be bundled as one and saved on the blockchain, such as the Lightning Network. This can create
channels across peers using a two-layer network without any limitations in blocksize. Compared to
on-chain scaling, off-chain scaling is more flexible and has better concurrency (Kim et al. 2018).

Table 3.7: Design decisions regarding scalability

Decision item | Description Deployment | Flexibility | Concurrent |Space
cost benefits | and opening | capacity recovery

Increasing the | ++ ++ ++ ++
blocksize

On-chain scaling | Removing the | +++ +++ ++ ++
overhead
Shading +++ +++ ++ ++
Lightning +++ +++ +++ +++

Off-chain Ne'twork

scaling Raiden +++ +++ +++ +++
Network
Plasma +++ +++ +++ +++

+: very inappropriate, ++: inappropriate, +++: appropriate, ++++: very appropriate.

3.4 A Decision model for blockchain platform selection

In general, a decision model contains three basic layers: target, criteria, and alternatives as shown in
Figure 3.3. For our research, the target is to analyze and select the most suitable blockchain platform
for knowledge-based conversation system. Criteria are used to make decisions based on the identified

decision items. The alternative platform options to be evaluated are Ethereum, Fabric, Corda, Multichain

62



Chapter 3 — A decision model for blockchain applicability into conversation system 63

and even more.

Target Select the suitable blockchain platform
hierarchy
| | |
Criterion Decentralization | Storage and sharing Computing Scalability
hierarchy architecture mechanism performance mode
Elatform Ethereum Fabric Corda MultiChain
hierarchy

Figure 3.3: Basic Hierarchy model of process design.

In our proposed decision model, first, weighted membership matrixes of each blockchain platform
are built by using multiple criteria. Then the evaluation results are composed and synthesized using
multiple measurements. Finally, the final decision result will be judged by consistent checking and get

the best fitting blockchain platform.

3.4.1 Weighted Membership Matrix

Based on the established model, the multiple evaluation criteria for a blockchain-based conversation

system is presented in Table 3.8.

Based on the evaluation criteria selected in Table 3.8, we set the evaluation criteria U= {U1,U2,U3,U4,U5,U6}

as below to build the membership matrix for each alternative blockchain platform.
* Access authority: private chain, consortium chain, public chain.
* Chain structure: single chain, side chain, multi-chain.
* Storage and sharing mechanism: on-chain and off-chain.
* Consensus protocol: PoW, PoS, Byzantine fault tolerance (BFT), PBFT.
* Incentive scheme: token, no financial factors, both.

¢ Scale mode: on-chain, off-chain, others.
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Table 3.8: Evaluation criteria and sub-criteria for a blockchain-based conversation system

Criterion Sub-criterion Detailed items
Decentralization Access authority Private chain, Consortium chain, Public chain
architecture Chain structure Single chain, Side chain, Multi-chain
Storace and Data classification | On-chain, Off-chain
sharir% Data storage On-chain, Off-chain

& Data sharing On-chain, Off-chain

. Proof-based: PoW, PoS, Voting-based: PBFT, Raft,
Computing Consensus protocol
Others: Notary

performance

Token economic model, Non-economic model with
no financial factors, Both
On-chain: increasing blocksize, removing over-
Scalability Scale mode head, shading. Off-chain: Lightning Network,
Raiden Network, Plasma.

Incentive scheme

Then experts’ opinions are collected to identify the criterion and sub-criterion using DELPHI method

with a 0.1-0.9 rating scale (Lin & Liao 2017)

3.4.2 A weighting method using multiple measurements for decision
making

In this section, to overcome the limitations and inconsistent decisions making by single measurement, we
aim to identify the consistent criteria weighting for selecting blockchain platforms and rank such platforms
using multiple measurement methods. We will compare the results from these three methods and provide
the most appropriate options for blockchain platform selection. The detailed steps are introduced how to

use these three methods, respectively.

3.4.2.1 Multiple measurement methods

In our paper, the three most popular weighting methods including AHP, Fuzzy based AHP and TOPSIS
are utilized to combine and evaluate the criteria weighting.

1) Analytical hierarchy process (AHP)

The analytical hierarchy process is a multiple criteria decision-making method that was presented by Prof.
Thomas L. Saaty (Saaty 2008). AHP simplifies preference ratings in decision criteria using pairwise
comparisons. By checking the consistency of attribute values during measurements, AHP can eliminate

bias and conflicts in decision making. Using AHP normally involves four main steps:

Step 1: Decomposing the decision-making problem into a hierarchy structure with general levels.
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Step 2: Developing a pairwise comparison matrix, establishing priorities between criteria in the hierarchy
using the nine-point scale presented by Saaty and Vargas (Goepel 2019), and normalizing the resulting

matrix.

Step 3: Synthesizing judgments to calculate percentages for weight attributes, which includes normalizing

the comparison matrix and computing the weights.

Step 4: Calculating the consistency ratio to measure the above judgments, which are consistent, and
obtaining the set of final weights. The consistency criteria (CI) is calculated by CI = (Amax-n)/n-1, where

Amax is the maximum eigenvalue of the judgment’s matrix, and the consistency ratio is CR=CI/RI.
2) Fuzzy analytical hierarchy process (FAHP)

The FAHP method is an updated analytical method developed from the classic AHP. It was difficult to
set uncertain attributes from the crisp values using AHP; therefore, FAHP was proposed to resolve the
uncertainty of the AHP approach by performing fuzzy comparisons, which makes decisions for multiple
criteria using weight derivations from a fuzzy pairwise comparison. Chang (1992) proposed a creative
algorithm for dealing with pairwise comparison scales by using triangular fuzzy numbers. In 1996, he
introduced a new analysis algorithm for simulated values of pairwise comparisons. So far, FAHP has
been used to make decisions, such as the selection of cryptographic algorithms for blockchain, evaluating
the risks of blockchain, and other issues. The process of FAHP for blockchain platform selection has the

following four steps (Aydin & Kahraman 2013):
Step 1: Building the evaluation hierarchy structure for selecting total n blockchain platforms.

Step 2: Determining the evaluation dimension weights using a 0.1-0.9 scale to build the judgment matrix

A = (aij)

nxn'

Step 3: Establishing the fuzzy consistent matrix R = (r;;) whose elements have degrees of

nxn'
membership.
ri—

n

T .

5 2 4+0.5, where r; = Z; aijyi=1,2,...n (3.1)
1=

Tij =

Step 4: Calculating the weight vector of the elements in all dimensions of the hierarchy system by using

the root-squaring method.

Y1z YITG= 2 Y1z

(O) - J= 2 J= ) J= ’

W& = T ey e I e (3.2)
Zj:l Hj:l Ti,j Zj:1 Hj:l 74,4 Zj:l Hj:l Ti,j
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3) Technique for Order Preference by Similarity to Ideal Solution (TOPSIS)

TOPSIS is a popular multiple attribute decision-making (MADM) method first proposed by Hwang and
Yoon in 1981, further refined by Yoon in 1987, and then updated again by Hwang et al. (1993). TOPSIS
is a type of compensatory aggregation method that compares all substitutes by determining weights
for every attribute, normalizing the scores for every attribute, and calculating the geometric distance
between each alternative and the ideal alternative. The ideal alternative is the one with the best score
in every attribute. The attributes of TOPSIS alternatives are assumed to be monotonically increasing or
decreasing. Trade-offs could exist between TOPSIS attributes, which means that a wrong result in any

one attribute could be denied by a correct result in any other attribute [38].

The short TOPSIS process for our BaaS selection is based on the following steps:

Step 1: Take m alternatives and n criteria to create an evaluation matrix, using A = (a;;),, ., to get the
intersection of each criterion and alternative.
Step 2: The matrix, A, is then normalized to form a matrix.
n
B = (bij)pun = aij/ (| D02 0,5=1,2,..n (3.3)
i=1

Step 3: Define the weight of each criterion in the evaluation matrix: w= [wy, w2, ...w,], then get the

weighting normalized matrix C' = (c;;),,.,,,-

Step 4: Determine the worst alternative C'~and the best alternative.

maxc;;, where criteria j is positive criteria

minc;;, where criteria j is negative criteria

B minc;;, where criteria j is positive criteria
Cc: = (3.4)
maxc;;, where criteria j is negative criteria

Step 5: Calculate the L2-norm distances D~ and D™ between the target alternative, i and the worst

condition, C~, and the distance between the alternative, i, and the best condition, CT, respectively.

(3.5)
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Step 6: Calculate the similarity to the worst condition then rank the alternatives according to the results.

3.4.2.2 Composing and synthesizing

Based on the membership matrix R={R., Ry, R, R;;,} of blockchain platforms as well as calculated
weighting W={Wagp, Wranp, Wropsrs } from three measurements, the weighted average method

by B = W°R is used to get the three groups of evaluation results for each alternative blockchain platforms:
{BGAHP ? BfAHP ? BCAHP ’ BmAHP}’
{BeFAHP ? BfFAHP ? BCFAHP ? BmFAHP }

{BeTOPSIS ? BfTOPSIS ? BCTOPSIS ? BmTOPSIS }

3.4.2.3 Consistent Checking

Based on the above results, Eq (3.6) was used to judge and determine the selection of blockchain platforms.

4
W=> (i°B;) (3.6)

1=1

When |W — n| <0.5, (n = 1,2, 3,4), the final evaluation level will be defined in the n level. The
results with same level using all three methods will be finalized as the consistent result, which can be

candidates to select the most suitable blockchain platforms.

3.5 Evaluation results and analysis

3.5.1 Implementation stages

From the decision model described in section 4, the following stages were conducted in the research.

Stage 1. Determine the weighted membership matrix of each alternative blockchain platform.

* Collect the experts’ opinions to identify the criterion and sub-criterion using expert DELPHI

method with 0.1-0.9 rating scale.

* Build the membership matrix of blockchain platforms based on their technical features.
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Stage 2 Implementation of AHP for weighting decisions and ranking blockchain platforms.

* Build the comparative matrix of attributes based on hierarchical levels of the sub-criterion.

* Calculate the consistency ratio and verify AHP consistency.

* Get the relative attribute weights of each sub-criterion.

Stage 3 Implementation of FAHP for weighting decisions and ranking blockchain platforms.

* Build the comparative matrix of attributes based on hierarchical levels of the sub-criterion.

Build the fuzzy consistent matrix.

* Get the fuzzy synthesis values.

* Calculate the attribute weights of each sub-criterion.

Stage 4 Implementation of TOPSIS for weighting decisions and ranking blockchain platforms.

* Build the comparative matrix of attributes based on hierarchical levels of the sub-criterion.

* Normalize the membership matrix.

Establish the worst alternative and best alternative.

 Calculate the similarity value and rank the alternatives’ scores.

Stage S Compose and synthesize to evaluate the results of each blockchain platform.

* Calculate the averaged weighting of each blockchain platform by using AHP, FAFP, TOPSIS

respectively.
Stage 6 Consistent checking to determine the evaluation results.

* Get the final level of each blockchain platform by using AHP, FAFP, TOPSIS respectively.

¢ Choose candidates with same levels.

* Determine the best fitting decision with the highest level in the candidates.
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3.5.2 Research limitations

The main limitations of this research can be regarded as the obtaining opinion of insufficient experts, and
they may lack knowledge to determine the applicability of all the criterions. Furthermore, the selection of
designing factors in this study is based on the requirement analysis of multi-expert conversation system,

and it is possible to consider and include more criterions as well as sub-criterions.

3.5.3 Evaluation Results

We presented the experimental results regarding weighted membership matrix, AHP, FAHP, TOPSIS,

composing and synthesizing as well as consistent checking as below:
Results regarding the weighted membership matrix

For building the AHP, FAHP, and TOPSIS, the opinions of ten artificial intelligence experts were
obtained and used for applicability in evaluating each criterion and sub-criterion. We used a 0.1-0.9
rating scale based on the expert DELPHI method using four levels: very inappropriate, inappropriate,
appropriate, and very appropriate. The results of all criteria regarding the membership matrix are shown

in Table 7.

Based on the results of applicability for all criteria, we can build the membership matrix of Ethereum,

Fabric, Corda, and MultiChain according to the technical features of these blockchain platforms.

Ethereum is a decentralized platform using public chain. Its storage and sharing mechanism are
both on-chain. It is used to build a single-chain structure. The consensus protocol of Ethereum is PoW
and the incentive scheme is a token-based model. It can use the Raiden Network or Plasma to reduce

network congestion and facilitate the speed of processing.

[ 0.00.20.20.6 |
0.60.20.1 0.1
0.30.20.20.3
0.9.0.10.0 0.0
0.30.20.20.3

| 0.00.10.20.7 |
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Table 3.9: The results of applicability levels for all criteria

Criterion| Sub- Very inap- | Inappropriat¢ Appropriate | Very ap-
criterion propriate propriate
Private 0.5 0.3 0.1 0.1
Ul chain
Consortium | 0.1 0.2 0.2 0.5
chain
Public 0.0 0.2 0.2 0.6
chain
Single 0.6 0.2 0.1 0.1
U2 chain
Side chain | 0.4 0.4 0.2 0.2
Multi- 0.1 0.1 0.2 0.6
chain
U3 On-chain 0.3 0.2 0.2 0.3
Off-chain 0.0 0.0 0.8 0.2
PoW 0.9 0.1 0.0 0.0
PoS 0.6 0.2 0.1 0.0
U4 PBFT 0.0 0.2 0.3 0.5
Raft 0.0 0.2 0.2 0.6
Notary 0.1 0.2 0.2 0.5
Token 0.3 0.2 0.2 0.3
us Non- 0.0 0.3 0.3 0.4
financial
Both 0.0 0.0 0.1 0.9
U6 On-chain 0.1 0.2 0.2 0.5
Off-chain 0.0 0.1 0.2 0.7
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Fabric is partial centralization architecture with consortium chains and its original transaction and
computing are used off-chain (InterPlanetary file system) for storage. The consensus protocol also
supports multi-chain. Fabric can provide a second layer solution to allow for off-chain scalability using

both Fabric token and user-defined non-economic incentive schemes.

[ 01020205 |
0.10.10.20.6
0.0 0.0 0.8 0.2
0.00.20.20.6
0.00.00.10.9

| 0.00.10.20.7 |

Corda is also a consortium blockchain platform based on partial centralization architecture and it
supports off-chain computing. The multi-chain structure can be also designed in Corda. It has several
notary clusters and each cluster can be deployed to a different consensus algorithm. We do not suggest

building a digital currency or token when using Corda as it supports layer two to scale blockchain.

[ 01020205 |
0.10.10.20.6
0.0 0.0 0.8 0.2
0.10.20.20.5
0.0 0.30.3 0.4

| 0.00.10.20.7 |

MultiChain is a platform that helps users build certain private chains used by organizations. The
consensus protocol is PoW. Multichain is compatible with Bitcoin, which also uses on-chain storage and

sharing, and supports many different tokens, including Lightning Network.

[ 0.50.30.10.1 ]
0.10.10.20.6
0.30.20.20.3
0.90.10.0 0.0
0.30.20.20.3

01020205 |
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Results regarding the implementation of AHP methodology
Step 1: Building the comparative matrix of attributes

Based on the proposed AHP process, we constructed our selection hierarchy architecture of
blockchain platforms as shown in Table 3.9. According to the requirement analysis of the knowledge-
based conversation system collected from experts, the comparative matrix of attributes was established,

as shown in Table 3.10, according to the nine-point scale.

Table 3.10: Comparative judgment matrix for criterions

Blockchain | Access |Chain Storage and | Consensus Incentive |Scale
platforms authority |structure |sharing mode
Access 1 1/4 1/3 1/5 3 2
authority

Chain 4 1 172 1/3 4 3
structure

Storage 3 2 1 1/4 4 3

and sharing

Consensus |5 3 4 1 7 6
Incentive 1/3 1/4 1/4 1/7 1 172
Scale mode |1/2 1/3 1/3 1/6 2 1

Step 2: Calculating the consistency ratio and verify AHP consistency

To check the consistency of the matrix, first, we calculated the largest eigenvalue A4, of the
comparative matrix. Then, Eq (3.7) was used to calculate the CI = 0.0621 and CR = 0.0501, with the
random-generated consistency index, as shown in Table 3.11.

(Amaz—n)  (6.3106 — 6)

CI
C (n—1) G-1) 0.0621,CR I 0.0501 <0 3.7

Table 3.11: Random-generated consistency index

n |1 2 3 4 5 6 7 8 9 10
RI| O 0 058 |09 | 1.12 | 1.24 | 132 | 1.41 | 1.45 | 1.49

If CR<0.1, then the comparative matrix processes a better consistency. Otherwise, we need to adjust

the comparative matrix processes a satisfied consistency.
Step 3: Get the relative attribute weights

The relative contribution of each attribute to the target is determined by calculations made using
the Eigenvector V= (0.1565, 0.3276,0.3732, 0.8427,0.0762,0.1139). Then each attribute weight is

w; = v/ Zle Vg, where k = 6 and the final attribute weight is W p= (w1, wa, ...wy). The result

72



Chapter 3 — A decision model for blockchain applicability into conversation system 73

is W p=(0.0828,0.1733,0.1975,0.4458, 0.0403, 0.0602)T.
Results regarding the implementation of FAHP methodology
Step 1: Building the comparative matrix of attributes

This was the same as the AHP method and we established the comparative matrix of attributes as

shown in Table 3.10.
Step 2: Building the fuzzy consistent matrix

The original comparative matrix of experts’ opinions was converted to a fuzzy consistent matrix

using triangular fuzzy number. Table 3.12 shows the results of the fuzzy consistent matrix for the criteria.

Step 3: Find the sum of every lowest value (L), middle value (M) and Upper value U values to be fuzzy

synthesis values for triangular fuzzy number.

Step 4: Get the normalized weight calculation after the comparison of fuzzy synthesis values (see

Table 3.13) using the following degree of possibility calculation.

Then we normalize of vector weight to get the final attribute weights.

1 i f me>my
vV (M2>M1)={ 0, if h>us (3.8)
h—ug - ete

(ma—u2)—(m;—l1)

Wpamp=(0.0885,0.2128,0.1452, 0.3311, 0.0981 0.1243)” .

Table 3.12: Fuzzy consistent matrix for criteria

Blockchain | Access Chain Storage and | Consensus Incentive

platforms authority structure sharing

Access [1, 1, 1] [0.5000, [0.6667, 1, [0.4000, 0.5000, |[0.6667, 1,

authority 0.6667, 1] 1.5000] 0.6667] 1.5000]

Chain [1, 1.5000, 2] |[1,1,1] [1, 1.3333,2] |[0.6667, 1, [1, 1.5000, 2]

structure 1.5000]

Storage and |[0.6667, 1, [0.5000, [1,1,1] [0.5000, 0.6667, |[[1, 1.5000, 2]

sharing 1.5000] 0.7500, 1] 1]

Consensus | [1.5000, 2, [0.6667, 1, [1, 1.5000, 2] |[1,1,1] [2.5000, 3,
2.5000] 1.5000] 3.5000]

Incentive [0.6667, 1, [0.5000, [0.5000, [0.2857, 0.3333, |[1,1,1]
1.5000] 0.6667, 1] 0.6667, 1] 0.4000]

Scale mode |[1, 1.3333,2] |[0.6667, 1, [0.6667, 1, [0.3333, 0.4000, |[0.5000,

1.5000] 1.5000] 0.5000] 0.7500, 1]
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Table 3.13: The L, M and U values for triangular fuzzy number

Blockchain platforms | L M U

Access authority 0.0710 | 0.1240 | 0.2209
Chain structure 0.1015 | 0.1850 | 0.3313
Storage and sharing 0.0824 | 0.1492 | 0.2650
Consensus 0.1649 | 0.2774 | 0.4472
Incentive 0.0752 | 0.1261 | 0.2286
Scale mode 0.0793 | 0.1383 | 0.2485

Results regarding the implementation of TOPSIS methodology
Step 1: Building the comparative matrix of attributes

This was the same as the AHP and FAHP methods and we established the comparative matrix of

attributes as shown in Table 8.
Step 2: Normalizing the membership matrix
We established the normalized evaluation membership matrix for all criteria, as shown in Table 3.14.

Table 3.14: The normalized matrix for criteria

Blockchain Access Chain Storage and . Scale
. . Consensus | Incentive

platforms authority | structure sharing mode
Access authority 0.1395 0.0663 0.0796 0.1780 0.3078 0.2598
Chain structure 0.5581 0.2650 0.1194 0.2967 0.4104 0.3897
Storage and sharing | 0.4186 0.5301 0.2388 0.2226 0.4104 0.3897
Consensus 0.6977 0.7951 0.9552 0.8902 0.7182 0.7795
Incentive 0.0465 0.0663 0.0597 0.1272 0.1026 0.0650
Scale mode 0.0698 0.0883 0.0796 0.1484 0.2052 0.1299

Step 3: Establishing the worst alternative and best alternative

Based on the above weighted normalized value, the highest and lowest values were considered as

the best and worst solutions for each criterion.
Best solution CT= (0.6977,0.7951, 0.9552, 0.8902, 0.7182, 0.7795)
Worst solution C~= (0.1395,0.0663, 0.0597, 0.1272, 0.1026, 0.0650)
Step 4: Calculating the similarity value and ranking the alternatives’ scores

The distance of each normalized weighted value from the best and worst solutions was calculated
according to Eq (3.5). Then rank the alternatives’ scores were determined by the sum of the distance

values from the best and worst solutions. Finally, we normalized the alternatives’ scores and obtained the
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final result:

Wrropsrs=(0.0799,0.1836, 0.1999,0.5013, 0, 0.0353)T.
Results regarding the implementation of Composing and synthesizing

By using AHP, FAHP and TOPSIS, the evaluation results of Ethereum, Fabric, Corda and Multichain

are calculated by weighted average method respectively as below:

Table 3.15: The evaluation results by using three measurements

Blockchain Platforms | AHP FAHP TOPSIS
B, 0.58, 0.15, 0.09,0.18] | [0.50,0.15,0.11,0.23] | [0.62,0.15,0.08,0.15

[ ] ] ]
By [0.03, 0.13, 0.31,0.53] | [0.03,0.12,0.28,0.58] | [0.03,0.14,0.32,0.52]
B, [0.07, 0.14, 0.32,0.47] | [0.06,0.15,0.30,0.49] | [0.08,0.14,0.32,0.47]
By, [0.54, 0.15, 0.10,0.21] | [0.45,0.15,0.12,0.27] | [0.57,0.14,0.09,0.20]

Results regarding the implementation of Consistent Checking

Based on the above calculated results, the Eq (3.7) is used to judge and determine the selection of

blockchain platforms, and the final evaluation levels will be show in Table 3.16.

Table 3.16: The candidates with same evaluated levels

Blockchain Platforms | AHP | FAHP | TOPSIS
B, 1.87 | 2.05 1.76

By 3.34 | 3.39 3.35

B, 3.19 | 3.22 3.2

B,, 198 | 2.19 1.92

Thus, based on the above results, Ethereum and Multi-chain gets all same level 2 while Fabric and

Corda gets all same level 3. Both can be candidates to be selected.

3.6 Discussion and Summary

Based on the results of AHP, FAHP, and FTPOSIS, the comparison of the final weight for each criterion
is shown in Figure 3.4. In short, the results summarized in Table 16 are consistent with the rankings of
AHP and FTOPSIS; however, there are some differences between the obtained results by AHP and FAHP,

and these differences can be explained by the following points:

¢ The calculation mechanism was different between AHP and FAHP and FTOPSIS. In classical AHP
and FTOPSIS, the numerical values of variables are used for evaluating criteria; however, in the

FAHP method, the decision-making of criteria was determined by fuzzy numbers.
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* In classical AHP, the consistency process is used to measure the judgments, while fuzzy AHP does

not require any consistency mechanism because of fuzziness.

* The characteristic of evaluations is another factor. Since probable deviation is used to integrate the
decision-making process in FAHP, the evaluation results are a more natural process considering

the uncertain characteristics of information, compared to the AHP method.

0.6

0.5

04

0.3

0.2

D |

; | II [
Access Chain Storage and  Consensus Incentive Scale mode
authority structure sharing protocol scheme

EAHP m FAHP FTOPSIS

Figure 3.4: Comparison of the final weight for each criterion using AHP, FAHP, and FTOPSIS.

In summary, from comparing the final weights for each criterion using AHP, FAHP, and FTOPSIS, it
seems that the top three criteria are consistent with these three methods. Hence, the consensus protocol,
chain structure, and storage and sharing are the most important considerations when selecting blockchain

platforms for a conversation system.

Furthermore, based on the evaluation results show in Table 3.17, there are no differences between
the rankings of alternatives using these three methods. The results show that Hyperledger Fabric is the
first choice for use in a conversation system compared to Ethereum, Corda, and Multichain. However,

the blockchain platform can also be changed according to future requirements.

For the conversation system, the domain knowledge maintenance is a collaborative process by
multiple experts, which will be built through selected blockchain platform to make our conversation
system more efficiently. Based on the above discussion and analysis, the Hyperledger Fabric blockchain
ledger is used to establish as a knowledge base for our conversation system. To implement this, the

following components can be explored in the future works. First, the Fabric multi-chain structure can
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Table 3.17: The results of the difference between rankings of criteria

Criterions AHP | FAHP | FTOPSIS | daup.raup | daHP-FTOPSIS
Access authority 4 6 4 -2 0
Chain structure 3 2 3 +1 0
Storage and sharing | 2 3 2 —1 0
Consensus protocol | 1 1 1 0 0
Incentive scheme 6 5 6 +1 0
Scale mode 5 4 5 +1 0

be used to store different domain knowledge data with various membership, which provides flexible
functions to identify authorities. Second, knowledge rules and afterwards can be generated and validated
through blockchain smart contracts to guarantee transparency and non-tampering. Last but not the least,
the reward scheme based on expert reputation can be utilized to motivate experts for knowledge base
maintenance. In this way, the knowledge base can be implemented as a Fabric wrapper and can support

more reliable conversation service.
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Chapter 4. Master—slave blockchain in conversation
system

Conversation systems always involves multi-domain conversation interactions that increases rapidly be-
cause more domains are considered. Therefore, multiple experts must maintain these conversation
interactions, which cause experts from different domains to be unable to interact properly. Consequently,
ensuring secure and efficient cooperation between different experts has become a crucial problem that
needs to be solved. The experimental results show that the proposed blockchain structure is feasible and

effective for handling different domains in a conversation system.

4.1 Introduction

Blockchains are based on distributed ledger technology (DLT), which is spread across several nodes or
computing devices (Nakamoto n.d.), aiming to provide a trustworthy service without a central authority.
Thus far, a majority of blockchain applications, such as financial (Cosares et al. 2021) and supply-chain
(Dujak & Sajter 2019) blockchains, still support simple transactions on a single blockchain, which
lowers the consensus performance of the blockchain with increasing workloads or scaling. Further, many
application areas require diversified digital assets, which can handle more complex transactions; however,
a single blockchain can only support transaction verification and storage by traversing all of the data,

which greatly reduces the performance.

Considering the above mentioned drawbacks of using a single blockchain, some researchers have
proposed blockchain interoperability to handle diversified digital assets. One such technique has been
used for communicating between the master chain and slave chain (Johnson et al. 2019) . Further,
Shaoyong et al. proposed a master—slave blockchain in IoT to achieve cross-domain authentication (Guo
et al. 2020a), and Zhaofeng et al. presented a master—slave blockchain for digital-rights management

DRM-related applications (Ma et al. 2018). A grid terminal data security management model based on
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the master—slave blockchain was proposed by Zhengwen et al. (Zhang et al. n.d.). Another technique
involves using a multichain for inter-blockchain communication (Kan et al. 2018); Ashar et al. proposed
a scalable and efficient multichain solution for auditing applications based on the practical Byzantine
fault tolerance (PBFT) protocol (Kong et al. 2019). Further, Aida et al. described the implementation
of a private blockchain using the multichain open-source platform, with potential applications in food
tracking and tracing, product lifecycle management, and counterfeit prevention (Ismailisufi et al. 2020).
However, interoperable blockchains vary depending on the requirements. The above-mentioned chain

model cannot be used directly in a conversation domain.

4.2 Related work

In this section, we provide an overview of state-of-art research in two primary areas regarding blockchain

interoperability as well as threat model.

4.2.1 Blockchain interoperability

With exponential increases in the use of blockchain technology, blockchain interoperability is becoming
a crucial subject for enhancing communication between blockchains. For our conversation system, since
conversation interactions could pass through multiple domains, connecting and sharing the content of
these conversations in different domains is important. Interoperability between blockchains can smoothly
connect and share information in a trustworthy manner. Thus far, several solutions have been proposed to
enable the exchange of various digital assets across different blockchains. Here, we will describe the main
chain model with the six currently used for blockchain interoperability, and compare their performances,

as shown in Table 1.

Sidechain model: These models are master-slave blockchains that allow the bi-directional transfer
of assets between the master chain and the slave chain at a fixed or pre-determined exchange rate. Slave
chains can have their own protocols and implementation methods, differing completely from those of the
master blockchain. The master-slave structure is built with an overlay scheme (Singh et al. 2020)(Guo

et al. 20200b), acting as the master overlay to handle the intercommunication for multiple slave overlays.

* RSK: this was created to be compatible with Ethereum’s applications, but uses Bitcoin as the
underlying cryptocurrency (Lerner 2015). It has a two-way relationship with the Bitcoin blockchain

and rewards Bitcoin miners via merged mining with Bitcoin or any other blockchain, sharing the
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Bitcoin block format and proof-of-work.

* Ardor: this is a blockchain platform that uses a unique parent—child chain architecture (Ardor
White-paper 2017). Child chains are separate blockchains with their own native tokens; for
different use cases in different domain, they are integrated into the parent chain. Ardor uses a 100%

proof of stake (PoS) consensus algorithm.

* Liquid: thisis proposed as a sidechain-based settlement network used in cryptocurrency exchanges.
It is built on the Bitcoin codebase that allows users of the Liquid Network to move Bitcoin between
the two distributed networks using the Liquid Proof of Stake (LPoS) consensus protocol (Nick et al.
2020).

Multichain model: these models run using multiple parallel blockchains. Chains are completely inde-
pendent of each other, supporting diversified digital assets. Different chains can communicate with each

other, but they do not ensure that global data is consistent.

* Cosmos: This allows multiple parallel blockchains to run, which can communicate with each other
via protocols like virtual UDP or TCP, and each independent blockchain is powered by the BFT

consensus algorithms (Abraham et al. 2017).

* Polkadot: This is a scalable multi-chain framework that enables cross-blockchain transfers of any
type of data or asset. Each separated blockchain is implemented using a different segment of the

Polkadot network, and is based on the nominated proof-of-stake to validate proofs (Wood 2016).

e Multichain: This is designed for interoperability among private blockchains (Greenspan 2015).
MultiChain can work with different blockchains simultaneously and provide customized privacy
and control within the same network. Multichain applies handshaking to connect nodes between

different chains, along with proof of authority (PoA) consensus for permissioned blockchains.

Based on the discussion above and the requirements of multi-domain conversation systems, it is
clear that sidechain solutions such as RSK, Ardor and Liquid, can satisfy the requirements of security
and data consistency. However, they limit the number of stakes and ignore many important aspects
in conversation systems, such as reputation and contribution. While multichain model solutions like
Cosmos, Polkadot and Multichain can support different blockchains running in parallel and improve the
transaction throughput, the chains are independent of each other. However, this affects the consistency of

data. Therefore, a suitable sidechain model needs to be designed for multi-domain conversation systems.
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Table 4.1: Comparison of the existing block interoperability solutions

Blockchain Consensus Advantages Drawbacks References

RSK and Ardor | PoS Fully trusted. Can en- | Flow energy efficiency. | (Lerner 2015)
sure consistent data. Favours rich nodes, as | (Ardor White-

the selection limits the | paper 2017)
number of tokens owned
by the node.

Liquid LPoS Highly energy efficient | Favours rich nodes, as | (Nick et al
in comparison to pure | the selection limits the | 2020) (Ahmad
PoS, since it adds op- | number of tokens thatthe | et al. 2019)
tional delegation with | node owns.
voting rights. The number of delega-

Fully trusted tors is technically limited
Can ensure consistent | by the minimum require-
data. ments of bond size.

Cosmos BFT Highly energy efficient, | Semi-trusted, because | (Abraham et al.
as a limited number of | nodes are not subject | 2017) (Kan et al.
validators are required | to loss of stake even | 2018) (Kwon &
through the voting pro- | they are voted as a bad | Buchman 2018)
cess. validator.

Cannot ensure the con-
sistency of global data.

Polkadot NPoS Highly energy efficient, | Semi-trusted, as all DOT | (Wood  2016)
as they nominate a set of | nodes are controlled by a | (Cevallos &
validators on the network | proof of stake consensus | Stewart 2020)
with their DOT. network in a centralized
Does not require special | manner.
hardware. Cannot ensure the con-

sistency of global data.
Multichain PoA Highly energy efficient, | Semi-trusted, as the no- | (Greenspan

asithas alimited number
of validators owing to se-
lection rules.

No strict need for a native
token on the blockchain
to reward validators.

tion of data immutabil-
ity is lost based on black-
lists and censorship mea-
sures.

Cannot ensure the con-
sistency of global data.

2015) (De An-
gelis et al. 2018)
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4.2.2 Threat model

Similar to single blockchain communication, some common attacks that affect cross-chain communication
include denial-of-service (DoS) attacks and transaction-based injection attacks (Bissias et al. 2016)

(Vokerla et al. 2019). Here, we list three attack strategies that our system may encounter:

* A malicious node transmits incorrect and malicious messages that can damage the system.

* A malicious device could request multiple identities in our system, thereby crashing the network

and inducing network redundancy.

* A malicious node can pretend to be an honest node to gain a higher reputation, and then attack the

system.

¢ The motivation of attackers is to obtain more rewards. In the consensus mechanism, robustness

against such attacks is important.

4.3 Master-slave blockchain for multi-domain conversation
systems

4.3.1 Overall architecture

According to the background elucidated in section 4.2, the overall architecture of the multi-domain
conversation system is based on a master-slave blockchain based on Hyperledger Fabric 2.0 platform, as
shown in Fig. 1. To support transaction concurrency among different domains in a trusted manner, the
architecture has two layers. One layer comprises slave chains with different conversation domains. Each
conversation domain contains multiple domain experts to maintain the conversation content. The other
layer is a master chain, which is used to realize inter-chain authentication to access conversation content
in multiple domains and store the summary of intra-chain certification to maintain the global consistency

of transactions.

Based on the architecture shown in Figure 4.1, five types of chain nodes can be seen: the slave
node, endorsement node, leader node, anchor node and master node. The function of each type of node
is introduced as follows:

¢ Master node: is node in the master chain, which will be leader node, endorsement node, anchor node
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as well as committer node at the same time. The master node verifies the inter-chain authentication
and stores the summary of intra-chain certification in the master chain. Master nodes have digital

signatures signed with their private keys.

¢ Slave node: is used to reach a consensus and maintain the content of different domain chains. Slave

nodes have digital signatures signed with their public keys.

* Leader node: is used to communicate with the master chain, which is responsible for submitting
inter-chain authentication to request verification, as well as sending the hash of intra-chain certifi-
cation to be stored in the master chain. The domain slave node with the highest number of votes

will be selected as the leader node.

* Endorsement node: is used to verify the transactions before performing the consensus algorithm,
and also simulates the execution of the smart contract according to the endorsement policy and
return the result with respective certificate signature to the application client. Each slave chain can

have more than one endorsement nodes, which normally the nodes with higher reputations.

* Anchor node: is responsible for inter-chain communication. Inter-chain contents need to make
agreement with cross-domain slave nodes and achor nodes will transfer the contents through
different slave chains when some nodes can access verified by master nodes. Then they can work
together to make cross-chain consensus. The anchor nodes need to setup considering stability,

because anchor nodes have any problems, then the cross-domain communication will be break off.

4.3.2 Data structure based on hash anchoring

The master-slave chain has one master chain and multiple slave chains. The master chain is constructed
by verification blocks, while the slave chain comprises of domain blocks. The data structure of the

master—slave chain is based on hash anchoring shown in Figure 4.2.

The verification block is maintained in the entire network by master nodes, while the domain block
contains details of intra-chain transactions. Different slave chains can utilize different data formats
according to the requirement from different domains. Specifically, the verification blocks in the master
chain will store a summary of domain blocks within a time frame, as well as inter-chain certifications
during this time frame. Domain blocks in the slave chain have intra-chain certifications, including

conversation contents as well as contribution assignments.
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Figure 4.1: Overall architecture based on master—slave chain model.
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Figure 4.2: Data structure of master—slave chain.
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Figure 4.3: Calculation example for summarizing domain blocks.

To guarantee the master—slave chain structure is not tampered, hash anchoring is used to link the
master chain and slave chains. In the body of the verification block, the summaries of domain blocks are

stored. The sample summary of domain-block headers is shown in Figure 4.3.

Based on the presented calculation example, the hashes of the domain-block’s transactions in different
slave chains are represented as Hashsc1 (i) and Hashge2(i). Then, the summary of domain blocks in the
master chain is calculated as Hash,. (i) . It can be seen that any changes of transactions in the domain
blocks will also need to alter the master chain, which means if attacks change any contents in slave chains,
master chain can find this change and present tampering. In this way, it can guarantee the tamper-proof

nature of the blockchain technology.

4.4 Evaluation and Discussion

In this section, we will evaluate the performance of the proposed master-slave chain, including proof of
Feasibility and transaction throughout in order to verify the applicability of the proposed master—slave

chain structure.

4.4.1 Proof of Feasibility

Based on the proposed master—slave chain, we now provide proof of the feasibility of how the proposed
blockchain structure keeps the data consistent and prevents threats. To achieve this, here we assume the
consensus algorithm is using default Raft consensus protocol and we set the owner of block B as Op, and

pp is the confirmation time to add or discard a block.

86



Chapter 4 — Master—slave Blockchain in conversation System 87

Theorem 1: This algorithm can prevent 50% of the attacks on the master chain. Assume that Mp is
a master node, and create a block B with illegal data. Our consensus algorithm should end up with all

nodes that discard block B, thus 50% of the attacks will fail.

Proof 1: We assume the number of fault-tolerance nodes is M and the total number of nodes is N. As
long as M < (N — 1)/3, the probability of a malicious block becoming a normal block is always less
than 50%. Moreover, this happens when all fault-tolerance nodes become the master nodes evaluated
using Eq.(3.1), and the probability P of the malicious nodes all becoming master nodes is:

M
P = lim (M> “4.1)

M—oo \ N
It can be seen from Eq.(4.1) that P will approach 0, and 50% of the attacks will fail.
This proves that our proposed master-slave chain can prevent 50% of the attack on the master chain.

Theorem 2: This algorithm prevents malicious voting in the slave chain. Assume that Sp is a slave
node and send a malicious transaction that can reduce the reputation value of other nodes or increase its

reputation value. The proposed master-slave chain should prevent malicious activities.

Proof 2: In our proposed blockchain structure, all the domain blocks in the slave chain will have related
block summaries stored in the master chain. Here, we use cost calculation to guarantee the prevention
of malicious; one portion of the cost is related to tampering with the domain block content in the slave
chain, and the other portion is related to the cost when tampering with the master block and its related
block summary in the master chain. Assume that the height of malicious block B in the slave chain is
H,.(B), the current block height in the slave chain is Hyg., and Ny, is the number of domain nodes in
the slave chain network. The current block height in the master chain is H,,. and N, is the number of
master nodes in the master chain network. Then, the minimum number of blocks required to tamper with

each node is:

Bmin - (Hsc - HSC(B)) * Nsc + (Hmc - Hmc(B)) * ch (42)

As shown in Eq.(4.2), if Sp sends a malicious transaction to change the reputation value in the slave
chain, they need to tamper with B,,;,, blocks at the minimum. The cost for this is large, and this cost will

only increase with an increasing number of domain nodes and master nodes.

From a probabilistic perspective, as shown in Eq.(4.1) in Proof 1, the probability of obtaining
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creation rights for a malicious domain node is:

M Bmin
PB:(E) lim <%> (4.3)

2 B'min_>oo

From Eq.(4.2) and Eq.(4.3), along with the increasing number of domain nodes M and master nodes

N, the number of blocks B,,;, that must be tampered with also increases, and Pp approaches zero.

Based on the above mentioned theorems and proofs, it is clear that the proposed master-slave chain

is feasible to keep data consistent and prevent possible attacks.

4.4.2 Blockchain Deployment

As we analyzed in Chapter 3, the knowledge base can be implemented as a Fabric wrapper and can
support more reliable conversation service. Here we deploy Hyperledger Blockchain 2.0 into Ali Cloud,
which has one master chain and three slave chains with one orderer service, three organizations and total
100 nodes. We deployed in standalone server to simulate the multiple nodes using different port numbers.

The specifications of the standalone server are shown in Table 4.2.

The deployment network is shown in Table 4.3 and the sample structure of Hyperledger Fabric
network is shown as Figure 4.4. Appendices C shows the sample network configuration of master chain
with three organizations and total 9 peers, while three slave chains are deployed using the similar structure
that each slave chain has two organizations and 30 peers. Here, we generate and deploy one chaincode

with single smart contract to update reputation of each peer.

The experimental transactions are simulated by created peers,and the constructed transactions include
both inter-chain and intra-chain transactions. The inter-chain transaction are used for updating reputation
of peers that belong to the same slave chain, while intra-chain transactions are used for backup the
summary of inter-chain transactions. The total number of experimental transactions are 5000 (4000
inter-chain transactions and 1000 intra-chain transactions). We set the maximum transaction number of

each block is 100, the block size is 512KB and the consensus time threshold is 10 seconds.
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Table 4.2: Specifications of the stand-alone server

Item Specification

Operation system Ubuntu20.04

Processor 8CPU 16GHz

Hard Drive Space 600 GB for 64-bit CentOS
JDK 8

Internet link speed 144 (Mbps)

Table 4.3: The three group tests

Type \ Node
Test 1:Single domain

Single chain 40

Master-slave chain | Master chain 10

(one slave chain) Slave chain 1 30
Test 2:Two domains

Single chain 50

Master chain 10
Slave chain 1 30
Slave chain 2 30
Test 3:Three domains

Master-slave chain
(two slave chains)

Single chain 100
Master chain 10

Master-slave chain | Slave chain 1 30

(three slave chains) | Slave chain 2 30
Slave chain 3 30

4.4.3 Experimental results and discussion

To verify the efficiency of the proposed master—slave chains, in our experiments, we compared the
experimental results using raft in both single chain and the proposed master-slave with same number of

nodes. The test scenarios are defined as below:

* stand-alone server, single domain dataset.
* stand-alone server, two domain dataset.

¢ stand-alone server, three domain dataset.

We analyzed the three group tests shown in Table 4.3 to discuss the transaction throughout.

The transaction throughput results are tested based on the above scheduling and shown in Figure 4.5 and

4.6, respectively.

Based on the experimental results, there are no obvious difference between single domain and

multiple domains of single blockchain model, while for the master-slave chain model, it can be concluded
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Figure 4.4: The sample deployment structure of Hyperledger Fabric.
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Figure 4.5: The comparison results of transaction throughput between single chain and master-slave chain
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Figure 4.6: The comparison results of transaction throughput between single chain and master-slave chain
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Figure 4.7: The comparison results of transaction throughput between single domain, two domains and
three domain for master-slave chain

that the transaction throughput is related to the number of slave chains with different domains, that is: the
more slave chains, the greater the transaction throughput performance. Thus, the proposed master-slave
chain model has been confirmed that concurrently generating blocks and processing different types of

domain transactions is an effective way to improve the throughput of blockchain transactions.

We can see the Raft in master-slave chain has the advantages of high throughput and fast confirmation.
However, in the default Raft consensus algorithm, the leader selection and voting strategy is based on
random election timeout, which may not be secure and efficient way to make sure quality of conversation
contents. For example, the node with minimum election timeout will request vote and may grant as

leader node, but if this leader node doesn’t have enough reputation and experience, it may reduce the
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satisfaction degree of our conversation system. In addition, the endorsement and anchor nodes in original
Raft algorithm will be setup when deploy Fabric network,which can not be dynamic changed. This may
cause secure and effective issues as well, because the reputation of these nodes may decreased along with
the development of conversational services. Thus, the fairness and dynamics of consensus algorithm for

conversation system still need to improve.

4.5 Summary

In this chapter, we proposed a master—slave chain model to process multiple conversation interactions
concurrently from different domains, and we evaluated the proposed mechanism from both theoretical
proofs and experiments to verify its feasibility and efficiency. Furthermore, the consensus algorithm in
Hyperledger Fabric used for transaction verification still has some security and efficiency issues that need

to be improved, which we will discuss in the chapter 5.
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Chapter 5. Hybrid consensus algorithm for master—slave
blockchain

Based on the proposed master-slave chain, considering the efficiency and security of the conversation
system, a hybrid consensus mechanism is proposed in this chapter. This mechanism is suitable for
our designed master-slave chain for a conversation system. First, a consensus based on reputation-
driven voting is utilized for intra-chain verification. Second, a dynamic construction strategy is used
to select the master consensus nodes for inter-chain authentication. Furthermore, an incentive scheme
is designed to generate both economic and non-economic rewards for all the nodes participating in the
consensus process. The evaluation results show that the proposed consensus mechanism is effective for

all experimental scenarios.

5.1 Introduction

As a fundamental and key component of blockchain technology, consensus algorithms comprise a set of
rules and procedures to ensure equality and fairness, and to maintain and validate a set of data among
the participating nodes (Nguyen & Kim 2018). Commencing from the earliest consensus algorithm
used in Bitcoin, proof of work (PoW) involves allocating billing rights and rewards according to the
computing power. Other popular consensus algorithms include the proof of state (PoS) algorithm used
in Ethereum, practical byzantine false tolerant (PBFT) algorithm and Raft used in Hyperledger Fabric.

These consensuses are utilized for general single blockchains to guarantee security.

Considering multi-domain conversation systems, the main requirements include content reliability,
flexible permissions, quick responses, and scalability. Regarding these demands (the limitations of
existing consensus performance), a hybrid consensus mechanism for master—slave chains in multi-domain

conversation systems is proposed herein.
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5.2 Related work

As we discussed in Chapter 3, Hyperledger Fabric will be selected as the best fitting blockchain platform for
our conversation system. In this section, we will review the exsiting consensus algorithm in Hyperledger

Fabric and analyze the performances and insufficiency of these algorithms.

5.2.1 Existing consensus algorithms in Hyperledger Fabric

Kafka, Raft and PBFT are most popular consensus algorithms used in Hyperledger Fabric.

Kafka: is a distributed consensus algorithm that can manage messages in an ordering manner
and ensure data consistency among multiple redundant copies. The Kafka orderer service obtains the
data with corresponding topic from the Kafka cluster associated with Zookeeper to ensure the order of
transaction data. The ordering service client can be connected to multiple OSN(ordering service nodes),

and the OSNs do not communicate directly.(Kreps et al. 2011)

Raft:is a distributed crash fault-tolerant consensus algorithm, which can ensure that the system can
still process client requests even if some nodes in the system have non-Byzantine faults. Technically
speaking, Raft is a consensus algorithm for managing replicated logs, which is part of the replicated state

machine.(Ongaro & Ousterhout 2015)

PBFT: is based on communication between different nodes and they are mostly used in private
chains having authenticated nodes. PBFT uses permissive voting, with the principle that the minority is
subordinate to the majority. PBFT is using typical three-phase protocol including pre-prepare, prepare

and commit.

Kafka and Raft are distributed crash fault-tolerant consensus algorithms, which emphasize serial-
ization and append only rules, But most of them do not consider Byzantine fault tolerance, that is, they
only consider non-human issues such as system node failures and network failures, and do not consider
malicious nodes to tamper with data (Su & Huang 2012). While PBFT is is widely used in distributed
systems, however, classic PBFT is still a C/S response mode rather than peer-to-peer communication, and
the design of PBFT in Fabric was oriented to distributed system execution based on the state machine
replication to ensure request in the sequence can be executed correctly in the distributed system. and
the consensus nodes in PBFT is fixed that cannot cope with the dynamic changes of nodes, especially it

cannot perceive increase of nodes. Actually with the increasing of nodes, and the fault tolerance of the
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system should be enhanced, but the original PBFT algorithm is still calculated according to the previous

number, which is undoubtedly a waste of resources (Sukhwani et al. 2017).

5.2.2 Algorithm Optimization

According to the above bottleneck of existing consensus algorithms, the improvement of consensus

algorithm that suitable for our proposed master-chain in conversation system should focused on the items:

* Considering “upgrade and downgrade” consensus node dynamically based on their performaces
from many aspects, which can prevent the malicious nodes and improve the security and quality of

conversation system.

* Dynamically perception of the node construction to maximize resource utilization.

5.3 Procedure overview

The core concept of our presented hybrid consensus algorithm is to ensure security and consistent
collaboration among slave chains and master chain. For the proposed master—slave chain model, the
master nodes as well as endorsement nodes, leader nodes, slave nodes and anchor nodes are dynamically
updated. The consensus algorithm in slave chains is based on reputation-driven voting, while the
consensus algorithm in the master chain is based on global and dynamic PBFT. To achieve this, three key

modules are proposed, as follows:

Module 1—Consensus based on reputation-driven voting in each domain (R-V consensus): for each
domain, the node with highest reputation will request vote and will be assigned as leader node when it grant
more than half votes. For each type of transaction, the corresponding experts that satisfy the minimum
reputation requirement will be selected as endorsement nodes to verify the received transaction and
signature. If the transactions are legal and the signatures are correct, leader node will order transactions
to a new block and broadcast to all slave nodes to make consensus. And within a predefined time frame,

the leader node will send the summary of domain blocks to master chain to backup.

Module 2—Dynamic construction strategy for master nodes: The top 10% of the domain nodes
in each organization, with the highest evaluation value in each slave chain, will be selected as master
nodes. The evaluation value will be considered on the basis of its reputation, computing power, transaction

activity, and times selected as the master node. Since the number of slave chain nodes and their reputation
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values are both constantly updated, the master nodes will also be dynamically updated. The master nodes
will collect the summaries of transaction blocks from leader nodes, package them into a verification
block, and then approve and publish it. Thus, all the transaction blocks approved by the slave chains will
be added to the corresponding summary into master chain. In this way, the transaction blocks will be

consistent between the master chain and the slave chains.

Module 3—Incentive scheme: is one of the key elements of the decentralized conversation system
that influences the behavior of participants by changing the relative costs and benefits of choices those
participants may make. Incentives include both economic-based model and non-economic model that sys-
tems compensate individuals with token and reputation will be applied into our decentralized conversation

system, and the proposed consensus algorithm is used to update their reputations and tokens.

In the following sections, we present the detailed processes of the hybrid consensus algorithm for the

master—slave blockchain.

5.4 R-V consensus

In this section, we discuss the details of the R-V consensus, which is a consensus mechanism based on
reputation-driven voting, which includes the selection of target consensus nodes, consensus processing

and consensus confirmation.

5.4.1 Selection of target consensus nodes

For each transaction, we will select the target consensus nodes to construct the verification network, as
shown in Figure 5.1. Target consensus nodes can be selected from a single domain or multiple domains,

since the transaction may require cross-chain cooperation.

For single-domain transactions, the nodes that satisfied with minimum reputation in a single slave
chain will be assigned as the target consensus nodes to construct the verification network. While for
cross-domain transactions, each domain node requires inter-chain certifications approved by the master
chain. If approved, they will be assigned to the list of target consensus nodes; otherwise, they will be
moved into candidate node set. In this way, the target consensus nodes will be dynamically selected to

construct our verification network.

The consensus nodes in our designed are divided into two levels: target consensus node(T) and
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candidate consensus node(C), T is represented by set S, and C is represented by set So. T is the node
that involve the concensus confirmation and get incentives. We set the maximum number of malicious
node in T is f, then |S1| > 3f + 1. C is the candidate node that is used to eliminate the list of consensus

nodes at the end of the T after a period of time. We set |Sa| = 2f.

In the target consensus node set 7', it has leader node /, endorsement nodes e, and other slave nodes s.
The leader node in slave chain is selected as the node with the highest reputation in 7'. The endorsement
nodes and other slave nodes are divided according to the radio of 2:3 based on their reputation values.

The "upgrade and downgrade" of all the nodes is happened after a time period A.

5.4.2 Consensus Processing

To process transactions and reach agreements , a consensus mechanism based on reputation-driven
voting is proposed to verify the transaction block, leader nodes append transaction-block summaries
to the master chain after confirmation. Algorithm 1 presents a detailed description of the proposed

consensus mechanism as the following four steps.

1) Transaction initiator will broadcast transactions to all target consensus nodes.

2) When the node receives the transaction, if it is not endorsement node, just flood forwarding; if it is
endorsement node, will verify transaction, if legal, will signature with private key and send to the

leader node; if it is illegal, discard it directly.

3) Leader node orders all the verified transactions to a new block and broadcast to all other target

consensus nodes.

4) When the number of consensus that send ‘yea’ votes is greater than 2/3 of the number of target

consensus nodes, the new block is valid and will be added to the corresponding slave chain.

5.4.3 Global PBFT Consensus Confirmation

The consensus confirmation is done by master nodes. The global PBFT consensus removes the first
phase "Pre-prepare"” from client. It is because our master chain is used to verify the inter-chain access
authentication as well as backup domain blocks, which does not involve the sorting of requests and
only focus on verification. Without client initiating a consensus, we will random select one node in

master chain to initiate a consensus, because all the master node are endorsement nodes. Considering
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Algorithm 1 Consensus based on reputation-driven voting

Input: transactions t¢,target consensus node set S, number of target consensus node A, candidate
consensus node set Sy,leader node [, endorsement nodes e

Output: slave chain transaction block Blocks., blockSummary

BEGIN

for each transaction t; do
broadcast to target consensus nodes
if received node belongs to e then
verify the transaction
if transaction is legal then
Send it to leader node |
[ orders the transactions and add into block Blocks,
broadcast Blocks. to miners
if #preHash < true or #currentHash < true then
a vote send to all miners.
if received yea votes more than 2/3A then
index < int(Sha256(now || trans[0])).
voucher < Sha256(now || trans[index] || index + 1).
add Blocks., into slave chain ¢
create blockSummary < Sha256(Blocks,).
else
discard illegal transactions
end if
end if
else
flood forwarding
end if
end if
end for

END
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the simplicity and efficiency, We define the time interval to initiate a consensus as A. Thus, after a time
period A, the leader nodes in each slave chain will send summary of domain blocks as well as inter-chain
access authentication, then the selected master node will initiate a consensus with these transactions, and

broadcast to other master nodes to verify and add into master block.

In the global PBFT consensus confirmation, since the master node will be dynamically updated, our
fault tolerance of the master chain will be changed as well, thus it can perceive the number of increasing

or decreasing of master nodes.

To sum up, in our proposed R-V consensus algorithm, if the domain node is satisfied with our
minimum reputation value, it will be assigned as target consensus node to verify domain transactions.
In this way, we can not only guarantee the verification and voting credibility, but also ensure that the
transactions broadcasted to miners can be agreed upon and completed in a short time. Further, the block
summary is created using the hash value of the transaction block, and will append a block summary to
the master chain for backup. In this way, the data in the master chain and slave chains is consistent and

tamper-proof.

5.5 Dynamic construction strategy for master nodes

In the proposed master—chain structure, the master nodes are constructed in real-time, based on their
evaluation values. Our evaluation concept combines four factors: computing power (CP), transaction

activity (TA), reputation value (RV), and times selected (T).

* CP indicates the computing infrastructure, which includes CPU, RAM, and bandwidth usage. Since

it is related to operating and maintaining the blockchain network, it should be evaluated properly.

* TA indicates the degree of transaction activity of a domain node. Here, transactions in the
conversation system are the created conversation rules. These transaction records can be considered

to be an important indicator of participation activity for the entire conversation system.

* RV is the most significant aspect of our evaluation. It indicates the contribution-based reputation

value of each node, which is used to represent the credibility of nodes.

¢ T indicates the number of times a node has been selected as a master node.

The evaluation value should be proportionate to CP, TA and RV, furthermore, to avoid the constructed

right doesn’t always belong to the previously selected nodes. We put T as a restriction factor to promote
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circulation in the collection of master nodes. Eq (5.1) shows our calculation model.

w1CP + wyTA + wsRV
VT

Where the coefficients w;, ws, and w3 are the weighting coeflicients of CP, TA, and RV, respectively.

EV = f(CP, TA,RV,T) =

(5.1)

Their values range up to 1. Further,

CP = alog(PC;E) (5.2)
TA= Z log (T}) A; (5.3)
j=1

_ Teurrent + Mean (2?21 Ck:) + Treward

RV
3

5.4

In Eq.(5.2), PC; is the overall PC status we evaluated using the benchmark (Henning, 2006), and E

denotes the number of times it is selected as the endorsement node.

In Eq.(5.3), n is the number of participating domains, 7} is the number of transactions created in

domain j, and A; is the weight for each related domain.

In Eq.(5.4), rcurrent 18 the current reputation value of a node, CY, is the contribution percentage of a
new transaction, and 7,.,,qrq 1S the related incentive reward. Thus, when a node creates a new transaction,
its reputation value will be updated according to the average of the newly assigned contribution and 7y, rent

and Treward-

According to the calculation model established above, we obtain the evaluation value list in each
organization and choose the top 10% of the nodes in each organization to construct our master nodes. We
set a time frame; the inter-chain authentications and intra-chain block summaries submitted within this
time frame A will be agreed upon using the PBFT consensus algorithm by the constructed master nodes.

Then, the next round of collection of master nodes is used to verify the subsequent time frame.
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5.6 Incentive scheme

In this section, we consider how to encourage nodes to maintain high credibility. Incentive schemes
will influence the behaviour of nodes by changing the relative costs and benefits of choices they make.
Our presented incentive scheme includes an economic-based model and a non-economic model that

compensate participants with both financial and non-financial rewards.

The economic-based model is based on an issuance mechanism (He et al. 2018), decided by the
total number of tokens, allocation ratio (domain nodes and master nodes), and attenuation parameters.
All these factors should satisfy Eq.(5.5). While the non-economic model is not related to any financial
factors, for the conversation system, our non-economic model will be designed based on multiple linear
regression (Neter et al. 1996). The design of the non-economic model should focus on how to provide
the participants with more opportunities to obtain good content; if they can obtain more opportunities to
become endorsement nodes or master nodes with higher reputation values and transaction activities, they

will have a higher chance of maintaining conversations to obtain greater rewards.

The allocation of the system reward for each node is shown below:

€;
rd; = 7}/token +
ZnGCS en ZnECS T'n

ri

Y;)ther (55)

Tge % Qge % DO Tge % Qge % DI Tge % Age ¥ b2 + -+ + Tge % age * D™, where a; € domain node

€; =
Tme * Ume * B4 Tme * Gme * DY Tine * Gme * b2 + - -+ 4+ Tyne * Ame * D™, where a; € master node
(5.6)
ri =co+c1RV +9 (5.7

where Y} ker 1S the total number of tokens, Y1, is the incentive degree of non-economic parameters,

and m is the total number of nodes in the entire conversation system (CS).

To calculate the economic reward e; of each node, in Eq.(5.6), x4, and x,,. are the domain block
and master block intervals for reward attenuation (s, < Tmc), respectively; as. and a,,. are the initial
rewards of each block for a slave chain and the master chain, respectively (as. < amc); b is the attenuation

coefficient; and n is the number of blocks created.

In Eq.(5.7), the non-economic reward r; of each node will be calculated according to RV and TA.
co is a constant, c; is the partial regression coefficient, RV is the independent variable, and J is the

error term. The non-economic reward obtained, 7;, will be used to update the nodes’ reputation value
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according to Eq.(5.4).

5.7 Evaluation and Discussion

In this section, we will evaluate the performance of the proposed consensus algorithm, including trans-
actions per second (TPS), delays, and fault tolerance in order to verify the applicability of the proposed

consensus mechanism for master—slave chains.

5.7.1 Experimental Design

In this section, we deployed our master—slave chain on the Hyperledger Fabric blockchain platform to
evaluate the proposed consensus mechanism. In the multi-expert conversation system, the transactions
must be submitted to experts (domain nodes), which may not give real-time replies. To perform our
evaluation continuously and quickly, the transaction simulation module is used. A total of 75 simulated
nodes in the three slave chains and one master chain are used, the initial reputation values of each node
are set randomly from 0.7-1.0, and tokens with 100 FT (Fabric token) are taken for each node. The

architecture of the designed system is shown in Figure 5.2

To ensure the consistency of the system and its release efficiency, we built a conversation system for
blockchains using the Java language, based on a restful service architecture. The lightweight ‘json’ format
was used to facilitate data exchange. The experiments were simulated on one computer; the specifications

of the standalone server is same with mentioned in section 4.4

5.7.2 Simulated Datasets

The simulated transactions in the experiments are of two types; one is an inter-chain transaction with
conversational rules and contribution assignment, another is the intra-chain transaction with cross-chain
authentication. Each transaction is created using a registered blockchain account, signed with its private

key. Table 5.1 and 5.2 give templates of two types of simulated transactions.

In total, we tested 5,000 transactions (4,000 intra-chain transactions and 1,000 inter-chain transac-

tions), and set the size of each domain block to 512 kB; the size of the master block is 1 MB.
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Figure 5.2: Structure of the designed system.

5.7.3 Performance Index

Three main performance indexes are used for evaluation and analysis in our experiments.

Transactions per second: This metric measures the time from when the transaction is broadcast to when

transaction verification is completed, as follows:

TPSAt:SumTransAt /A (58)

where A; is the interval from transaction broadcasting to verification. SumT'rans is the total number of

transactions during A,;.

Delay: This metric measures the entire time period from when the transaction is broadcast to when
the block is broadcast, which includes the process of transaction verification and the process of block
verification. This index is used to evaluate the network communication performance and consensus
performance.

Delay;, = T By + TC + T Byock (5.9

where T'B;, is the preparation time when transactions are verified by endorsement nodes and broadcast
to consensus nodes, 7'C' is the execution time of the proposed consensus protocol, and 7' Bpj,cx is the

verification time of each new block.

Fault tolerance: According to the proposed consensus algorithm, the maximum number of fault nodes
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Table 5.1: Template of intra-chain transactions

Item Rule Contribution Chaincode | Timestamp Signature

Content | If/condition/ Expertl: xx% XX Time created Owner
then  /conclu- | Expert2: xx% signature
sion/ Expert3: xx%

Table 5.2: Template of inter-chain transactions

Item PeerList Timestamp Signature
Content | Chaincode Time created Owner
Access list signature
in the slave chain f,. = L%J while the maximum number of fault nodes in the master chain

fme = L%J We will ascertain whether the transactions and blocks can be verified when setting

different numbers of fault nodes in the slave chain and master chain.

5.7.4 Experiment regarding TPS and Delay

To verify the efficiency of the proposed consensus technique for master—slave chains, in our experiments,
we assumed the experimental results when using classical PBFT as the ground truth for our master-slave
chain. Further, to test our proposed consensus method for the master—slave chain model, the test network

allocations are shown in Table 5.3.

From Table 5.3, it can be seen that we deployed three slave chains with two tests:

» Test one: the number of nodes in each slave chain is 20. Then, we chose the target consensus
nodes that satisfied the minimum reputation value as consensus nodes. It is clear that the number
of consensus nodes in each slave chain should satisfy the fault-tolerance rule: Ng. = 3f + 1, where
f1is 2, 3, and 3, which is the requirement to apply R-V consensus in slave chains. The master nodes
are selected from the top 10% of the reputation values from each organization in slave chain, and

Table 5.3: Allocations in the test network

Slave chain (SC)

Master chain (MC) 31 ‘ e ‘ 303

Test 1 with 67 nodes

Number of nodes 7 20 20 20

Number of target consensus nodes | 7 7 10 10
Test 2 with 100 nodes

Number of nodes 9 30 30 30

Number of target consensus nodes | 9 10 19 28
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Figure 5.3: TPS performance results with different time interval of test 1 network.

the master chain utilizes the global PBFT consensus algorithm, the target consensus nodes in the
master chain should be greater than N,,. = 3f + 1, so here N, is 7, where f is 2. The total

number of nodes in the test 1 network is 67.

* Test two: the number of nodes in each slave chain is 30. Then, we chose the target consensus
nodes that satisfied the minimum reputation value as consensus nodes. It is clear that the number
of consensus nodes in each slave chain should satisfy the fault-tolerance rule: Ng. = 3f + 1, where
f1is3,6,and 9, which is the requirement to apply R-V consensus in slave chains. The master nodes
are selected from the top 10% of the reputation values from each organization in slave chain, and
the master chain utilizes the global PBFT consensus algorithm, the target consensus nodes in the
master chain should be greater than NV,,. = 3f -+ 1, so here Ny, is 10, where f is 3. The total

number of nodes in the test 2 network is 100.

From these two tests, we can see that as the nodes in slave chains increasing, the number of target

consensus nodes changed as well and the fault tolerance is enhanced on both slave chain and master chain.

For the TPS performance test, we set time internal A; as 10s,20s,50s and 100s respectively, and
for each time internal, we test 20 times and average it as final TPS for each time interval. The TPS

experimental results of these two tests are shown in Figure 5.3 and Figure 5.4 respectively.
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Figure 5.6: Delay performance results with different time interval of test 1 network.

Same with TPS experiments, we also set four different time intervals (10s, 20s,50s and 100s) to test
delay and record the 10 block generation time. The Delay experimental results of these two tests are
shown in Figure 5.6 and Figure 5.7 respectively. Figure 5.8 shows the relationship between time interval

and Delay performance that the more delay along with the increasing of time interval.

As shown in Figure 5.5 and 5.8, different time interval will affect TPS and Delay. The longer
time interval, target consensus node will receive more transactions during that time period and more
transactions contained into block. And the bigger size of block will cause longer transmission and
verification time that means longer delay. Thus, as the transactions increase, better TPS, however, if the
transactions in the block exceed the processing capacity of target consensus node, the transactions will

be accumulated and the processing thread will be blocked, then the TPS performance will drop down.

In the following comparison test, we set time interval in test network 1 as 10s and time interval in
test network as 20s, then we compare the TPS and Delay performance between classical PBFT and our

proposed consensus algorithm. Figure 5.9 and 5.10 shows the comparison results respectively.

As shown in Figure 5.9, with the same total number of nodes of 67 in test network one, the average
number of verified transactions is about 167 per second in classical PBFT and 182 per second in our
proposed consensus, while in the test network two, the average number of verified transactions is about

151 per second in classical PBFT and 168 per second in our proposed consensus. The experimental results
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Figure 5.10: The Delay comparison results between classical PBFT and our proposed consensus algo-
rithm.

for the average delay for 10 blocks are shown in Figure 5.10. It can be seen that the block generation time
of our proposed algorithm is about 0.65s in test network 1 while the classical PBFT is about 0.76s, and
in test network 2, the delay performance of our proposed algorithm is 1.17s and classical PBFT is about

1.29s.

We can see our proposed consensus improved the TPS performance as well as reduce the average
delay compared with classical PBFT. One reason is because we define minimum requirement to set the
target consensus nodes, which is an efficient way to reduce transmission and verification time. Another
reason is that we remove the pre-prepare phase initiated by client, and set the time interval to initiate a

consensus, which simplified three-phases PBFT to two phases.

5.7.5 Experiments regarding security

To test the security, liveness, and consistency of the proposed consensus algorithm, we verify the fault
tolerance from three slave chains and one master chain. In the proposed R-V consensus in the slave chain,
it is clear that the number of consensus nodes in each slave chain should satisfy the fault-tolerance rule:
Ny = 3f + 1. Since Ny is 10, 19 and 28 in the three slave chains, then the f threshold will be 3, 6 and
9. Similarly, the number of master nodes is selected from the top 10% of the RV's from each organisation
in the slave chain as the total number of 10, where the f threshold can be set to a maximum of 3. In our
experiments, to set the node as faulty, we manually set its reputation below the minimum required RV

value.

¢ Set different numbers of fault nodes in slave chain 1, f,. = 0,1,2,3,4 and use TPS and delay to

verify the feasibility.

 Set different numbers of fault nodes in slave chain 2, fs. = 0,1,2,3,4,5,6,7 and use TPS and
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Figure 5.11: TPS and delay verification results with different numbers of fault nodes (three slave chains
and master chain).

delay to verify the feasibility.

* Set different numbers of fault nodes in slave chain 3, f,. = 0,1,2,3,4,5,6,7,8,9,10 and use TPS

and delay to verify the feasibility.

* Set different numbers of fault nodes in the master chain, f,,. = 0, 1,2, 3,4 and use TPS and delay

to verify the feasibility.

From Figure. 5.11, it is clear that if the number of fault nodes in the slave chain 1 is more than three, the
inter-chain R-V consensus will not agree to add a malicious transaction or the related malicious block.
Thus, the TPS=0 and Delay=+o0co when f=4. Similarly, the TPS=0 and Delay=+o0c when f=7 in slave
chain 2 and =10 in slave chain 3. Furthermore, if the number of fault nodes in the master is greater than

three, the malicious transaction and block cannot be approved by global PBFT consensus.

5.7.6 Experiments regarding the proposed incentive scheme

In this section, I also evaluate the influence of the proposed incentive scheme compared with a traditional
economic incentive model. Here, we set the total number of tokens as 300 FT per hour and investigate the

number of new conversation contents, as well as the quality of new conversation contents by simulating
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Figure 5.12: Evaluation results between economic incentive and our proposed incentive

three randomised trials, and the duration of each simulation is 24 hours.

The results shown in Figure 5.12 were means of 3 tests. As shown in Figure 5.12(a), the amount of
new content was a bit higher in the early-stage by using the traditional economic model, but the proposed
incentive model can achieve a similar or higher number of new contents at the late-stage simulation.
Overall, the traditional economic model and our proposed model perform similar in amount of new

content created.

Furthermore, we also compare the content quality during this simulation. As shown in Figure
5.12(b), at the beginning of 8 hours, the economic incentive model and our proposed incentive model
have similar influence of content quality. However, with the simulation time becoming longer, the
quality of content is significantly greater when using our proposed incentive model. This is because
the tokens were issued as a limited number and, with the increasing of participants, the influence of
economic incentive will be decreased, and non-economic incentive will keep the impact no matter how

many limited factors. By combining the economic and non-economic incentive models, we can see the
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proposed incentive scheme will help the system to maintain quality, which is critical to build trustworthy

for the conversation system.

In summary, we evaluated the feasibility and efficiency of the proposed consensus algorithm for
master-slave chains. Based on the experimental results, it is clear that the proposed consensus method
can greatly improve the TPS to support diversified conversation scenarios, and it also has the advantages
of classical PBFT to maintain fault tolerance. In addition, the built-in incentive scheme, based on the

proposed consensus algorithm, can provide stability and qualified conversation contents in the system.

5.7.7 Analysis of the experiments

Feasibility and scalability of master-slave blockchain scheme: the proposed master-slave chain pro-
vides a flexible chain structure that can enable concurrently process multi-domain transactions with high
throughput. In the proposed scheme, multi-domain conversational interactions can be processed on the
separated slave chains and then the generated blocks will be validated and confirmed by the master chain
within the time internal, which can securely dispatch different conversation scenarios to different domain

experts for useful blockchain scalability.

Efficiency of consensus algorithm: the proposed consensus algorithm for a master-slave chain
improved the existing consensus algorithms used in Hyperledger Fabric, and is an effective and efficient
mechanism that can improve the validation speed, as well as reducing the processing and transmission
delay. This improvement occurs for two reasons: the first one is that we defined the minimum required
RV value to set the target consensus nodes; this proved to be a dynamic way to reduce transmission and
verification time. Another reason is that we removed the pre-prepare phase initiated by the client and
set the time interval to initiate a consensus; this simplified the three phases of classical PBFT into two

phases.

Security of consensus algorithm: with the proposed consensus algorithm for a master-slave chain,
the system can guarantee security, stability and lively performance, regardless of the number of faulty
nodes in the network. The experiment results regarding fault tolerance are also consistent with Proof 1

n—1

in section 4.4.1; these can always reach the correct consensus when no more than L?J out of the total

n replica nodes are faulty.

Stability and trustworthy of consensus algorithm: with the incentive scheme combined with eco-

nomic scheme and non-economic scheme, the experimental results have shown that the built-in incentive
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scheme based on the proposed consensus algorithm can provide the stable and qualified conversation

contents in the system.

5.8 Summary

In this chapter, we designed a hybrid consensus mechanism comprising three modules: R-V consensus,
construction strategy for the master nodes, and an incentive scheme. The R-V consensus is utilized
for intra-chain verification, and the dynamic construction strategy is used to select master consensus
nodes for inter-chain authentication. The incentive scheme is designed to generate both economic and
non-economic rewards for all participating nodes during the consensus process. Finally, we evaluated
the proposed mechanism from many aspects to verify its feasibility and efficiency to handle conversation

interactions from different domains.
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Chapter 6. Smart-contract enabled decentralized
knowledge fusion for blockchain-based
conversation system

Knowledge fusion used for handling cross-domain or complex questions in conversation systems has
received considerable attention and interest. However, most existing knowledge fusion methods rely on
centralized server, which face many limitations and challenges, such as a single point of failure, content
tampering, and entrusted contribution assignment. In this chapter, we present a novel blockchain-based
conversation system framework based on a decentralized knowledge fusion scheme using blockchain
smart contracts to guarantee transparency, traceability, and non-tampering. Furthermore, we implement
a system prototype based on our proposed master-chain structure and consensus algorithm in the Fabric
network, the evaluation results of three case studies show the feasibility and effectiveness of the proposed

decentralized knowledge fusion design in a conversation system.

6.1 Introduction

As previously discussed, to ensure the quality of interactions, it is better to use multiple experts rather
than single expert to share and maintain conversational scenarios together (Nakano et al. 2011) (Nakano
& Komatani 2020). Therefore, it is important to design an efficient and trustworthy mechanism to
handle and maintain multiple conversation scenarios to support different services. A major constraint
in managing the knowledge from multiple experts is the difficulty of cooperation among all experts and
ensuring the knowledge understanding and representation. Most existing knowledge fusion methods can
be used for global knowledge sharing and maintenance, however, the knowledge fusion methods used in

conversation systems suffer from security issues.

To manage knowledge fusion from multiple experts, it is necessary to make appropriate fusion

or global decisions and assign their contributions. The information from each expert should be kept
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secure and identified clearly, so that, participants can share their knowledge as well as convince their
contributions in a trusted and secure manner. Those information in the traditional mechanism is always
stored in log files which can provide audit trails; nevertheless, these files are easily erased or alterable by
unauthorized accesses to centralize servers. Therefore, it is difficult to merge knowledge from multiple

experts using a centralized mechanism.

In addition, to support multiple conversation experts sharing and maintaining various conversation
scenarios, we need to build an incentive scheme to encourage multiple experts to share good content and
restrict bad content. However, the current incentive mechanisms are always determined by administrators
or managers, which rely on certain authorities rather than a consensus for all participants and the results
may not be trusted by participants. This is unfavourable for the sustainable development of our multi-

expert conversation systems.

Furthermore, each expert’s identification information and task solutions during conversation are
always saved in the centralized sever, which has the darkest secrets of data privacy, and provide attackers
with a single target to hack. Thus, the centralized control is not ideal for multi-expert conversation

systems.

To address the above fundamental security issues in the current multi-expert conversation system,
Blockchain has shown its potential for solving and enhancing traditional solutions with its key features:
autonomous and decentralized processing, smart contractual enforcement of goals and traceable trust-
worthiness in tamper-proof transactions, and so on. Therefore, in this chapter, a novel blockchain-based
decentralized knowledge fusion in a conversation system is proposed and implemented to guarantee
conversation data security and provide reliable incentive scheme based on our proposed consensus mech-

anism.

6.2 Traditional knowledge fusion construction

In this section, we provide an overview of contemporary knowledge fusion construction, followed by their

limitations, then implement the blockchain in multi-expert conversation system.

The knowledge fusion was proposed by Douglas, which was used in Cyc project focused on building
a base of human consensus knowledge (Smirnov & Levashova 2019). The results from multiple experts
may contain some redundant or wrong information, thus knowledge fusion is required to clean and

integrate data.
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Figure 6.1: The traditional process of knowledge fusion.

As shown in Figure 6.1, the traditional process of knowledge fusion generally involves the following

three components as below:

* Entity extraction: is the process of extracting corresponding entities and entity attributes between
different experts’ responses. The correspondences of elements can be matched as various relations,
like equivalence, subsumption, disjointness or instance between entities of responses (Lian et al.
2017) (Zhao et al. 2018). The named entity recognition (NER), relation identification and ontology

alignment are often used in this step.

» Conflict detection: if different responses use the opposite terms, predications, or semantic contexts,
which are called conflicts (Pan et al. 2018) (Hertling & Paulheim 2020). There are many types
of conflicts in natural language, including term conflict, predication conflict and semantic conflict.

The rule-based models are utilized in this step.

» Consistency checking: this step will be focused on conflict resolution, which is needed where
different responses have several conflicts and is used to facilitate a consistent knowledge (Zhao
et al. 2016). Common techniques include numerically weighted constraint relaxation, context

dependence and human problem solvers (Pradhan et al. 2017) (Ruta et al. 2018).
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Obviously, traditional knowledge fusion is constructed in a centralized mechanism. It is of largest
value gained for big corporations (such as Google and Amazon) to keep their knowledge bases maintained
and organized collaboratively. However, such concentrated fashion has also created a growing number of
limitations and challenges, e.g., contents tampering, unfair incentives and vulnerable to hacking. Thus,

there is a critical demand of a new decentralized knowledge fusion for conversation system.

6.3 Blockchain-based conversation system framework

In this section, we present the overall blockchain-based conversation system framework and the general

process for knowledge fusion for conversation system.

6.3.1 Overview Framework

The overview framework model of blockchain-based decentralized knowledge fusion in multi-expert
system is shown in Figure.6.2. In the whole system, the decentralized framework has two main parts:
unit chatting off-chain part and knowledge fusion on-chain part. The unit chatting part aims to fetch
quick response from local knowledge base, while knowledge fusion part is utilized to finalize the fused

response from multiple experts and assign contributions.

The workflow of the whole system is as follows: when user send a request, if the corresponding
response can be found in the local knowledge base, the response will get back to user. Otherwise, the
dynamic response will be finalized from multiple experts along with decentralized knowledge fusion and
contributions will be added into blockchain database. Due to the features of blockchain, the knowledge
fusion is launched via smart contracts and consensus algorithm is used to assign contributions as well as

rewards and finalized response will be also updated in the local knowledge base for the next round.

6.3.2 The Decentralized Knowledge Fusion Process in conversation
system

In this section, we describe the general process of our framework, our framework consists of six steps as
follows:

Stepl. Users send request to our conversation system, if the corresponding response can be found

in the off-chain local knowledge base, the response will get back to user. If cannot, go to Step 2.
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Figure 6.2: The blockchain-based conversation system framework.

Step2. The request will send to multiple experts who has been registered in conversation system.
Each registered expert is assigned into a public key pair and their information will be written into a

transaction stored in blockchain.

Step3. The multiple responses from multiple experts will be input to smart contracts which needs
to be processed using on-chain knowledge fusion and validated by miners. The following steps are also
related with this step and it depicts that the fusion solutions and contribution assignments are all recorded

on the blockchain database permanently.

Step4. Registered experts receive the requests by interacting with system users. Each expert
receives a request should deposit some tokens as well as reputation values to make sure the quality of the

conversation contents.

StepS. Registered experts submit responses before due time. The expert with highest reputation will
be add final fusion response and contributions for each participant into blockchain to request a consensus.
After that, the final fusion result and corresponding request will be updated into local knowledge base as

well.

Step6. Incentives including reputation and token are automatically assigned to experts according to

the contribution assignment results. More contributions will get more tokens and improve the reputation.
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Figure 6.3: The blockchain-based framework for multi-expert conversation system.

6.4 Decentralized Knowledge Fusion Scheme

In this section, we present a concrete scheme of decentralized knowledge fusion for blockchain-based
conversation system. The blockchain smart contract is adopted in our design. The whole process of
knowledge fusion is written into blockchain smart contracts, which can be automatically executed in a
trust manner. Based on the designed smart contracts, the formalized protocol is proposed to construct

our system.

6.4.1 Smart Contract Enabled Knowledge Fusion

As mentioned before, the decentralized knowledge fusion will be used to build the response from
multiple experts as well as assign contributions. In this work, we present three functional contracts for the
implementation of decentralized service: expert register contract, expert summary contract, knowledge

fusion and contribution calculation contract. Figure. 6.3 shows the contract structures and relationships.
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6.4.1.1 Expert Register Contract (ERC)

The ERC corresponding to the new registered expert will be created. The expert registration contract
is used to produce a unique blockchain address with a key pair (public key and private key) for the
new registered expert. The address does not contain identity information about experts, which provides

experts with privacy protection than experts in traditional conversation system.

To update or create an ERC contract, it needs to deposit transaction fee, which is given to miners
who validate and confirm the transactions and support persistent running. And expert needs to pay a
stipulated amount of token as well as reputation that can be withdrawn later if expert does not have any

malicious behaviours.

6.4.1.2 Expert Summary Contract (ESC)

ESC contract is utilized to store the expert profile, reputation, and response list according to their past
behavior, Profile will contain a digital signature signed by a certificate authority. If experts register
with true identities, they can authenticate identities and updated by their public keys. Reputation is an
important parameter which is initialized with a default value and updated with the completion of the

knowledge fusion. Response List refers to the summary information about response statistics.

The above information will be set up when users first register and can be updated after knowledge
fusion and contribution assignment. Reputation and response list cannot be changed by any experts.
Each response in the response list has a corresponding address which will point to knowledge fusion and

contribution calculation contract.

6.4.1.3 Knowledge fusion and contribution calculation Contract (KFCC)

KFCC contract depicts how to fuse multiple responses to get final solution and assign contributions for
each expert, which is about the process of response receiving, fusion processing, contribution calculation

and reward assignment.

When ESC posting response, KFCC contains a validation function to check if expert’s reputation
and reliability value satisfy the minimum limited. In general, a minimum reputation value is set to avoid
low level experts. If experts are satisfied with default value, they can receive a response and participant

the knowledge fusion. Then the knowledge fusion function is used to get fusion solution and calculate
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Figure 6.4: The general workflow of knowledge fusion in decentralized blockchain using smart contracts.

contributions. Different from the traditional method in which solutions are evaluated by centralized
system, the fusion solutions as well as contributions in our system are reached consensus by miners.
Meanwhile, all the contents are signed and stored with corresponding hash values into blockchain to
guarantee unaltered at the source. Finally, reward assignment function is used to update tokens as well as

reputation according to calculated contributions.

6.4.2 The Proposed Protocol

In the section, the concrete decentralized knowledge fusion protocols are designed to formalize our
constructions. It consists of six algorithms: Register, TransactionValidation, InforUpdating, Respon-
sePosting, FusionProcess and ContributionAssign. Experts will interact with the blockchain by KF
bockchain Client. The general workflow of decentralized knowledge fusion protocol is shown in Figure

6.4.

6.4.2.1 Register

In this algorithm, the experts will get their identities including blockchain address and a pair of key (public
key and private key) via ERC contract, i.e.,E; = ( R B%ﬁ BEZ) . Meanwhile the corresponding ESC
contract will be created, and the expert’s initial reputation R g, and token Tz, will be also set. Algorithm

2 illustrates the implementation of register process.
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Algorithm 2 Register
Input: Expert E;, expert initial reputation 7 g,, expert initial token T',, ERC contract.
Output: (B%Z B%i, BfEi) of FE;, update ERC contract, create ESC contract.
BEGIN
for each FE; do
deposits the reward on blockchain
if deposit failed then
goto final
else
update ERCg; < By, B%Z_, BfEi,
createESCE; < RE,, B%i,
withdraw deposited reward
goto final
end if
end for

END

6.4.2.2 TransactionValidation

The creating and updating of profile, fusion solution, contribution assignment can be both seen as
transactions which needs to validate by blockchain miners and store into blockchain database. Experts
who satisfy the minimum reputation can participate into blockchain as a target consensus node to make
agreement and reach a trustworthy knowledge fusion process. To model the algorithm of transaction
validation, we define the current and previous block as BC. and BC), respectively, and each block
consists of blockchain height, previous hash of the block being checked, current hash of block being
checked, timestamp, blockchain address of a miner, and transactions which needs to be confirmed.

Algorithm 3 illustrates the implementation of transaction validation.

Algorithm 3 TransactionValidation
Input: Contract transaction Tz, from expert F;

Output: whether the validation of transaction is successful.
BEGIN

for each T, do
if #preHash < true and #currentHash < true then
transaction verify via our proposed consensus algorithm
Leader node blockchain address < Mpc.
index <« int(Sha256(now || trans[0])).
voucher < Sha256(now || translindex] || index + 1).
create new block < #blockheight + 1.
output true as successful validation.
else
goto final
end if
end for

END
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6.4.2.3 InfoUpdating

After registration, experts can create and update their information into profile via ESC contract, and they
can authenticate identities and updated by their public keys. The profile information of each expert should
be validated as transactions, and if the validation is successful, the profile information will be updated

into ESC contract. The implementation of information updating can be implemented as Algorithm 4.

Algorithm 4 InfoUpdating

Input: profile information in fog, from expert E;
Output: Create and update ESCE,.

BEGIN

for each infog, do
if F; is unregistered. then
E; has not registered.
goto final
else
CreateESUContract(ESCE,);
Signinfo,, < Digital signature on infop, with B, ;
TransactionValidation < infog;;
if output true as successful validation. then
UpdateESUContract <« ESC%fd’"ess,mfoEi;
else
goto final
end if
end if
end for

END

6.4.2.4 ResponsePosting

After successful registration, experts can post responses Resg, to do fusion process and make contri-
butions. In order to restrict bad contents, we specify that experts who post responses need to make a
deposit including both reputation and tokens by Fg, (R eputation, Rtoken). Which can be withdrawn after
response evaluation. And for each expert, we set the responseEvaliation() function to check whether the
experts’ reputations are satisfied with the minimum reputation condition Ry, or not. If it is satisfied,
the response will be updated to ESC contract and put into KFCC contract as well, otherwise will be

discarded. Algorithm 5 illustrates the implementation of posting response.
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Algorithm 5 ResponsePosting

Input: response Resg,; from expert I; ,deposit I'g;, required minimum reputation value [2,;,, ESC
address S C%i,ld’”ess.

Output: Create KFCC contract, update ESCTE,.

BEGIN

for each infog, do
if F; is unregistered. then
FE; has not registered.
goto final
else
E; deposit on the Fj, blockchain.
if deposits on blockchain falied. then
goto final
else
responseEvaluation < Ru;,, Resg;;
if F; does not satisfy the minimum reputation condition. then
goto final
else
Sz’gnResEi < Digital signature on Resg, with Bpi ;
UpdateESUContract <« ESC’%‘?d’"GSS yResg, ;
CreateKFCCContract (K F'CCE;)
Resg, put into KFCCE,
withdraw deposited reward.

goto final
end if
end if
end if
end for
END
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Figure 6.5: The main workflow if knowledge fusion process.
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6.4.2.5 FusionProcess

All the evaluated responses will send to KFCC contract to process and obtain the final fusion result, the

workflow of knowledge fusion is shown as Figure 6.5. It consists of three main steps:

Stepl: Extract noun phrase lib and verb phrase lib: for each response, we extract the key noun
phrases and verbs into term lib ¢ = {¢1, t2...t,,} and predication lib v = {vy, vy...v,, } respectively. Then

we construct semantics lib s = {s1, s2...5,, }.

Step 2: Ontology matching: this step is based on WordNet (Leacock et al. 1998) consisting of a set
of synonyms among synset, which denotes a concept of a group of nouns, verbs, adjectives, adverbs. A
hybrid method based on WordNets (Jiang & Conrath 1997) is used to calculating similarity between noun

phrases, verbs and semantics as below:

LS (ci,p) = —log (P (ci | p)) = IC (¢;) — IC(p) (6.1)

where the link strength (LS) is the difference of the information content between a child concept
¢; and its parent concept p. Each concept consists of a set of term, verb and corresponding semantics
{t,v,s}.IC (c;) is the information content of a child concept ¢; while IC (p) is the information content

of a child concept p. P (c; | p) is the probability of child concept ¢; linked from parent concept p.

The similarity between terms, verbs and semantics can be quantified as sim (t1,t2), sim (v, v2)

and sim (s1, $2)-

sim (tl,tg) = ‘LS (tl,p) — LS (tQ,p)‘
stm (U1>U2) = |LS (Ulvp) — LS (U2>p)| (62)
sim (51782) = |LS (Slap) - LS (SQap)|

Step3: Conflict resolution: based on the above ontology matching results, we can identify the conflicts
among terms, verbs, and semantics. To get the fusion result, the three following synchronization methods

are combined to facilitate a consistent knowledge.

* Synthetic synchronization: logical add of noun phrases, verb phrases, and semantics to eliminate
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redundant phrases, verb phrases and semantics.

Syntaz (A) = Syntax (t1,ta,...ty)
Syntax (V) = Syntax (v, v, ...vy) (6.3)

Syntax (N) = Syntax (s, S2, ... Sp)

* Tree logical for synchronization: logic(A, T, N) where, A=(t1, to,... ty), T is the logic tree of
whole A, and N is the node of tree T. It is used to represent the relationship of phrases including

kind belongs to concerning and inclusion relation.

* Frequency synchronization: Frequency (A, f, X), wheref is the occurrence frequency of phrases

or verb phrases. If f; > f;, then X=t;, if f; < f;, then X=t;, and if f; = f;, then X=1¢; or t;.

Based on the above steps, the fusion result will be given under the transaction validation and target
consensus nodes on the blockchain should make consensus and confirmation. Algorithm 6 illustrates the

implementation of fusion processing.

6.4.2.6 Contribution assignment

Contribution assignment is utilized to assign incentives including tokens as well as reputations. All
the rewards will be confirmed by target consensus nodes and saved into blockchain. As shown in
Algorithm 7, the contributions is measured via the text similarities between final fusion result and each
expert’s response. (i.e., high similarity will get more reward). The contribution assignment result will be

automatically synchronized with expert’s ESC contract to update their reputations as well.

6.4.3 Security Analysis

For our designed decentralized knowledge fusion, we used the proposed hybrid consensus algorithm to

ensure non-tamperable guarantee. It fulfills the several security properties and we discuss as follows:

No Single Point of Failure: there is no centralized master server in the decentralized knowledge
fusion model. If there are N (/N > 3) target consensus nodes in knowledge fusion, to get the final fusion
solution and assign contributions, more than 2N/3 miners should be reliable to reach agreement. Thus,

our decentralized knowledge fusion model is exempted from no single point of failure.

No Third Party. Experts could share their response to get fusion solution and obtain reward
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Algorithm 6 FusionProcess

Input: Evaluated response list Resr;ss = {Resi, Resa,...Resy}, response submitted time Thes:
deadline Tj.441ine, KFCC contract.
Output: update KFCC contract and ESC contract.

BEGIN

submit’

for each Res; in Resp;s do

if TReSi < Tdeadline then

submit —
nounPhraselib /\ < extractNounPhrase(Res;);

verbLib V <+ extractVerb(Res;);
semanticsLib N <+ extractSemantic(A,V);

end if
for each t; in /A, each v; in V and each s; in N do

matchedNounPhrase (t; <+ t;) < ontologyMatching(A);

matchedVerb (v; <+ v;) < ontologyMatching(V);

matchedSemantic (s; <+ s;) < ontologyMatching(N);

if matchedNounPhrases sets (t; <+ t;) is not (); then
relations < treeLogicalSychronization(A);
occurrenceFrequency < frequencySchronization(A);
nounPhraseFusionResults < sytheticSchronization(A);

end if

if matchedVerb sets (v; <> v;) is not () then
occurrenceFrequency < frequencySchronization(V);
verbFusionResults < sytheticSchronization(V);

end if

if matchedSemanticPhrases sets (v; < v;) is not () then
semanticFusionResults < sytheticSchronization(N);

end if

output FusionSolution.

S9N pusionSolution < Digital signature on FusionSolution with Bpi ;

TransactionValidation < FusionSolution;

if output fusion solution as successful validation. then
UpdateKFCCContract < FusionSolution;
UpdateESUContract < ESC%fd”eSS , FusionSolution;

else
goto final

end if

end for

end for

END
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Algorithm 7 ContributionAssign

Input: Evaluated response list Resy;s; = { Res1, Resa, ... Resy }, Final Fusion results F'usionSolution,
ESC contract.

Output: update ESC contract.

BEGIN

for each Res; in Resp;q do
sim; < CalcalateSimilarity(Res;, FusionSolution);
rep;® < UpdateReputation(R;, sim;);
EndorsementNode FEepqor < Expert with highest Reputation(rep]“");
E..ior create a block ;
ContributionAssign add transaction into new block to assign contributions
of each expert ;
SigncontributionAssign < Digital signature on ContributionAssign with B%
TransactionValidation < ContributionAssign;
if output fusion solution as successful validation. then
UpdateESUContract < ESC%‘fd’”eSS yrep; s
else
goto final
end if
end for

END

’
endor

without any third party. The fusion solution and contribution assignment records will be obtained
through blockchain start contracts and stored into blockchain database, which means all the processing

records and storage contents cannot be altered or deleted.

Trustworthy incentive scheme: reputation and token are two factors of reward for evaluating
experts solving requests. In particularly, high reputation means high reliability to provide response and
high probability to obtain tokens. In our decentralized knowledge fusion model, the reward assignment
can only happen when expert really contributes a user request via KFCC contract, and ESC contract will
be invoked by KFCC contract and updated after completing knowledge fusion process. In addition, all
the smart contracts need to make deposit. Thus, if a malicious expert wants to change her/his reward
assignment, she/he needs to tamper with a high cost as calculated in eq (6.2) and eq (6.3). In this way,

we can expect that reward scheme by assigning reputation and token will work in a trustworthy manner.

6.5 Case Study

6.5.1 System design

We implemented the designed conversation system on Fabric blockchain to depict the knowledge fusion

processing by blockchain smart contracts and test our proposed scheme. We evaluated the accuracy and
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satisfactory by using pre-defined ground truth shown in Table D.1 in Appendices D. The overall system

design is shown as Figure 6.7.

As shown in Figure 5.8 and mentioned in section 6.4, the fusion processing data and contribution
assignments for a specific domain will be recorded and stored on the blockchain timely. In our case
study, experts with minimum reputation value can submit their responses within prescribed time, then the
multiple responses will be processed via smart contracts to create fusion record, which will be added into
provider database as well as blockchain platform. All the records will be added via blockchain mining.
And as a user node, they can send query request to retrieve records from blockchain and updated into

local database.

The sample ledger shown as Figure 6.8. BC means whole blockchain, where BO is the genesis
block which only includes block header and block metadata, and the transactions will be included in
the block data of following blocks. Each block Each block consists of three main parts: block header,
block data and block metadata, and will be chained to previous block. The samples of metadata included
in the master block and the domain block are shown in Figure 6.6. In the domain block, the metadata
includes knowledge rules, the account information (blockchain address) of each participated expert and
their contributions and chaincode. While in the master block, the metadata has peer list including the list
of accounts belonging to different slave chains, the summary of the added domain block ( that is the hash

of block headers of domain block) and transaction hash.

For privacy and security reasons, the metadata will be encrypted before being inserted into the
blockchain. The sample metadata of the domain block takes up about 350 bytes of information, while the
information added into the master block is around 500 bytes. With further refinements we can minimise
the number of rules in the domain block and the number of summary transactions in the master block, in

order to improve the processing speed.

The world state database was implemented to address different types of conversation scenario. In
our system, we created a set of 3 assets each with a unique identity: a different scenario, size, owner,
and appraised value. The master chain is used to manage the summary of each blockchain domains as
well as cross-chain authentication, while each blockchain domain has separated slave chains. Meanwhile,
the new added knowledge fusion solution will be updated into local knowledge database via world state,
which is easy to directly access the current value of a state rather than having to calculate it by traversing

the entire transaction log (Venkatesh et al. 2018).

The designed system is deployed in the standalone server as one master chain and three slave chains,
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datetime: “2021-02-02 14:43:58"

transaction_hash: “Oxa2e2d044c711a932f248ecf1181fc0d68a685861da4031366b5c99ebalecad83”

metadata: [

{ “rule”: “if fcondition1/ then /conclusion1/ *,” contribution”: “accountl: 0.84, account2: 0.77, account3: 0.90, account4: 0.92, account5: 0.85",
“chaincode”: 01},

{ “rule”: “if fcondition2/ then /conclusion2/ *,” contribution”: “account1: 0.92, account2: 0.83, account3: 0.88, account4: 0.82, account5: 0.95",
“chaincode”: 02 },

{ “rule”: “if fcondition3/ then /conclusion3/ *,” contribution”: “accountl1: 0.89, account2: 0.78, account3: 0.81, account4: 0.90, account5: 0.98",
“chaincode”: 03 }

I

}

(a) Sample metadata in the domain block

datetime: “2021-02-02 14:43:54"

transaction_hash:

“Ox30b41fefobb&ff62e16231687199c6afff8834b30336cd8c357af9e1bece5601”

metadata: [

{ “peer_list": “chaincodel: accountl, chaincodel: account2, chaincode2: accountl, chaincode2: account2, chaincode3: accountl”,
“summary”: “transaction_hash: Oxa2?e2d044c711a932{248ecf1181fc0d68a6853861da4031366b5c99%balecad’3,

transaction_hash: 0x58a4083e349460e79d28d13da21bf3ab746186b8a5e897ab946f430cffocOfc1” },

{ “peer_list": “chaincodel: account2, chaincodel: account3, chaincode2: accountl, chaincode3: accountl, chaincode3: account2”,
“summary”: “transaction_hash: Oxa05079b666dcec09214 b4 c8ac49a0b5ff499ca5a8c6791261ca986ba9d5a8525,
transaction_hash: Ox66cfbd73933600b615d44ad9abdf4ec966ab60fdbed214a83155b001b176a7981" }

]

}

(b) Sample metadata in the master block

Figure 6.6: Sample metadata in the master-slave chain
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and we simulate responses from five experts to test the our decentralized knowledge fusion scheme. Here
we set the maximum prescribed time is 10 seconds, thus we will collect our the satisfied responses from
multiple experts within 10 seconds and then send them to get fusion solution. To make sure each test
request will have multiple responses, we also simulate and send out the each response from single expert

randomly within 10 seconds when they received request.
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key=SCENARIO3,value={scenario:car,size 500,owner: Emily, appraisedValue: 800}

key=SCENARIO2,value={scenario:english,size 300,owner: Bob, appraisedValue: 600}

key=SCENARIO1,value={scenario:health,size 500,owner: Max, appraisedValue: 700}
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Figure 6.8: The sample ledger of the proposed system.

6.5.2 Case description

In order to verify the feasibility and effectiveness of the above conversation system based on decentralized
knowledge fusion, we conduct three case studies related to car service, English learning and health &safety
training. Specifically, for each expert, we identify whether this expert has enough reputation to process
user request or not. Then through the decentralized knowledge fusion powered by blockchain smart
contracts, we not only get a more reliable domain knowledge, but also record the processing tasks and
making contributions via blockchain platform to make sure security storage and fair reward scheme. We
used three main aspects to descript how to apply blockchain-based decentralized knowledge fusion in the

conversation system: before, during and after knowledge fusion from multiple experts.

Before: each expert registered into our proposed system with a unique blockchain address. Experts
have their base reputation, which used to check if it is satisfied with our minimum reputation require-
ment. Figure 9 shows the sample query of multiple experts’ registered information in car service before

decentralized knowledge fusion.

As shown in Figure 6.9, each registered expert will have a unique blockchain account, and we can
query the current reputation from ESC contract as well as the blockchain account with highest reputation

to let each participated expert know if he/she is the one with highest reputation or not.

During: when user asked one question, which can’t find the matched conditions in the local
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Figure 6.9: The sample query of expert registered information before decentralized knowledge fusion.

knowledge base (Hyeon et al. 2016), then this question will broadcast to registered experts. Then experts
who satisfied with the minimum reputation can send their individual response. Multiple responses will
be processed through our proposed decentralized knowledge fusion scheme and send the final fusion
solution to the user. At the same time, based on the calculated contributions, the reputations will be also
updated. The expert with highest reputation will be seen as leader node and claim a block by adding
the knowledge fusion solution as well as calculated contributions into blockchain. Figure 6.10 show a

sample conversation case to explain how it works by the proposed decentralized knowledge fusion:

* Domain client sends a request question “How often to replace tires?” to our system;

» There are five experts satisfied with our minimum reputation (>=0.80) to submit their responses

within 1 min.

* For each response, the KFCC contract is utilized to get the final fusion solution and send back to
user, which will be processed as mentioned in 6.4. For example, for the noun phrases fusion process,
we extract and apply synthetic synchronization to get one term “degree of tire wear”, then use tree
logical synchronization to identify the relationship with other terms, such as finding its synonym
“quality of tire wear”, furthermore, calculating the frequency as 3 from all the responses. The order
of extracted noun phrases as well as verb phrases will be decided by calculated frequencies. Then
we apply Nature language generation(NLG) API to generate a natural language response base on

identified synchronization information.

* Finally, we will calculate the text similarities among each individual response and final fusion
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Ask A={ service life of tyres, 2-4 years, degree of tire wear, wear condition, quality of
tyres, road condition, 3-4 years, 40000-50000km, tire e, depth of tyre tread,
How often to replace the tires? 1Y6MM} years, type, dep! ty
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: Expert 3 0.79 0.87 0.83
I I : Expert 4 0.83 0.81 0.82
i i 0.92 0.80 0.86

Endorsement node

Figure 6.10: The sample conversation case during decentralized knowledge fusion.

solution to assign contributions and update the current reputations. For example, The expert 5 in

this case will be the leader node.

After: each expert can query the updated reputation and token after knowledge fusion. The expert
with highest reputation will add a new block with corresponding transaction into blockchain ledger and
send the summary of block into master chain. Meanwhile, the new updated knowledge fusion as well as

contributions will be updated into local knowledge base through world state.

As shown the sample case in Figure 4.5, Expert5 will add a new block into car service blockchain,
and miners including all participants will be validated this block and stored into blockchain. Meanwhile,
the request question and final fusion solution will be also updated into local knowledge base. In this way,
it can not only secure the fusion process with non-tampered contents, but also provide a live maintenance

of local knowledge base to make it keep updating with a trustworthy manner.

6.5.3 Evaluation and analysis

A total of 60 request questions are collected to evaluate our proposed decentralized knowledge fusion

scheme in our designed conversation system, including 20 questions for car service, 30 questions for
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Figure 6.11: The sample block adding after decentralized knowledge fusion.

English learning and 10 questions for Health and Safety training. The ground truth regarding car service
consultation is used from online car serving guide ( n.d.), and the ground truth regarding English learning
requests is used from (Ltd 2020), as well as the ground truth regarding health and safety training requests
is used from UTAS (Stewart & Kokoris-Kogia 2020). For each case study, we simulate five experts to
provide responses and perform our proposed decentralized knowledge fusion to evaluate the feasibility
and accuracy. The simulated responses and fusion results of these three case studies are shown in in

Appendices D.

In order to test fusion feasibility and accuracy, the semantic similarities used Twinword’s tool (Twin-
word 2021) for evaluating whether the fusion responses are appropriate and useful for each conversation
request (Zhou et al. 2020) (Zhang et al. 2020). Firstly, the semantic similarity between the fusion solution
and the ground truth was measured, and the accuracy between a fusion solution and a single expert

solution was also compared.Table 6.1 lists the summarizing results.

Table 6.1: The evaluation results between single expert and fusion results

D Contributions Fusion
Expertl | Expert2 | Expert3 | Expertd | Expert5 | Semantic Similarity

1 46% 54% 84% 14% 54% 86%

2 | 27% 90% 99% 29% 80% 94%

3 ] 21% 72% 83% 72% 21% 84%

4 | 78% 72% 91% 82% 96% 98%
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Table 6.1 continued from previous page

D Contributions Fusion
Expertl | Expert2 | Expert3 | Expertd | Expert5 | Semantic Similarity

5 64% 81% 64% 83% 82% 88%
6 77% 86% 75% 77% 73% 91%
7 92% 91% 82% 78% 74% 98%
8 96% 95% 92% 94% 96% 98%
9 78% 89% 77% 89% 90% 98%
10 | 58% 97% 89% 59% 15% 97%
11 | 44% 88% 4490 4490 57% 92%
12 | 13% 45% 88% 88% 60% 88%
13 | 37% 89% 94% 16% 56% 100%
14 | 87% 90% 98% 83% 83% 89%
15 | 82% 86% 86% 78% 90% 87%
16 | 49% 75% 84% 87% 77% 88%
17 | 82% 79% 86% 76% 80% 86%
18 | 68% 83% 90% 14% 86% 94%
19 | 34% 83% 91% 84% 84% 91%
20 | 81% 81% 76% 80% 18% 89%
21 | 59% 59% 59% 74% 51% 78%
22 | 71% 79% 78% 78% 37% 79%
23 | 70% 77% 70% 66% 70% 77%
24 | 71% 84% 70% 69% 71% 82%
25 | 70% 80% 73% 77% 34% 86%
26 | 57% 51% 72% 55% 55% 81%
27 | 75% 77% 75% 83% 80% 85%
28 | 80% 83% 80% 86% 83% 87%
29 | 63% 79% 64% 63% 81% 83%
30 | 67% 96% 97% 93% 63% 97%
31 | 73% 70% 74% 72% 70% 81%
32 | 80% 33% 75% 86% 86% 86%
33 | 86% 84% 92% 91% 85% 92%
34 | 96% 83% 96% 79% 83% 98%
35 | 83% 86% 74% 78% 68% 83%
36 | 44% 82% 81% 83% 74% 83%
37 | 68% 74% 83% 78% 74% 88%
38 | 90% 90% 90% 90% 79% 90%
39 | 56% 52% 100% 100% 82% 100%
40 | 84% 72% 77% 37% 84% 85%
41 | 79% 78% 83% 79% 49% 83%
42 | 33% 91% 29% 91% 91% 91%
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Figure 6.12: The comparison results between single expert and our proposed fusion scheme.

Table 6.1 continued from previous page

D Contributions Fusion
Expertl | Expert2 | Expert3 | Expertd | ExpertS | Semantic Similarity

43 | 74% 87% 59% 60% 82% 87%

44 | 87% 87% 87% 87% 87% 87%

45 | 87% 86% 91% 41% 36% 91%

46 | 90% 87% 90% 89% 66% 89%

47 | 73% 73% 81% 85% 73% 85%

48 | 84% 84% 84% 84% 84% 87%

49 | 84% 92% 73% 92% 38% 92%

50 | 85% 89% 86% 85% 85% 87%

51 | 73% 72% 7% 83% 76% 91%

52 | 66% 74% 73% 79% 79% 82%

53 | 76% 49% 48% 76% 76% 76%

54 | 72% 83% 82% 85% 85% 87%

55 | 79% 87% 86% 79% 78% 100%

56 | 77% 80% 74% 73% 86% 87%

57 | 69% 80% 80% 86% 86% 90%

58 | 100% 67% 100% 67% 100% 100%

59 | 74% 79% 85% 87% 79% 88%

60 | 80% 80% 71% 100% 76% 100%

We compared the accuracy between single expert and our proposed fusion solution as shown in
Figure 6.12, we can clearly see that the fusion solutions can obviously keep or improve the response
accuracy based on different case studies, especially when some single experts proposed wrong solutions.
It is because our proposed knowledge fusion is designed based on R-V consensus algorithm from a group

of target consensus nodes, which can make an agreement in a secure and efficient way.

In addition, we also test the execution time to process multiple responses for each request. Figure
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Figure 6.13: The execution time of our proposed fusion scheme in conversation system.

6.13 presents the running time from sending the request to getting the final fusion solution. From the
test results, we can also see that the overall running time of all requests are within 11s when we set
the maximum prescribed time as 10s, which means the processing time of fusion scheme based on our
proposed consensus algorithm is less than 1s, and it also makes consistent with the experimental results

in Chapter 5.

To sum up, it can be seen that the proposed decentralized fusion scheme has a greater effect
including both accuracy and speed, which can prove the feasibility of smart-contract enabled decentralized

knowledge fusion for blockchain-based conversation system.

6.6 Summary

In this chapter, we presented a novel blockchain-based framework for conversation system based on
a decentralized knowledge fusion scheme by blockchain smart contracts, then designed the concrete
decentralized knowledge fusion scheme to depict the protocol logic. A series of algorithms based on
blockchain smart contracts were proposed to construct our proposed scheme under the novel framework.
Meanwhile, we analysed how our decentralized knowledge fusion can handle centralized problems and
make security. Finally, three case studies with 60 test cases used to validate the feasibility and effectiveness
of the proposed approach. There are two main advantages of the designed system: 1) The decentralized
knowledge fusion is highly secured and reliable as all the contents are recorded and stored on blockchain.
2) The conversation system with the decentralized knowledge fusion makes the interaction accuracy

improving within a reasonable time.
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Chapter 7. Conclusion and Future Directions

7.1 Summary

The purpose of this study is to design and integrate a blockchain-based decentralized conversation system

among multiple experts to answer the core research question:

RQ: How can blockchain technology be integrated into conversation systems to provide security

and trustworthy conversational services?

The research results are framed in the context of answering the research questions proposed in

Section 1.5. Table 7.1 summarize the research results for each sub-research question.

Table 7.1: Summary of the research results of the study

SRQ1.1 What is research landscape of blockchain technology in the conversation system?

Research results:

The current conversation system is physically decentralized; however, it contains critical compo-
nents such as text processing, knowledge management and data storage that use large, centralized
conversational services. This has some limitations and challenges that need to be addressed, espe-
cially considering security issues, such as data obtained from non-verified sources. Many sources
rely on their own data and there is lack of security for private data. By analysing the benefits of
blockchain compared with traditional centralized based mechanism, we have presented the vision
of building a blockchain-based conversation system which has been designed to achieve security
and trustworthy conversational services.

SRQ1.2 What are key requirements of building a decentralized conversation system based on

the blockchain technology to reach its fulfill potential?

Research results:

Layered security conversation system architecture can be built using the blockchain technology.
Therefore the key requirements are identified from many aspects including database security,
protocol design, application, and contracts requirement.

SRQ2.1 What indexes (such as centralization degree, resource usage, etc.) should be considered to

evaluate different platforms?
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Table 7.1 continued from previous page

Research results:

Based on the requirements analysis of the conversation system, which includes content reliability
and confidentiality, immediacy response, open-ended and extensible, four group decision indexes,
including decentralized architecture, storage and sharing, computing performance, and scalability
have been selected to match our design aim, and the detailed items are identified as well. Then
for decision items of each group, the corresponding blockchain configurations have been chosen
as multiple criteria for evaluating blockchain platforms.

SRQ2.2 How can the applicability evaluation model be built?

Research results:

The applicability evaluation model is built based on the hierarchy structure. The multiple criteria
are selected from group decision indexes, whereas the alternative platform options to be evaluated
are Ethereum, Fabric, Corda, Multichain, etc. Applicability levels are defined as very inappropriate,
inappropriate, appropriate, and very appropriate.

1) Cosidering each group of decision index, the blockchain platform selection with multiple criteria
are formulated.

2) Weighted membership matrixes of each blockchain platform are built by using multiple criteria.

3) The three most popular weighting methods including AHP, Fuzzy based AHP and TOPSIS are
utilized to combine and evaluate the criteria weighting. Thereafter, the final decision result will be
judged by consistent verification and obtain the best fitting blockchain platform.

Based on the evaluation results comparing the final weights of each criterion using AHP, FAHP,
and FTOPSIS, it shows that the top three criteria are consistent with these three methods. Hence,
the consensus protocol, chain structure, storage, and sharing are the most important considerations
when selecting blockchain platforms for the conversation system. Furthermore, the evaluation
results also show that there are no differences between the rankings of the alternatives using these
three methods, and Hyperledger Fabric is the first choice using for conversation system compared
to Ethereum, Corda, and Multichain.

SRQ3.1 What should be the blockchain structure and block content?

Research results:

A master-slave blockchain is proposed to support transaction concurrency among different domains
in the conversation system. The master-slave chain contains two layers. One layer comprises slave
chains with different conversation domains, and another layer is a master chain, which is used
to realize cross-chain authentication and to maintain the global consistency of transactions. The
master chain is constructed using verification blocks, whereas the slave chain comprises domain
blocks. For the block contents, The domain block contains details of the intra-chain transactions,
and the verification blocks in the master chain will store a summary of the domain blocks within a
time frame, and ensure inter-chain certifications during this time frame.

SRQ3.2 How are the linking and validation mechanisms between chains designed?
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Table 7.1 continued from previous page

Research results:

The linking and validation mechanisms based on hash anchoring are presented to link master and
slave chains. In the body of the verification block, the summary of the domain blocks is stored.
Therefore, any validations of the transactions in the domain blocks will also alter the master chain,

which guarantees the tamper-proof nature of the blockchain.

SRQ3.3 What metrics will be used to assess the efficiency of the proposed blockchain structure?

Research results:
The evaluation metrics of the proposed master-slave chain, including proof of Feasibility and
transaction throughout are utilized to verify the applicability of the proposed master—slave chain

structure.

1) Based on the presented two theorems and proofs, it is clear that the proposed master-slave chainis

feasible to keep data consistent and prevent possible attacks.

2) To test the throughout, we deploy Hyperledger Blockchain 2.0 into Cloud, which has one master
chain and three slave chains with one orderer service, three organizations and a total of 100 nodes.
We compared the experimental results using same consensus algorithm in both single chain and the
proposed master-slave using the same number of nodes. Based on the experimental results, there
are no obvious difference between single domain and multiple domains of the single blockchain
model, whereas considering the master-slave chain model, it can be concluded that the transaction
throughput is related to the number of slave chains with different domains. This indicates that the

more slave chains are, the greater the transaction throughput performance.

To sum up, it has been confirmed that the proposed master-slave chain model can concurrently
generate blocks and process different types of domain transactions, which is an effective way to
improve the throughput of blockchain transactions.

SRQ4.1 How is consensus and incentive mechanism for sharing and maintaining conversation scenarios

designed?
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Table 7.1 continued from previous page

Research results:
A hybrid consensus protocol based on reputation-driven voting is presented to ensure security and
consistent collaboration among slave and master chain.

1) Consensus based on reputation-driven voting is designed and applied in each slave chain (R-V
consensus), which includes the selection of target consensus nodes, consensus processing and
consensus confirmation.

2) A dynamic construction strategy for master nodes is presented in the master chain. To select the
master nodes, the evaluation value will be considered based on its reputation, computing power,
transaction activity, and times selected as the master node.

3) The global PBFT consensus has been used in master chain, which removes the first phase
"Pre-prepare” from the client. This is because our master chain is used to verify the inter-chain
access authentication and is used as backup of the domain blocks. This does not involve the sorting
of requests and only focuses on verification.

SRQ4.2 Which incentive scheme is suitable for a conversation system?

Research results:

The incentive scheme including both the economic-based model and non-economic model was
presented based on the proposed consensus protocol. This compensates participants with both
financial and non-financial rewards in the conversation system.

1) The economic-based model is based on an issuance mechanism, determined by the total number
of tokens, allocation ratio (domain and master nodes), and attenuation parameters.

2) The non-economic reward of each node is calculated according to the transaction activity (TA)
and reputation value (RV) based on multiple linear regressions.

SRQ4.3 What metrics will be used to assess the efficiency of the proposed protocol?

Research results:

Three evaluation metrics are used to assess the efficiency of the proposed consensus protocol, including
transactions per second (TPS), delays, and fault tolerance. To perform our evaluation continuously and
quickly, The transaction simulation module consisting of two types transactions in the experiments are
used: one type is an inter-chain transaction with conversational rules and contribution assignment, another
type is the intra-chain transaction with cross-chain authentication. Each transaction is created using a

registered blockchain account, signed with its private key.
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Table 7.1 continued from previous page

To verify the efficiency of the proposed consensus technique for the master—slave chains, we
assumed the experimental results when using the classical PBFT as the ground truth for our
master-slave chain. We have built the two test networks to verify the performance of the proposed

consensus protocol.

1) Considering the same total number of nodes in test network one, the average number of
verified transactions is approximately 167 per second in the classical PBFT and 182 per second
in our proposed consensus. Nevertheless considering the test network two, the average number of
verified transactions is approximately 151 per second in the classical PBFT and 168 per second in

our pI'OpOSCd consensus.

2) The experimental results for the average delay of ten blocks shown that the block generation
time of our proposed algorithm is approximately 0.65s in test network one whereas the classical
PBFT is about 0.76s, and in test network two, the delay performance of our proposed algorithm is
1.17s and classical PBFT is approximately 1.29s.

3) The experiments for fault tolerance show that if the number of fault nodes in the slave and master
are greater than the maximum number, the malicious transaction and block cannot be approved by

our proposed consensus protocol.

4) To validate the overall feasibility and effectiveness of the proposed blockchain-based conver-
sation system, these case studies with 60 samples are utilized to test the smart contracts-enabled
knowledge fusion in the conversation system based on the proposed master-chain structure and
consensus protocol. The experimental results show that the fusion solutions can obviously improve
the response accuracy based on the different case studies, especially when some experts proposed
wrong solutions. This is because our proposed knowledge fusion is designed based on the R-V
consensus algorithm from a group of target consensus nodes, which can make an agreement in
a secure and efficient way. We also tested the overall running time, and the results show all the
requests within 11s when we set the maximum prescribed time as 10s. This indicated that the
processing time of the decentralized fusion scheme based on our proposed consensus algorithm is
less than 1s. Thus, the proposed decentralized conversation system has a greater effect for both

accuracy and speed.

To sum up, our proposed consensus can improve the TPS performance and reduce the average delay
compared to the classical PBFT in the Fabric network. This is because we define the minimum
requirement to set the target consensus nodes, which is an efficient way to reduce the transmission
and verification time. Moreover, we remove the pre-prepare phase initiated by the client and
set the time interval to initiate a consensus, which simplifies three-phase PBFT to two phases.
Furthermore, the proposed decentralized knowledge fusion is highly secured and reliable because
all the contents are recorded and stored on the blockchain. The conversation system with the

decentralized knowledge fusion can improve the interaction accuracy within a reasonable time.
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Having reached the research results of each sub research questions, now the answer can be given for

the core research question:

RQ: How to integrate blockchain technology into conversation system to provide security and

trustworthy conversational services?

Answer: This study has shown that by designing and implementing master-slave chain structure with
a hybrid consensus protocol, an incentive scheme considering both financial and non-financial rewards
and smart contract-enabled knowledge fusion, the blockchain-based decentralized conversation system

can provide various conversational services in a security and trustworthy manner.

7.2 Significant findings

This thesis began with the introduction of a conversation system which aims to provide various efficient
and trustworthy conversational services. Many challenges are pointed out related to the current centralized
conversation management and the decentralized conversation management are urgently needed. After
integrating the blockchain technology into conversation system in this study, there are some significant

findings, which are as follows:

1) The vision of building blockchain-based conversation system architecture: Based on the liter-
ature review in Chapter 2, we have conducted a comprehensive survey on the current conversation
system architectures and blockchain technologies to understand the challenges of the conversation
system architectures and the benefits of blockchains compared to traditional security mechanism.
This study presents the vision of building a blockchain-based conversation system architecture
which has been designed to achieve efficient and trustworthy conversational services in a secure
manner. The study discusses the key technical requirements from different aspects related to
the proposed architecture, and analyzes the trends and challenges mapping to these key require-
ments. This finding guides more detailed and innovative solutions to implement blockchain-based

decentralized conversation system.

2) Selection of the best fitting blockchain platform for the conversation system: Based on the
requirement analysis of the conversation system, the selection of blockchain platforms has been
modelled as a decision-making problem with formulated multiple criteria regarding the identified

requirement analysis and design aims. Hyperledger Fabric was selected as the best fitting blockchain
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3)

4)

5)

platform for the conversation system using multiple measurements and consistent evaluation anal-
ysis. This finding is the foundation for designing, implementing and evaluating blockchain-driven

solutions.

A master-slave chain model for conversation system: Based on the analysis of blockchain inter-
operability, the study proposes a master-slave chain to process multiple conversation interactions
concurrently from different domains.Considering our design, each slave chain represents a single
conversation domain, whereas the master chain is utilized as backup of the summary of slave
chains and to approve the inter-chain authentication. Therefore, it can ensure data consistency with
the slave chains. The proposed structure was evaluated using non-tamper proofs and transactions
throughout, confirming that the master-slave chain is an effective way to concurrently generate

blocks and process different types of domain transactions.

A hybrid consensus algorithm based on the master-slave chain: We examined on the bottleneck
of existing consensus protocols in the Hyperledger Fabric and presented an algorithm optimisa-
tion suitable for our proposed master-chain in a conversation system. The consensus, based on
reputation-driven voting and global PBFT, is utilized for intra and inter-chain verifications re-
spectively. Furthermore, an incentive scheme is designed to compensate the participants using
both financial and non-financial rewards for all the participants based on our proposed consensus
protocol. The economic-based model is based on an issuance mechanism determined by the total
number of tokens, allocation ratio (domain and master nodes), and attenuation parameters, whereas
the non-economic model focuses on how to provide the participants with more opportunities to
obtain good content considering the reputation values and transaction activities. We evaluated the
proposed consensus protocol using TPS, delay and fault tolerance to prove the efficiency of the

proposed consensus algorithm for master—slave chains.

Smart contract enabled decentralized knowledge fusion: We investigated the problems of the
traditional knowledge fusion construction and presented a novel blockchain-based framework for the
conversation system based on decentralized knowledge fusion. A concrete scheme using blockchain
smart contracts are utilized to secure the knowledge fusion process and to assign the contributions
of multiple experts. The proposed knowledge fusion scheme is designed and implemented based
on the proposed master-slave chain and consensus protocol. The feasibility and effectiveness of

the proposed approach are verified using the accuracy and execution time.

In summary, the integration of blockchain technology into conversation system has considered both
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security and trustworthy to support the various conversational services. This study has demonstrated
the feasibility and effectiveness of the proposed blockchain-based decentralized conversation system for

multiple case studies.

7.3 Future directions

In this study, the problems of unfair incentive schemes, contributions and conversation content tampering
and privacy aspect in conversation systems are addressed. However, a number of directions remain open

issues that could be extended for future research.

7.3.1 Decision-making model with different blockchain platforms

In the study, we consider how quickly organize a new market blockchain platform into our proposed
decision-making model. However, the new blockchain platforms may include some new features that may
affect requirement analysis, design aims and multiple criteria selection. In addition, new measurement

methods may also be needed to add to the presented decision model for further study.

7.3.2 Various big-data verification and storage

As a fundamental and key component of blockchains, research on the consensus mechanism is crucial.
In addition to the security and efficiency issues discussed in our research, many problems still require
research attention. For instance, a potential high capacity (Singh et al. 2020) exists in the master chain if
there are a large number of slave chains. Furthermore, our experiments are focused on text-based data, but
real conversation systems may also involve image or video data, thus, techniques to handle various types
of big-data verification and manage consistent storage are technical problems that should be considered

in the future.

7.3.3 Scalability of blockchain-based conversation system

Blockchain technology is still in its early stage and there are several meaningful works which can
be explored in the future. For example, our current design was focused on approving feasibility and
improving security. However, conversation systems should also consider scalability, especially along

with the more nodes involving. Our experiments tested a maximum of 100 nodes with thousands of

148



Chapter 7 — Conclusion and Future Direct 149

transactions; this is still relatively small compared with large scale conversational services. Thus, we
may need to consider more efficient algorithms in the future. In addition, more evaluation applications

may also need to be tested in order to make our research more flexible and practical.

7.3.4 Security enhancement of blockchain itself

Although blockchain is based on secure technology, a blockchain needs to be protected as well, and
currently some security risks behind blockchain stay cautions as well. When using blockchain, users
need to register and generate their private keys to encrypt transactions with digital signatures. Some
researchers have investigated vulnerabilities in RSA and ECDSA (Mayer 2016, Mahto et al. 2016),
which are typical digital signature methods used in blockchains. They found criminals could recover
the user’s private key, and then the user’s blockchain account will face the high risk of being tampered
by others. In addition, as programmable and executable code in blockchain, smart contracts may also
have security issues caused by program defects. Many types of security issues of smart contracts have
been discovered, such as exception disorder,immutable and randomness bug,stack overflow, unpredictable
state, etc (Lin & Liao 2017, Peng et al. 2021). Therefore, it is essentially to have further studies on the

security enhancement solutions of blockchain technology.

7.3.5 More machine learning adoption in blockchain smart contracts

In our study, we integrated several nature language processing techniques such as noun phrases extrac-
tion, POS tagging and text similarity, etc., to support a decentralized knowledge fusion scheme. To
handle more complex conversation sensations in the future, an intelligent agent raises the importance of
machine learning technologies. For example, we can construct our conversation system by incorporating
recommendations to provide adaptive and personalized interactions. Another example is the integration
of image retrieval into a conversation system to perform high-level semantic concepts according to the
user’s intent. The more the combination of machine learning and blockchain, the more intelligent the
conversation system. Thus, there is a need to study machine learning adoption in blockchain smart

contracts to make blockchain-based conversation systems more intelligent and resilient.
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Recently, human computer conversation has attracted increasing attention due to its promising potentials
and alluring commercial values. With the development of big data and Al techniques, the goal of creating
an automatic human computer conversation system, as our personal assistant or chat companion, is no

longer an illusion(CHEN et al. 2017).

The conversation system can be classified by two types: Chat-oriented (open-domain) system and
task-oriented (closed-domain) system. Task-oriented systems are created to solve a particular problem:
find the information requested by a user, accomplish a task. Open-domain systems are not limited to one
domain, they are meant to be omni-purpose: e.g. Siri is supposed to do anything that can be done by an

iPhone.

A.1 Open Domain Conversation Systems

A Dialogue-Based Computer-Assisted Second Language Learning (DB-CALL) system is built in a chatbot
form which is engaged into conversations with uses in given scenarios (Huang et al. 2017). Since in
scenarios conversations, meaningful expression could be comprehended as errors if is not included in
scenarios. Huang et al. (2017) state that utilising a conversation corpus search engine, the problem of
conversations out of scenarios could be simultaneously addressed, which are the problems of conversations
out of scenarios and stimulate user learning interest. While the concept of using open domain conversation
system has its advantages, the GenieTutor Plus Huang et al. (2017) utilised has an 33.33% ‘Turn success
ratio (non-topic)’ (Huang et al. 2017). As for the context of topic conversation, users are inclined to
assess non-topic responses in a stricter manner. This brings a contrary user experience when encountered
with an open domain conversation system that is designed to improve useability satisfaction to increase

user’s interest in learning.

Even though presently spoken conversation systems function comparatively well in closed domains
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in which interaction topics are acknowledged beforehand and in which the wording users are expected
to use could be predetermined. SDS are not so prosperous for interaction in open domains, in which
user might talk freely about anything as they please (Hirschberg & Manning 2015). There are also
conversation systems which use machine learning techniques to extend the quantities of database queries
to cover maximum open domain conversation interactions with users. Sordoni et al. (Sordoni et al. 2015)
introduced a system which generates novel responses that are trained on many Twitter conversations. The
conversations are unstructured and utilise a neural network architecture to tackle issues of sparsity which
emerge when contextual data is integrated into statistic models. Their research found that the system
considers prior conversational utterances and the generative models with dynamic-context demonstrate
constant accumulation with context and non-context sensitive Information Retrieval bases and machine
translation(Sordoni et al. 2015). From the outcomes perspective, machine learning method conversation
systems are expected to be developed with larger and more comprehensive datasets with trillions of

dialogue-sets instead of focusing on improving satisfaction of user experience.

The classification of building a conversation system to be open or close domain would not be a top
priority in developing an intelligent conversation system as a language tutor. Since users’ satisfaction
and their willingness to spend more time interacting with the system is a key element for improving their

English skills and fulfilling system’s role as a language tutor.

A.2 Close Domain Conversation Systems

Some conversation systems aiming to assist students to learn English have been developed, one of which
is named GenieTutor by Korea Electronics and Telecommunications Research Institute. GenieTutor is
classified as a close domain conversation system since it generates questions to students based on a specific
topic, communicates with the user according to the particular topic scenario, and generates feedback if

there are grammatical errors from the user (Choi et al. 2017).

Some apparent disadvantages of GenieTutor that limits conversation fluency of the learner and cannot
perform conversations freely if the utterance is not included in the topic were resolved by Choi et al. They
introduced an upgrade to the system called GenieTutorPlus, which could have free conversation with users
outside of topics and provide feedback on any detected grammar mistakes of the learner jeopardising
conversation fluency. This system is designed to respond to out-of-topic utterance and topic sentences
with response from chatbot and topic conversation database respectively and is evaluated by ‘the average

success rate of the conversation turn’ and other rates (Choi et al. 2017).
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Table A.1: The comparisons between different types of conversation systems

Area Chat Knowledge Task Recommendation

Objective Chatting Knowledge acquisition Complete spe- | Information rec-
cific task ommender

Type Open domain Open domain Closed domain | Closed domain

Turn number The more the better The less the better The less the bet- | The less the bet-
ter ter

Application

Entertainment
Emotional

communication, etc.

Custom-service,
education, etc.

Virtual personal
assistant, etc.

Personal recom-
mendation.

Typical samples

Siri

Watson, Wolfram, Alpha

Cortana, Allo,
etc.

Quartz

There are many closed domain conversation systems are used for intelligent tutoring and teaching.

Intelligent Tutoring and teaching systems are software agent Al systems, the task of which is to interactively

tutor students as an imitation human teacher (Franklin 2014). A conversational intelligent tutoring system

(CITS) could predict and dynamically adjust to a learner’s studying style (Latham 2012). A further

development of intelligent tutoring systems is question-based conversation system which are designed

to provide a question scenario and facilitate students to advance their learning evolution through the

question, such as (Kwon et al. 2015), (Franklin 2014), etc.

Based on the above discussion, we can according to the main applied areas to summarize key features

of existing open-domain and closed-domain conversation systems as Table A.1.
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The existing blockchain-related academic papers are mainly reviewed from four primary areas: con-

structive technologies for blockchain, applications for blockchain, evaluation and opportunities as shown

in B.1.
Table B.1: Summarization of current research topics related to blockchain technology
Research Objective Key points References
problem
Constructive improving the current | data structure (Gramoli 2017, Hughes n.d.)
technologies for | components of design
blockchain blockchain security enhancing | (Zyskind et al. 2015, Kosba
and privacy et al. 2016)
protection
consensus protocol | (Duffield & Hagan 2014,
improvement Milutinovic et al. 2016, Pass
& Shi 2017)
improving previous Finance (Guo & Liang 2016, Nguyen
.. application, creatin 2016)
Applications for ngxpiv application anflg IoT (Dorri, Kanhere, Jurdak &

blockchain

designing smart
contracts for different
applications

Public and social
services
Cloud Services

Other Internet
services

Gauravaram 2017, Dorri,
Kanhere & Jurdak 2017,
Song et al. 2018)

(Larimer et al. 2016,
Chakravorty & Rong 2017)
(Liang et al. 2017, Gaetani

et al. 2017, Zhang et al. 2018)
(Luetal. 2018, Li et al. 2018,
Viriyasitavat et al. 2018, Su
et al. 2018)

Evaluation and

evaluating of

evaluating of

(Idelberger et al. 2016,

challenges blockchain platforms | blockchain Aniello et al. 2017, Dinh
and analyzing future | platforms et al. 2018)
trends and challenges |trends and (Miinsing et al. 2017, Fridgen
challenges et al. 2018, Luu et al. 2016,

Atzei et al. 2017)

Constructive technologies for blockchain: this section focuses on improving the current compo-
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nents of blockchain such as data structure design, security enhancement and privacy protection as well
as current consensus protocol improvement. The research on data structure was firstly based on hash-
tables, however with the significant growth of blockchain usage, several new data structures with scalable,
light-weight and decentralized features were proposed. In this regard, Directed Acyclic Graph (DAG)
for maintaining transaction information and RadixDLT for scaling linearly in an unbounded and efficient
manner are the proposed structures. Some researchers have discussed how to make a possible solution
using blockchain for building mutual trust within society. For example, an automated manager without
any third-party intervention was presented to turn a blockchain into access control. The decentralized
system was proposed to retain transactional privacy from public view using cryptographic primitives
such as zero-knowledge proofs. In addition, many researchers focus on consensus protocols, such as
the improvement of the performance and efficiency of existing protocols as well as the creation of new

consensus protocols.

Applications for blockchain: there are many papers which discuss improving previous applications,
creating new applications, while designing smart contracts for different applications represents another
key hot topic. Since a huge amount of the current Internet services are developed in a centralized manner,
researchers have tried to explore decentralized structures to deal with increasing security problems and
limitations of the current Internet services. Except for the initial financial applications, more research
focusing on some certain areas related to Internet services, such as the Internet of Things(IoT) (Conoscenti
et al. 2016), public and social services (Chakravorty & Rong 2017), cloud services (Xia et al. 2017) and
other Internet services such as reputation (Dennis & Owen 2015) and crowdsourcing (Li et al. 2018) are

also being conducted.

Evaluation and challenges: since blockchain combines multiple technologies to ensure an im-
mutable, irrevocable and traceable ledger, there are some related works centred on evaluating and
analyzing the overhead and performance of the proposed decentralized architecture, including throughput
and latency, scalability, fault tolerance, protocol and network security. On the basis of evaluation, some
challenges about current blockchain platforms can be found, such as storage capacity of blockchain, the

process of automation, the security and efficiency of smart contracts and so on.
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Fabric Network Configuration

1. Network Structure

One orderer, three organizations, and each organization has three peers.

Org Name Org ID
Org1 Org1MSP
Org2 Org2MSP
Org3 Org3MSP

1.1Generate Certificate

(1)Generate certificates

sudo vim crypto-config.yaml

ordererorgs:
- Name: Orderer
Domain: example.com
Specs:
- Hostname: orderer
Peerorgs:

- Name: Orgl #org name
Domain: orgl.example.com #org domain
EnableNodeOUs: true
Template:
Count: 3 #the number of peer
Users:
Count: 1 #the number of user

- Name: 0Org2
Domain: org2.example.com
EnabTeNodeOUs: true
Template:
Count: 3
Users:
Count: 1

- Name: Org3
Domain: org3.example.com
EnableNodeOUs: true

Template:
Count: 3

Users:
count: 2
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(2)Generate configuration file of certificates
bin/cryptogen generate --config=crypto-config.yaml

root@admin:~/hyfa/network# bin/cryptogen generate --config=crypto-config.yaml
orgl.example.com
org2. ., com

org3. ., com
root@admin:~/hyfa/netwark# |J

2.Build a genesis block and channel configuration

(1)Generate genesis block file

sudo vim configtx.yaml

# Copyright IBM Corp. A1l Rights Reserved.
#

# SPDX-License-Identifier: Apache-2.0

#

HH BRI AR AR BRAA R AR AR R BRI B AR
Section: Organizations

- This section defines the different organizational identities which will
be referenced Tater in the configuration.

H OH W W R R

HHHHAHHAHHHAHHAHAHHAHAHAHHAHAHHAHAH A A AR AR HA AR H AR AR AR AR R A A A A e it

Organizations:

- &0rdererorg
Name: OrdereroOrg
ID: OrdererMsp
MSPDir: crypto-config/ordererorganizations/example.com/msp
Policies:
Readers:
Type: Signature
Rule: "OR('OrderermspP.member')"
writers:
Type: Signature
Rule: "OR('OrdererMsp.member')"
Admins:
Type: Signature
Rule: "OR('OrdererMsP.admin')"
ordererendpoints:
- orderer.example.com:7050

- &orgl
Name: OrglmMsP
ID: Orglmsp
MSPDir: crypto-config/peerorganizations/orgl.example.com/msp

Policies:
Readers:
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Type: Signature
Rule: "OR('OrglMsp.admin', 'OrglMspP.peer', 'orglMsP.client')"

writers:
Type: Signature
Rule: "OR('OrglMsp.admin', 'orglMmsp.client')"

Admins:
Type: Signature
Rule: "OR('OrglMsp.admin')"

Endorsement:

Type: Signature
Rule: "OR('Orglmsp.peer')"

AnchorPeers: #Achor peer
- Host: peer0O.orgl.example.com
Port: 7051

- &0rg2
Name: Org2MsP
ID: Org2M™MsP
MSPDir: crypto-config/peerorganizations/org2.example.com/msp

Policies:
Readers:
Type: Signature
Rule: "OR('Org2Msp.admin', 'Org2MspP.peer', 'Org2MspP.client')"
writers:
Type: Signature
Rule: "OR('Org2mMsp.admin', 'org3mMsp.client')"
Admins:
Type: Signature
Rule: "OR('Org2msp.admin')"
Endorsement:

Type: Signature
Rule: "OR('Org2msp.peer')"

AnchorPeers:

- Host: peer0.org2.example.com
Port: 10051

- &Org3

Name: Org3MSP

ID: Org3mMsp

MSPDir: crypto-config/peerorganizations/org3.example.com/msp

Policies:
Readers:
Type: Signature
Rule: "OR('Org3mMsp.admin', 'Org3MspP.peer', 'org3MmMspP.client')"
writers:
Type: Signature
Rule: "OR('Org3mMsp.admin', 'org3msp.client')"
Admins:
Type: Signature
Rule: "OR('Org3Msp.admin')"
Endorsement:

Type: Signature
Rule: "OR('Org3msp.peer')"

AnchorPeers:
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- Host: peer0O.orgslave3.example.com
Port: 13051

B G s s s aaid

FHOoH OH OH K OH OH OH OH W W W OH K W KW

SECTION: Capabilities

- This section defines the capabilities of fabric network. This is a new
concept as of v1.1.0 and should not be utilized in mixed networks with
v1.0.x peers and orderers. Capabilities define features which must be
present in a fabric binary for that binary to safely participate in the
fabric network. For instance, if a new MSP type is added, newer binaries
might recognize and validate the signatures from this type, while older
binaries without this support would be unable to validate those
transactions. This could lead to different versions of the fabric binaries
having different world states. Instead, defining a capability for a channel
informs those binaries without this capability that they must cease
processing transactions until they have been upgraded. For v1.0.x if any
capabilities are defined (including a map with all capabilities turned off)
then the v1.0.x peer will deliberately crash.

A A G 3 L S s S L i
Capabilities:

# Channel capabilities apply to both the orderers and the peers and must be
# supported by both.
# Set the value of the capability to true to require 1it.
Channel: &ChannelcCapabilities
# Vv2_0 capability ensures that orderers and peers behave according
to v2.0 channel capabilities. Orderers and peers from
prior releases would behave in an incompatible way, and are therefore
not able to participate in channels at v2.0 capability.
Prior to enabling V2.0 channel capabilities, ensure that all
orderers and peers on a channel are at v2.0.0 or Tater.
V2_0: true

H H B B B

# orderer capabilities apply only to the orderers, and may be safely
# used with prior release peers.
# Set the value of the capability to true to require it.
orderer: &OrdererCapabilities
# V2_0 orderer capability ensures that orderers behave according
# to v2.0 orderer capabilities. oOrderers from
# prior releases would behave in an incompatible way, and are therefore
# not able to participate in channels at v2.0 orderer capability.
# Prior to enabling V2.0 orderer capabilities, ensure that all
# orderers on channel are at v2.0.0 or later.
Vv2_0: true

# Application capabilities apply only to the peer network, and may be safely
# used with prior release orderers.
# Set the value of the capability to true to require it.
Application: &ApplicationCapabilities
# V2_0 application capability ensures that peers behave according
# to v2.0 application capabilities. Peers from
# prior releases would behave in an incompatible way, and are therefore
# not able to participate in channels at v2.0 application capability.
# Prior to enabling V2.0 application capabilities, ensure that all
# peers on channel are at v2.0.0 or later.
Vv2_0: true
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i i e e e e i i
SECTION: Application

- This section defines the values to encode into a config transaction or
genesis block for application related parameters

H oW H K B R

A S G A S A S s
Application: &ApplicationDefaults

# organizations is the Tist of orgs which are defined as participants on
# the application side of the network
organizations:

# Policies defines the set of policies at this level of the config tree
# For Application policies, their canonical path is
# /Channel/AppTlication/<PolicyName>
Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
writers:
Type: ImplicitMeta
Rule: "ANY Wwriters"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"
LifecycleEndorsement:
Type: ImplicitMeta
Rule: "MAJORITY Endorsement"
Endorsement:
Type: ImplicitMeta
Rule: "MAJORITY Endorsement"

Capabilities:
<<: *ApplicationCapabilities
HUHRARHHARHHHHRHHRBRHHRBHH AR B HHRBRHHRRHH AR R HHRBRHHRRHH AR HHRBRH AR B A AR R AR R R A

#

#  SECTION: Orderer

#

# - This section defines the values to encode into a config transaction or
# genesis block for orderer related parameters

#

LA L L L L L 0 L 0 L L 0 L L L L L L L L L L L L L A L L L 1 L 1 1 1 L L 1 1 I 1 1 L 1 1 1 1 1 1 1 L 1 1 L 1 L L L L L
HHHHHHAHHHAHHHHHAHHHHAHH A AT A AT AR AR AR i

orderer: &OrdererDefaults

# ordering node algorithm
OrdererType: etcdraft

# generate block per 2 seconds
BatchTimeout: 2s

Batchsize:

# Maximum transaction number 100
MaxMessageCount: 100

# Maximum block size
AbsoTluteMaxBytes: 32 MB
PreferredMaxBytes: 512 KB
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organizations:

Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
writers:
Type: ImplicitMeta
Rule: "ANY wWriters"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"
Blockvalidation:
Type: ImplicitMeta
Rule: "ANY wWriters"

B g i g g g i

H OH W K B R

CHANNEL

This section defines the values to encode into a config transaction or
genesis block for channel related parameters.

BHARHHBHRH AR AR AR H R AR R ARHR AR AR AR R AR AR AR AR AR AR AR ARG
Channel: &Channelpefaults

# Policies defines the set of policies at this level of the config tree
# For Channel policies, their canonical path is
# /Channel/<Pol1icyName>
Policies:
# who may invoke the 'Deliver' API
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
# who may invoke the 'Broadcast' API
writers:
Type: ImplicitMeta
Rule: "ANY Writers"
# By default, who may modify elements at this config Tlevel
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"

# Capabilities describes the channel Tevel capabilities, see the
# dedicated Capabilities section elsewhere in this file for a full
# description
Capabilities:

<<: *Channelcapabilities

s aaid

H OH W W B R

Profile

- Different configuration profiles may be encoded here to be specified
as parameters to the configtxgen tool

fEddddddddssdddadddsadadasdatdddsdadadddadddeidddasddddddadddtaddddedddssdddd
pProfiles:
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TwoorgsChannel:
consortium: SampleConsortium
<<: *ChannelDefaults
Application:
<<: *ApplicationDefaults
organizations:
- *0orgl
- *0rg2
- *0rg3
Capabilities:
<<: *ApplicationCapabilities

SampTeMultiNodeEtcdRaft:
<<: *ChannelDefaults
Capabilities:
<<: *ChannelcCapabilities
Orderer:
<<: *OrdererDefaults
ordererType: etcdraft
Etcdraft:
Consenters:
- Host: orderer.example.com
Port: 7050
ClientTLSCert: ./crypto-
config/ordererorganizations/example.com/orderers/orderer.example.com/t1s/server.crt
ServerTLSCert: ./crypto-

config/ordererorganizations/example.com/orderers/orderer.example.com/t1s/server.crt
Addresses:

- orderer.example.com:7050

Oorganizations:
- *0Ordererorg
Capabilities:
<<: *0OrderercCapabilities
Application:
<<: *ApplicationDefaults
organizations:
- <<: *Ordererorg
Consortiums:
SampleConsortium:
organizations:
- *0rgl
- *0rg2
- *0rg3

(2)Build a genesis block

mkdir channel-artifacts
export FABRIC_CFG_PATH=$PWD

bin/configtxgen -profile SampleMultiNodeEtcdRaft -channelID byfn-sys-channel -
outputBlock ./channel-artifacts/genesis.block

/hyfasnetwork# bin/configtxgen -profile sampleMultiNodeEtcdR: 11D byfr channel -outputBlock ./channel-artifacts/gene Tlock
configurat
orderer type: etcdraft
Orderer.EtcdRaft.Options unset, setting to tick_interva
snapshot_interv 6777216

Loaded configuration: /roct/hyfa/netuark/configtx.yaml
Generating g k
writing gene

162



Appendix C — Chapter 4 Appendix 163

(3)Generate channel configuration

#generate channel

bin/configtxgen -profile TwoOrgsChannel -outputCreateChannelTx ./channel-
artifacts/mychannel.tx -channelID mychannel

#check generation status

11 channel-artifacts/

root@admin:~/hyfa/network# 11 channel-artifacts/
total 48
drwxr-xr-x 2 root root 4896 Jul 28

drwxr-xr-x 8 root root 4096 Jul 20
root root 25477 Jul 20 genesis.block
root root 473 Jul 20 89:51 mychannel.tx

(4)Generate Anchor peer updating file

bin/configtxgen -profile TwoOrgsChannel -outputAnchorPeersuUpdate ./channel-
artifacts/orglMsPanchors.tx -channelID mychannel -asOrg OrglMmsP
bin/configtxgen -profile TwoOorgscChannel -outputAnchorpPeersuUpdate ./channel-
artifacts/org2mMspPanchors.tx -channelID mychannel -asOrg Org2MsP
bin/configtxgen -profile TwoOrgsChannel -outputAnchorPeersuUpdate ./channel-
artifacts/org3mMspPanchors.tx -channelID mychannel -asOrg Org3MsP

#check generation status

11 channel-artifacts/

root@admin:~/hyfa/network# bin/configtxgen -profile TwoOrgsChannel -c e ./channel-artifacts/OrgiMsPanchors . tx 110 mychannel -asOrg OrgiMSP
configuration
Loaded configuration: /root/hyfa/network/config
G anchor date
ng_anchor peei
root@admin:~/hyfa/network# bin/configtxgen - e -outp! e date ./channel-artifacts/0rgzMsPanchors.t: annelID mychannel - Org2Msp

ion: /root/hyfa/network/confi
date

root@admin:~/hyfa/network# bin/configtxgen -profile TwoOrgsChannel -c e ./channel-artifacts/ anchors . tx 2110 mychannel - Org3mMsp
configuration
Loaded configuration: /root/hyfa/network/configtx.yaml
Generating anchor peer update
writing anchor peer update

3.docker-compose

(1)Configure base/docker-compose-base.yaml

gedit base/docker-compose-base.yaml

# Copyright IBM Corp. All Rights Reserved.
#

# SPDX-License-Identifier: Apache-2.0

#

version: '2'
services:
orderer.example.com:
container_name: orderer.example.com

image: hyperledger/fabric-orderer
environment:
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- ORDERER_GENERAL_LOGLEVEL=debug
- ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
- ORDERER_GENERAL_GENESISMETHOD=f1i1le
- ORDERER_GENERAL_GENESISFILE=/var/hyperledger/orderer/orderer.genesis.block
- ORDERER_GENERAL_LOCALMSPID=0rderermMsP
- ORDERER_GENERAL_LOCALMSPDIR=/var/hyperledger/orderer/msp
# enabled TLS
- ORDERER_GENERAL_TLS_ENABLED=true
- ORDERER_GENERAL_TLS_PRIVATEKEY=/var/hyperledger/orderer/tls/server.key
- ORDERER_GENERAL_TLS_CERTIFICATE=/var/hyperledger/orderer/tls/server.crt
- ORDERER_GENERAL_TLS_ROOTCAS=[/var/hyperledger/orderer/tls/ca.crt]
working_dir: /opt/gopath/src/github.com/hyperledger/fabric
command: orderer
volumes:
- ../channel-
artifacts/genesis.block:/var/hyperledger/orderer/orderer.genesis.block
- ../crypto-
config/ordererorganizations/example.com/orderers/orderer.example.com/msp:/var/hyperled
ger/orderer/msp
- ../crypto-
config/ordererorganizations/example.com/orderers/orderer.example.com/tls/:/var/hyperie
dger/orderer/tls
ports:
- '7050'

peer0.orgl.example.com:

container_name: peer0.orgl.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peer(.orgl.example.com
- CORE_PEER_ADDRESS=peer0.orgl.example.com:7051
- CORE_PEER_LISTENADDRESS=0.0.0.0:7051
- CORE_PEER_CHAINCODEADDRESS=peer0.orgl.example.com:7052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:7052
- CORE_PEER_GOSSIP_BOOTSTRAP=peerl.orgl.example.com:8051
#- CORE_PEER_GOSSIP_BOOTSTRAP=peerl.orgl.example.com:9051
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.orgl.example.com:7051
- CORE_PEER_LOCALMSPID=0rglMspP

volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peerQ.orgl.example.com/msp:/etc/hyperl
edger/fabric/msp

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peerQ.orgl.example.com/tls:/etc/hyper]
edger/fabric/tls

- peer0.orgl.example.com:/var/hyperledger/production

ports:
- '7051'
- '7053"'

peerl.orgl.example.com:
container_name: peerl.orgl.example.com
extends:
file: peer-base.yaml
service: peer-base
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environment:
- CORE_PEER_ID=peerl.orgl.example.com
- CORE_PEER_ADDRESS=peerl.orgl.example.com:8051
- CORE_PEER_LISTENADDRESS=0.0.0.0:8051
- CORE_PEER_CHAINCODEADDRESS=peerl.orgl.example.com:8052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerl.orgl.example.com:8051
- CORE_PEER_GOSSIP_BOOTSTRAP=peer(0.orgl.example.com:7051
#- CORE_PEER_GOSSIP_BOOTSTRAP=peer(.orgl.example.com:9051
CORE_PEER_LOCALMSPID=0rglMSP
volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peerl.orgl.example.com/msp:/etc/hyper]
edger/fabric/msp

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peerl.orgl.example.com/tls:/etc/hyper]
edger/fabric/tls

- peerl.orgl.example.com:/var/hyperledger/production

ports:
- '8051'
'8053'

peer2.orgl.example.com:

container_name: peerl.orgl.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peerl.orgl.example.com
- CORE_PEER_ADDRESS=peerl.orgl.example.com:9051
- CORE_PEER_LISTENADDRESS=0.0.0.0:9051
- CORE_PEER_CHAINCODEADDRESS=peerl.orgl.example.com:9052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerl.orgl.example.com:9051
- CORE_PEER_GOSSIP_BOOTSTRAP=peer0.orgl.example.com:7051
#- CORE_PEER_GOSSIP_BOOTSTRAP=peer(.orgl.example.com:8051
- CORE_PEER_LOCALMSPID=0rglMsSP

volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peer2.orgl.example.com/msp:/etc/hyperl
edger/fabric/msp

- ../crypto-
config/peerorganizations/orgl.example.com/peers/peer2.orgl.example.com/tls:/etc/hyper]
edger/fabric/tls

- peer2.orgl.example.com:/var/hyperledger/production

ports:
'9051"
- '9053"

peer0.org2.example.com:
container_name: peer0.org2.example.com
extends:
file: peer-base.yaml
service: peer-base
environment:
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- CORE_PEER_ID=peer0.org2.example.com
- CORE_PEER_ADDRESS=peer0.org2.example.com:10051
- CORE_PEER_LISTENADDRESS=0.0.0.0:10051
- CORE_PEER_CHAINCODEADDRESS=peer0.org2.example.com:10052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:10052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0Q.org2.example.com:10051
- CORE_PEER_GOSSIP_BOOTSTRAP=peerl.org2.example.com:11051
- CORE_PEER_LOCALMSPID=0rg2MSP
volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/org2.example.com/peers/peer0.org2.example.com/msp:/etc/hyperl
edger/fabric/msp

- ../crypto-
config/peerorganizations/org2.example.com/peers/peerQ.org2.example.com/tls:/etc/hyperl
edger/fabric/tls

- peer0.org2.example.com:/var/hyperledger/production

ports:
- '10051'

'10053"

peerl.org2.example.com:

container_name: peerl.org2.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peerl.org2.example.com
- CORE_PEER_ADDRESS=peerl.org2.example.com:11051
- CORE_PEER_LISTENADDRESS=0.0.0.0:11051
- CORE_PEER_CHAINCODEADDRESS=peerl.org2.example.com:10052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:11052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerl.org2.example.com:11051
- CORE_PEER_GOSSIP_BOOTSTRAP=peer(0.org2.example.com:10051
- CORE_PEER_LOCALMSPID=0rg2MSP

volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/org2.example.com/peers/peerl.org2.example.com/msp:/etc/hyper]
edger/fabric/msp

- ../crypto-
config/peerorganizations/org2.example.com/peers/peerl.org2.example.com/tls:/etc/hyperl
edger/fabric/tls

- peerl.org2.example.com:/var/hyperledger/production

ports:
- '11051"
- '11053"

peer2.org2.example.com:

container_name: peer2.org2.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peer2.org2.example.com
- CORE_PEER_ADDRESS=peer2.org2.example.com:12051
- CORE_PEER_LISTENADDRESS=0.0.0.0:12051
- CORE_PEER_CHAINCODEADDRESS=peer2.org2.example.com:12052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:12052
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- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer2.org2.example.com:12051
- CORE_PEER_GOSSIP_BOOTSTRAP=peer0.org2.example.com:10051
- CORE_PEER_LOCALMSPID=0rg2MSP

volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/org2.example.com/peers/peer2.org2.example.com/msp:/etc/hyper]
edger/fabric/msp

- ../crypto-
config/peerorganizations/org2.example.com/peers/peer2.org2.example.com/tls:/etc/hyperl
edger/fabric/tls

- peer2.org2.example.com:/var/hyperledger/production

ports:
'12051"
- '12053"

peer0.org3.example.com:

container_name: peer0.org3.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peer0.org3.example.com
- CORE_PEER_ADDRESS=peer0.org3.example.com:13051
- CORE_PEER_LISTENADDRESS=0.0.0.0:13051
- CORE_PEER_CHAINCODEADDRESS=peer(0.org3.example.com:13052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:13052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer0.org3.example.com:13051
- CORE_PEER_GOSSIP_BOOTSTRAP=peerl.org3.example.com:14051
- CORE_PEER_LOCALMSPID=0rg3MSP

volumes:

- /var/run/:/host/var/run/

- ../crypto-
config/peerorganizations/org3.example.com/peers/peer0.org3.example.com/msp:/etc/hyper]
edger/fabric/msp

- ../crypto-
config/peerorganizations/org3.example.com/peers/peer0.org3.example.com/tls:/etc/hyperl
edger/fabric/tls

- peer0.org3.example.com:/var/hyperledger/production

ports:
- '13051"
- '13053"

peerl.org3.example.com:

container_name: peerl.org3.example.com

extends:
file: peer-base.yaml
service: peer-base

environment:
- CORE_PEER_ID=peerl.org3.example.com
- CORE_PEER_ADDRESS=peerl.org3.example.com:14051
- CORE_PEER_LISTENADDRESS=0.0.0.0:14051
- CORE_PEER_CHAINCODEADDRESS=peerl.org3.example.com:14052
- CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:14052
- CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerl.org3.example.com:14051
- CORE_PEER_GOSSIP_BOOTSTRAP=peer(0.org3.example.com:13051
- CORE_PEER_LOCALMSPID=0rg3MSP

volumes:

- /var/run/:/host/var/run/
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- ../crypto-
config/peerorganizations/org3.example.com/peers/peerl.org3.example.com/msp:/etc/hyper]
edger/fabric/msp

- ../crypto-
config/peerorganizations/org3.example.com/peers/peerl.org3.example.com/tls:/etc/hyperl
edger/fabric/tls

- peerl.org3.example.com:/var/hyperledger/production

ports:
- '14051'
- '14053"
peer2.org3.example.com:
container_name: peer2.org3.example.com
extends:
file: peer-base.yaml
service: peer-base
environment:

CORE_PEER_ID=peer2.org3.example.com
CORE_PEER_ADDRESS=peer2.org3.example.com:15051
CORE_PEER_LISTENADDRESS=0.0.0.0:15051
CORE_PEER_CHAINCODEADDRESS=peer2.org3.example.com:15052
CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:15052
CORE_PEER_GOSSIP_EXTERNALENDPOINT=peer2.org3.example.com:15051
CORE_PEER_GOSSIP_BOOTSTRAP=peer(0.org3.example.com:13051
CORE_PEER_LOCALMSPID=0rg3MSP

volumes:

- /var/run/:/host/var/run/
- ../crypto-

config/peerorganizations/org3.example.com/peers/peer2.org3.example.com/msp:/etc/hyperl
edger/fabric/msp

- ../crypto-

config/peerorganizations/org3.example.com/peers/peer2.org3.example.com/tls:/etc/hyperl
edger/fabric/tls

- peer2.org3.example.com:/var/hyperledger/production

ports:

'15051"

- '15053"

(2)Configure base/peer-base.yaml

gedit base/peer-base.yaml

# Copyri
#

ght IBM Corp. ATl Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

#

version:

Ly

services:
peer-base:
image: hyperledger/fabric-peer

envi
#
#
#

ronment:

CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock

the following setting starts chaincode containers on the same
bridge network as the peers
https://docs.docker.com/compose/networking/
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CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJ] ECT_NAME}_byfn
FABRIC_LOGGING_SPEC=INFO

#- FABRIC_LOGGING_SPEC=DEBUG

CORE_PEER_TLS_ENABLED=true
CORE_PEER_GOSSIP_USELEADERELECTION=true

- CORE_PEER_GOSSIP_ORGLEADER=false
CORE_PEER_PROFILE_ENABLED=true
CORE_PEER_TLS_CERT_FILE=/etc/hyperledger/fabric/tls/server.crt
- CORE_PEER_TLS_KEY_FILE=/etc/hyperledger/fabric/tls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/etc/hyperledger/fabric/tls/ca.crt
# Allow more time for chaincode container to build on install.
CORE_CHAINCODE_EXECUTETIMEOUT=300s

working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
command: peer node start

orderer-base:

image: hyperledger/fabric-orderer

environment:
- FABRIC_LOGGING_SPEC=INFO
- ORDERER_GENERAL_LISTENADDRESS=0.0.0.0
- ORDERER_GENERAL_BOOTSTRAPMETHOD=f1i1le
- ORDERER_GENERAL_BOOTSTRAPFILE=/var/hyperledger/orderer/orderer.genesis.block
- ORDERER_GENERAL_LOCALMSPID=0OrderermspP
- ORDERER_GENERAL_LOCALMSPDIR=/var/hyperledger/orderer/msp
# enabled TLS
- ORDERER_GENERAL_TLS_ENABLED=true
- ORDERER_GENERAL_TLS_PRIVATEKEY=/var/hyperledger/orderer/tls/server.key
- ORDERER_GENERAL_TLS_CERTIFICATE=/var/hyperledger/orderer/tls/server.crt
- ORDERER_GENERAL_TLS_ROOTCAS=[/var/hyperledger/orderer/tls/ca.crt]

ORDERER_GENERAL_CLUSTER_CLIENTCERTIFICATE=/var/hyperledger/orderer/tls/server.crt
ORDERER_GENERAL_CLUSTER_CLIENTPRIVATEKEY=/var/hyperledger/orderer/tls/server.key
- ORDERER_GENERAL_CLUSTER_ROOTCAS=[/var/hyperledger/orderer/tls/ca.crt]
working_dir: /opt/gopath/src/github.com/hyperledger/fabric
command: orderer

(3)Configure docker-compose-cli

gedit docker-compose-cli.yaml

# Copyright IBM Corp. A1l Rights Reserved.
#

# SPDX-License-Identifier: Apache-2.0

#

version: '2'

volumes: #order

orderer.example.com:

peer0.orgl.example.com:
peerl.orgl.example.com:
peer2.orgl.example.com:
peer0.org2.example.com:
peerl.org2.example.com:
peer2.org2.example.com:
peer0.org3.example.com:
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peerl.org3.example.com:
peer2.org3.example.com:

networks: #network
byfn:

services:

orderer.example.com:
extends:
file: base/docker-compose-base.yam]l
service: orderer.example.com
container_name: orderer.example.com
networks:
- byfn

peer0.orgl.example.com:
container_name: peer0.orgl.example.com
extends:
file: base/docker-compose-base.yaml
service: peer0O.orgl.example.com
networks:
- byfn

peerl.orgl.example.com:
container_name: peerl.orgl.example.com
extends:
file: base/docker-compose-base.yaml
service: peerl.orgl.example.com
networks:
- byfn

peer2.orgl.example.com:
container_name: peer2.orgl.example.com
extends:
file: base/docker-compose-base.yaml
service: peer2.orgl.example.com
networks:
- byfn

peer0.org2.example.com:
container_name: peer0.org2.example.com
extends:
file: base/docker-compose-base.yaml
service: peer0.org2.example.com
networks:
- byfn

peerl.org2.example.com:
container_name: peerl.org2.example.com
extends:
file: base/docker-compose-base.yaml
service: peerl.org2.example.com
networks:
- byfn

peer2.org2.example.com:

container_name: peer2.org2.example.com
extends:
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file: base/docker-compose-base.yaml

service: peer2.org2.example.com
networks:

- byfn

peer0.org3.example.com:
container_name: peer0.org3.example.com
extends:
file: base/docker-compose-base.yaml
service: peer0.org3.example.com
networks:
- byfn

peerl.org3.example.com:
container_name: peerl.org3.example.com
extends:
file: base/docker-compose-base.yaml
service: peerl.org3.example.com
networks:
- byfn

peer2.org3.example.com:
container_name: peer2.org3.example.com
extends:
file: base/docker-compose-base.yaml
service: peer2.org3.example.com
networks:
- byfn

cli:
container_name: cli
image: hyperledger/fabric-tools
tty: true
stdin_open: true
environment:
- GOPATH=/opt/gopath

- FABRIC_LOGGING_SPEC=DEBUG #1logfile
#- FABRIC_LOGGING_SPEC=INFO
CORE_PEER_ID=c1i

- CORE_PEER_ADDRESS=peer0.orgl.example.com:7051

CORE_PEER_LOCALMSPID=0rglMsSP
CORE_PEER_TLS_ENABLED=true

CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/orgl.example.com/peers/peer0.orgl.example.com/t1s/server.crt

CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/orgl.example.com/peers/peer0.orgl.example.com/t1ls/server.key

CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt

CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/orgl.example.com/users/Admin@orgl.example.com/msp
working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer

command: /bin/bash
volumes:
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- /var/run/:/host/var/run/

- ./../chaincode/:/opt/gopath/src/github.com/hyperledger/fabric-

samples/chaincode

- ./crypto-config:/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
- ./scripts:/opt/gopath/src/github.com/hyperledger/fabric/peer/scripts/

- ./channel-

artifacts:/opt/gopath/src/github.com/hyperledger/fabric/peer/channel-artifacts

depends_on:
- orderer.example.com
- peer0.orgl.example.com
- peerl.orgl.example.com
- peer2.orgl.example.com
- peer0.org2.example.com
- peerl.org2.example.com
- peer2.org2.example.com
- peer0.org3.example.com
- peerl.org3.example.com
- peer2.org3.example.com
networks:
- byfn

4.Run docker-compose

docker-compose -f docker-compose-cli.yaml up
#or

docker-compose -f docker-compose-cli.yaml up -d
#Check running status

docker ps -a

root@admin:~/hyfa/network# docker ps -a
NTAINER ID IMAGE OMMAND D PORTS
bodadssf  hyperledger/fabric-tools
20fc26  hyperledger/f
hyperledger/fabri
hyperledger/fabri
hyperledger/fabri
hyperledger/
hyperledger/fabri
hyperledger/fabr

“orderer
hyperledge i “peer node start®
in:~/hyfa/network# Il

2. Deploy smart contract

Copy fabric-simple abstore to network/chaincode/

sudo cp -r /root/hyfa/fabric-samples/chaincode/abstore/
/root/hyfa/network/chaincode

cd /root/hyfa/network/chaincode/abstore/go

go mod vendor

(1)Entering Docker container

docker exec -it cli bash
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10053/tcp

NAMES
cli
peera.
peerl.
peerz.
peer2.
peer2.
peer.
peert.
peerl.
orderer.
peerd.org

mple.com
example.com
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(2)Check peer information

env|grep CORE

CORE_PEER_LOCALMSPID=0rg1MsP
CORE_PEER_ID=cli
CORE_PEER_ADDRESS:

CORE_VM_ENDPOINT=un

CORE_PEER_TLS_CERT /gopa ations/orgl.example.com/peers/peer@.orgl.example. com/t1

CORE_PEER_TL! =/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrgar L xample.com/peers/peer@.orgl.example.com/ ¥
CORE_PEER_TL! RT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorgan ions/orgl.example.com/peers/peerd.orgl.example.com/tls/ca.
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerOrganizations/orgl.example.com/users/Adnin@ergl.example. com/msp
RE_PEER_TLS_ENABLED=true
5.0#

(3)Generate channel

export CHANNEL_NAME=mychannel

peer channel create -o orderer.example.com:7050 -c mychannel -f ./channel-
artifacts/mychannel.tx --tls --cafile
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererorganizations/example
.com/orderers/orderer.example.com/msp/tlscacerts/t1sca.example.com-cert.pem

READY
2140
ig ig DBB7D67F39C9
Expect block, but got CE_UNAVAILABLE}
> Obtaining def signing identity
keepalive ping interval to minimum period of 10s

cheme "" not registered, fallback to default scheme
LverWrapper: sending update to cc: {[{orderer.example.com:7858 0 <nil=}] <nil=}
ntConn switching balancer to "pi c
CONNECTING
READY

21A8012021A00
9AADT

peer channel join -b mychannel.block

a Signing identity expire:

BU 01b Obtatining default signing
adjusting keepalive ping interval to minimum period of 1@8s

ed scheme '

scheme "" not registered, fallba ault s

ccResolverWrapper: sending up : A4 <nti
C switching bal k

irstB > CONNECTING
B les S xc@ i READY

C5F171ABABAPOPADEOABOBABEBABE
30BD7A46B24BC1B41289D

(5)Package and install smart contract and chaincode

peer lifecycle chaincode package mycc.tar.gz --path github.com/hyperiledger/fabric-
samples/chaincode/abstore/go/ --lang golang --Tabel mycc_1

mycc.tar.gz

(6)Deploy smart contract to peer

peer 1lifecycle chaincode install mycc.tar.gz

271073013 12EF2;
tatus:200 payload:"\nGmycc_1:f5cced6es71262e8da078813d463442e51c482

Chaincode code package identifier: mycc_1:fScc6d6e871262e8da0788f3dd63442e51c82e 13e4545741a4
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(7) Check and save chaincode

peer lifecycle chaincode queryinstalled

g RN 7 UTC nsp . dentity - B2cC digest: 2159B71BEB9269F2096E89AB613157F9
Installed chaincodes on peer:

Package ID: mycc_1:fS5cc6d6e871262e8da9788f3d463442e51c482ec8288c13e4545741ad45d86fa, Label: mycc_1
bash-5.0# I

CC_PACKAGE_ID=mycc_1:f5cc6d6e871262e8da9788f3d463442e51c482ec8288c13e4545741ad45d86fa

(8) Approve chaincode definition

peer 1lifecycle chaincode approveformyorg --channelID mychannel --name mycc --version
1.0 --init-required --package-id $CC_PACKAGE_ID --sequence 1 --tls true --cafile
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererorganizations/example
.com/orderers/orderer.example.com/msp/tlscacerts/t1sca.example.com-cert.pem

3 UTC [msp.identity] Sign -> DEBU @c2 Sign: digest

85 50 2
txid [ 9a abfalc2e 1 committed with status (VALID) at

(9)Committing the chaincode definition to the channel

peer 1lifecycle chaincode checkcommitreadiness --channelID mychannel --name mycc --
version 1.0 --sequence 1 --output json --init-required

"approvals": {
"OrglMsp”
"0Org2Msp"
"0rg3mMsp"

¥

}
bash-5.0#

Note: the current smart contract get the approve from org1MSP but haven't got approve from
Org2MSP and Org3MSP.

The lifecycle strategy is to get more than half approve.
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So switch to peer0.org2.example.com and peer0.org3.example.com and repeat the steps (4), (6)-(9)
to get the following results.

"approvals": {
"OrglmMsp"
"Org2Msp"
"Org3Msp"

(9)Submit a smart contract

peer 1lifecycle chaincode commit -o orderer.example.com:7050 --tl1s true --cafile
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererorganizations/example
.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem --
channelID mychannel --name mycc --peerAddresses peerQ.orgl.example.com:7051 --
t1sRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.examp
Te.com/peers/peer0.orgl.example.com/tls/ca.crt --peerAddresses
peer0.org2.example.com:10051 --tlsRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/org2.examp
Te.com/peers/peer0.org2.example.com/tls/ca.crt --version 1.0 --sequence 1 --init-
required

committed with st /ALID) at peer0.orgl.example.com

committed with st D) at peerd.org2.example.com:
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(10)Check the status of submitted smart cobtract

peer 1ifecycle chaincode querycommitted --channelID mychannel --name mycc

021-07 84 g > DEBU Sign: digest: BES8BEE2ECEE7036254076649AD5AB761F026C4AEE46C7C14C95DFBBDO2EEA3FS

ommitted chaincode definition for chaincode 'mycc' on channel 'mychannel

ersion: 1.8, Sequence: 1, Endorsement Plugin: escc, Validation Plugin: vscc, Approvals: [OrgiMSP: true, Org2MsP: true, Org3MSP: true]
ash-5.0# I

(11)Initialize smart contract

peer chaincode invoke -o orderer.example.com:7050 -C mychannel -n mycc --tls true --
cafile
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererorganizations/example
.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem --
peerAddresses peer0.orgl.example.com:7051 --tIsRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.examp
Te.com/peers/peer0.orgl.example.com/tls/ca.crt --peerAddresses
peer0.org2.example.com:10051 --tlsRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/org2.examp
Te.com/peers/peer0.org2.example.com/tls/ca.crt --isInit -c '{"Args":
["Init","a","100","b","100"]}"

A1Ud\nTWQkMCKATKcn 12k XmwNLL 16RDFQaDH

" signature:"8D\002 4\t\20391°\

bash-5.0# [

(12)Query

peer chaincode query -C mychannel -n mycc -c '{"Args":["query","a"]}"'

8FF 1AE60AD4SE2C 6131674 3C7BA2136085AD 14BE

(13)Transfer

peer chaincode invoke -o orderer.example.com:7050 --tls --cafile
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/ordererorganizations/example
.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem -C
mychannel -n mycc --peerAddresses peerQ.orgl.example.com:7051 --tlsRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/orgl.examp
Te.com/peers/peer0.orgl.example.com/tls/ca.crt --peerAddresses
peer0.org2.example.com:10051 --tlsRootCertFiles
/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peerorganizations/org2.examp
Te.com/peers/peer0.org2.example.com/tls/ca.crt -c '{"Args":["invoke","a","b","10"]}"' -
-waitForevent

bash-5.0# I
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(14)Query Again

peer chaincode query -C mychannel -n mycc -c '{"Args":["query","a"]}"'
peer chaincode query -C mychannel -n mycc -c '{"Args":["query","b"]}"'

gn -> U 620 Sign: plaintext. ] 3TAUBDS
n -> DEBU 82c Sign: diges A77CD

> DEBU 02c Sign: digest: F15BS74F1CEB4FAT7ECS47BFAOAEBSR2A6E C679DEC4AB370AD25709F6

Note: reputation will be calculated by averaging the previous reputation and new assigned
contribution.

3. Modify the environment variable of each peer

(1)Oorg1

#Switch to peer0.orgl.example.com

CORE_PEER_LOCALMSPID=0rglMSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer0.orgl.example.com:7051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/orgl.example.com/peers/peer0.orgl.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/orgl.example.com/peers/peer0.orgl.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/orgl.example.com/peers/peer0.orgl.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/orgl.example.com/users/Admin@orgl.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peerl.orgl.example.com

CORE_PEER_LOCALMSPID=0rglMSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peerl.orgl.example.com:8051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/orgl.example.com/peers/peerl.orgl.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/orgl.example.com/peers/peerl.orgl.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/orgl.example.com/peers/peerl.orgl.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/orgl.example.com/users/Admin@orgl.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peer2.orgl.example.com

CORE_PEER_LOCALMSPID=0rglMSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer2.orgl.example.com:9051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Oorganizations/orgl.example.com/peers/peer2.orgl.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/orgl.example.com/peers/peer2.orgl.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/orgl.example.com/peers/peer2.orgl.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Oorganizations/orgl.example.com/users/Admin@orgl.example.com/msp
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CORE_PEER_TLS_ENABLED=true

(2)Org2

#switch to peer0.org2.example.com

CORE_PEER_LOCALMSPID=0rg2MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer0.org2.example.com:10051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/org2.example.com/peers/peer0.org2.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org2.example.com/peers/peer0.org2.example.com/tls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org2.example.com/peers/peer0.org2.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org2.example.com/users/Admin@org2.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peerl.org2.example.com

CORE_PEER_LOCALMSPID=0rg2MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peerl.org2.example.com:10051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Oorganizations/org2.example.com/peers/peerl.org2.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org2.example.com/peers/peerl.org2.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org2.example.com/peers/peerl.org2.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org2.example.com/users/Admin@org2.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peer2.org2.example.com

CORE_PEER_LOCALMSPID=0rg2MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer2.org2.example.com:10051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/org2.example.com/peers/peer2.org2.example.com/t1s/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org2.example.com/peers/peer2.org2.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org2.example.com/peers/peer2.org2.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org2.example.com/users/Admin@org2.example.com/msp
CORE_PEER_TLS_ENABLED=true

(3)Org3

#Switch to peer0.org3.example.com

CORE_PEER_LOCALMSPID=0rg3MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer0.org3.example.com:13051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org3.example.com/peers/peer0.org3.example.com/tls/server.crt
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CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org3.example.com/peers/peer0.org3.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org3.example.com/peers/peer0.org3.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org3.example.com/users/Admin@org3.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peerl.org3.example.com

CORE_PEER_LOCALMSPID=0rg3MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peerl.org3.example.com:13051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/org3.example.com/peers/peerl.org3.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org3.example.com/peers/peerl.org3.example.com/t1ls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org3.example.com/peers/peerl.org3.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
organizations/org3.example.com/users/Admin@org3.example.com/msp
CORE_PEER_TLS_ENABLED=true

#Switch to peer2.org3.example.com

CORE_PEER_LOCALMSPID=0rg3MSP

CORE_PEER_ID=c1i

CORE_PEER_ADDRESS=peer2.org3.example.com:13051
CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
CORE_PEER_TLS_CERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Oorganizations/org3.example.com/peers/peer2.org3.example.com/tls/server.crt
CORE_PEER_TLS_KEY_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peero
rganizations/org3.example.com/peers/peer2.org3.example.com/tls/server.key
CORE_PEER_TLS_ROOTCERT_FILE=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/
peerorganizations/org3.example.com/peers/peer2.org3.example.com/tls/ca.crt
CORE_PEER_MSPCONFIGPATH=/opt/gopath/src/github.com/hyperledger/fabric/peer/crypto/peer
Organizations/org3.example.com/users/Admin@org3.example.com/msp
CORE_PEER_TLS_ENABLED=true

Delete Volume

docker-compose -f docker-compose-cli.yaml down --volumes --remove-orphans
docker rm -f $(docker ps -a | grep "hyperledger/*" | awk "{print \$1}")
docker volume prune
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D.1 The ground truth of case studies

The experimental three case studies

with ground truth are shown in Table D.1. And the simulated

responses from five experts are shown in Table D.2.

Table D.1: The ground truth of case studies

ID |Request

Ground Truth

Case 1: Car Service

1 |When should I service my car?

Every 6 months or 10,000km whichever comes first

2 |How often should you check your
o0il?

Better to check them every week

3 |How often should you check your
tyre pressure?

You should check your tyre pressure once a month.

4 |What is Third Party Car Insur-
ance?

Third Party Car Insurance offers cover for damage caused to some-
one else’s vehicle or property, if you're liable for it. It can also
covers for loss of, or damage caused by fire or theft.

5 |What’s covered by Third Party
Car Insurance?

Third Party Property Damage Car Insurance covers damage you
cause to other people’s vehicles and property while behind the
wheel.

6 |What is Comprehensive Car In-
surance?

Comprehensive Car Insurance is a type of car insurance that covers
you for: 1) accidental damage to your car; 2) damage that may be
caused by the use of your car cause to other vehicles and property;
3) theft, fire, and malicious damage to your car.

7 |What’s the difference between
Comprehensive and Third Party
Car Insurance?

Comprehensive will provide you with coverage for a range of in-
sured events such as accidents and theft, as well as weather events
like hail, fire and storms. If you’re involved in an accident, your
car and property and the other person’s car and property are cov-
ered. Third Party Car Insurance will only cover you for damage
you cause to someone else’s vehicle and property.
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What’s a flexi excess?

Flexi excess is an additional excess payment you can choose, on
top of your standard excess.

Does Comprehensive Car Insur-
ance cover fire and theft?

Yes, Comprehensive Car Insurance covers you for accidental loss
or damage in the event of fire, theft or attempted theft.

10

Does Comprehensive Car Insur-
ance cover windscreen replace-
ment?

Yes, Comprehensive Car Insurance does cover windscreen replace-
ment as standard, but you will need to pay an excess if you claim.

11

Can I add on Roadside Assist?

Yes, Roadside Assist can be added to any Comprehensive Car
Insurance policy.

12

Is CTP insurance included in reg-
istration?

No, they’re not one and the same payment, as they are only in some
states.

13

How is CTP Insurance calcu-
lated?

When insurers calculate CTP Insurance, they’ll consider the cost of
future claims, as well as a number of other factors like age, safety
record, demerit points and claims history.

14

What is MAI Insurance?

MALI Insurance covers everybody who is injured in a motor vehicle
accident.

15

What happens to my MAI Insur-
ance if I buy or sell a vehicle that
is registered?

MALI Insurance is linked to the vehicle, not the owner. If you sell
your vehicle, the MAI Insurance will be transferred to the new
owner. Similarly, if you buy a vehicle, the MAI Insurance will be
transferred to you.

16

How can I update my contact in-
formation on my MAI Insurance
policy?

Since your MAI Insurance is connected to your vehicle registra-
tion, you should contact Access Canberra to update your contact
information.

17

How is car insurance calculated?

Many factors can influence how much your car insurance premium
will cost, including: how expensive your car is, and how expensive
replacement parts would be the age of your car, certain safety
features where you live, and the age, experience, and driver history
of the insured driver.

18

Does young driver have more ex-
pensive car insurance?

Yes, insurers take into consideration possible risks. Young drivers
may be more inexperienced on the road, and therefore are some-
times more likely to have an accident. For this reason, car insurance
can end up costing more for a young driver.

19

If I had a car accident, how to use
my car insurance?

If an event happens that’s covered by your car insurance, you may
need to make a claim. You may have to pay an excess (particularly
if you’re at fault).

20

How much can I insure my car
for?

You can choose the amount you want to cover your car for based
on details about your car and you, will give you a minimum and
maximum amount you can cover your car for. Then you can adjust
the amount to any number within that range, and that will become
the maximum amount.

Case 2: English Learning
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21

what does "Ace" mean?

If something is ace it is awesome. Kids thought all cool stuff was
ace, or brill.

22

What does "Not my cup of tea"
mean?

This is a common saying that means something is not to your liking.

23

What does "Spend a penny"
mean?

To spend a penny is to go to the bathroom. It comes from the fact
that ladies used to operate the door by inserting an old penny.

24

What does "Wind up " mean?

This has a couple of meanings. If something you do is a "wind
up" it means you are making fun of someone. However it you are
"wound up" it means you are annoyed.

25

what is "sixes and sevens"?

If something is all at sixes and sevens then it is in a mess, topsy
turvy or somewhat haywire!

26

What does "DJ" mean?

It means Dinner jacket. We usually refer to it as our DJ. Sometimes
it also means Disc Jockey.

27

What is "Swimming costume"?

This is what you wear to go swimming. You might call it a bathing
suit. We also say swimsuit and cozzy.

28

what does "Bin liner" mean?

This is another word for bin bag.

29

What is des res?

If someone lives in a particularly nice property in a nice part of
town it would be referred to as a des res. It is short for desirable

residence and usually means bloody expensive.

30

What is "White goods"?

These are the electrical appliances that you have in your kitchen
or utility room like fridges, freezers, washing machines and driers.
The name is cunningly derived from their colour.

31

What is "Bugger all"?

If something costs bugger all, it means that it costs nothing. Mean-
ing it is cheap. If you have bugger all, it means you have nothing.

32

What is "Dog’s dinner"?

If you make a real mess of something it might be described as a
real dog’s dinner.

33

What does Donkey’s years mean?

Someone said to me the other day that they hadn’t seen me for
donkey’s years. It means they hadn’t seen me for ages.

34

What does "Good value" mean?

This is short for good value for money. It means something is a
good deal.

35

What does "Horses for courses”
mean?

This is a common saying that means each to his own. What suits
one person might be horrible for someone else.

36

What does "I’m easy" mean?

This expression means I don’t care or it’s all the same to me.

37

If someone have knees up, means
what?

If you’re having a knees up, you're going to a dance or party,
generally having a great time. Usually involving alcohol!

38

"Looking left, right and centre "
means what?

If you have been looking left, right and centre, it means you have
been searching all over.

39

What are you on about? means
what?

It means what are you talking about?

40

If someone said "Put a sock in it
", it means what?

This is one way of telling someone to shut up
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41

When I visited British, I heard
"Best of British" , what does this
mean?

If someone says "The best of British to you" when you are visiting
the UK, it simply means good luck. It is short for "best of British
luck".

42

Something is a blinding success,
means what?

It means it was awesome.

43

"Box your ears" means what?

Generally meant a slap around the head for misbehaving.

44

what does "Brassed off" mean?

If you are brassed off with something or someone, you are fed up.

45

To Flog the old TV means what?

To Flog something means to sell it.

46

What does "Gen" mean?

Gen means information. If you have the gen then you know what
is going on.

47

She is good at haggling means
what?

To haggle is to argue or negotiate over a price.

48

Kip means what?

A short sleep or a snooze.

49

If something has gone pear
shaped, what does that mean?

It means it has become a disaster.

50

If someone is zonked, it means
what?

It means they are totally knackered or you might say exhausted.

Case 3: Health & Safety Training

51

What’s your duty of care if you
are a officer?

It includes: 1) acquire safety knowledge and keep up to date; 2)
understand operations and associated risks; 3) ensure WHS Legal
Compliance; 4) receive and consider information on incidents,
hazards and risks; 5) ensure resources and process to eliminate or
minimise risks; 6) verify the provision and use of WHS resources

52

What’s your duty of care if I am
a student?

Take reasonable care for your own safety and the safety of others;
Comply with any reasonable instruction, policy or procedures of the
University in relation to work health and safety; Report all hazards
and incidents to your Manager/Supervisor as soon as possible.

53

Who will review the safety
and wellbeing performance every
meeting ?

University Council will review the safety and wellbeing perfor-
mance every meeting

54

What is a safe system of work?

A safe system of work is a way of doing things safely at the Univer-
sity. It’s about incorporating safety into our day to day work and
decisions.

55

What elements include in safe
system of work?

It includes commitment, consultation, safe Work Procedures,
Training and Supervision, Reporting Safety and Continuous Im-
provement, Injury Management and Return to Work.

56

What will prioritise your time and
budget to meet safety responsibil-
ities?

Commitment
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57 |How can you demonstrate you
follow Safe Work Procedures?

You can use the procedures that apply to your activities, or raise
improvements you identify to do the activity safer or more effec-
tively.

58 |How can you demonstrate you re-
port on safety?

Use MySAFETY for reporting safety issues and incidents or Use
PocketSafety App when out and about.

59 |How to get SafeZone app?

Follow the download instructions on the SafeZone webpage. And

once you downloaded, sign up for campuses relevant to your work

60 |What type of incidents need to
report in MySAFETY?

All incidents must be reported in MySAFETY

D.2 Simulated responses and fusion results
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